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Executive Summary

Generative artificial intelligence (Al) — particularly large language models (LLMs) such as GPT-40, Claude, and Gemini —
is rapidly gaining traction in the life sciences, promising dramatic improvements in efficiency, cost savings, and innovation
across research, development, and quality operations (") www.mckinsey.com) (! www.mastercontrol.com). However,
deploying generative Al in regulated Good Practice (GxP) environments (e.g. pharmaceutical manufacturing, clinical
trials, laboratory research) introduces complex compliance challenges, especially under 21 CFR Part 11 (the FDA's
regulation on electronic records and signatures). This report synthesizes the latest guidance, case studies, and research
to propose a 21 CFR Part 11 compliance framework and template kit for validating generative Al systems in GxP
contexts.

Key findings and recommendations include:

* Regulatory Context: 21 CFR Part 11 and related GxP regulations (e.g. FDA/EMA GMP Annexes 11/22, ICH Q9(R1) risk management)

require that electronic records and signatures be trustworthy, attributable, and auditable ([3] fdainspections.com) ([4] www.ey.com).
These requirements apply equally to Al-generated data. Notably, regulators now advocate a shift from rigid computerized system

validation (CSV) to risk-based Computer Software Assurance (CSA) approaches ([5] fdainspections.com) ([6] WwWw.ey.com).

« Generative Al Benefits: Industry analysts project that generative Al could yield $60-110 billion per year in productivity gains for pharma
and medtech ([7J www.mckinsey.com). Case studies report ~50% reductions in regulatory documentation costs and up to 80%
automation of routine tasks (* viww. mastercontrol.com) (?) www. heltech.com). Al can accelerate drug discovery, automate complex

writing tasks (e.g. report generation, labeling), and improve data consistency (M www.mckinsey.com) ([21 www.mastercontrol.com).

« Compliance Challenges: The “black box” nature of Al models creates validation and interpretability challenges ([10]
fdainspections.com) ([M] www.mekinsey.com). Al outputs can be unpredictable or biased if training data is flawed. Maintaining data
integrity (the ALCOA+ principles) requires novel controls: every Al prompt, training dataset, and output must be treated as an “electronic
record” with full traceability ([12] validfor.com) ([13] www.pharmaceuticalonline.com). Continuous model updates and “model drift”
necessitate ongoing performance monitoring and re-validation triggers (114J fdainspections.com) (115J
www.pharmaceuticalonline.com).

« Framework for Validation: We recommend a phased, risk-based framework aligned with Part 11 and CSA principles. Core steps
include: (1) Context-of-Use Definition — clearly link the Al's intended use to patient/product/data risk ([161
www.pharmaceuticalonline.com); (2) Data Governance — treat all training data, prompts, and outputs as controlled records, applying
ALCOA+ requirements (Attributable, Legible, etc.) ([12] validfor.com) ([13] www.pharmaceuticalonline.com); (3) Performance
Requirements — define success criteria and acceptable error rates a priori ([17] www.pharmaceuticalonline.com); (4) Testing and
Validation — execute thorough tests (including edge cases) focusing on high-risk features as per FDA's CSA guidance (HSJ
fdainspections.com) (119] www.ey.com); (5) Audit Trails & Documentation — log all Al interactions (user IDs, timestamps, model
versions, etc.) to create a Part 11-compliant audit trail (‘20] validfor.com) ([19‘ wWww.ey.com); (6) Vendor Qualification — rigorously
evaluate third-party Al tools (QMS audits, validation methods, quality agreements) since ultimate compliance responsibility rests with the
user company (‘3] fdainspections.com); (7) Change Management — establish governance for model retraining and updates, with defined
re-validation triggers and version control (1! fdainspections.com) (¢ fdainspections.com); (8) Periodic Review — continuously

monitor output accuracy and data integrity, analogous to post-market surveillance.

« Template Kit: We outline a set of key documents and checklists needed for compliance. These include a Validation Master Plan tailored
to Al, User Requirements Specifications (including Al functionality and risk categories), Risk Assessments covering Al-specific hazards,
Data Integrity plans applying ALCOA+ to Al, Test Plans for model performance, SOPs for model change control, and logs for audit trails.
(Tables below provide examples of Part 11 requirements and ALCOA+ considerations for Al, and an outline of essential validation
artifacts.)
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« Case Studies: Real-world examples illustrate both promise and pitfalls. For instance, a pharma company using an Azure OpenAl chatbot

to automate audit report generation achieved 95% accuracy in detecting documentation gaps and a 65% cut in manual effort ([9]
www.hcltech.com). Conversely, industry reports caution that off-the-shelf Al models often require “hybrid” solutions with robust human

oversight to mitigate hallucination and IP/privacy risks ([llJ www.mckinsey.comy) </current_article_content>( 2] ., mckinsey.com).

« Implications & Outlook: Regulatory bodies globally are moving to explicitly address Al. The EU is drafting GMP Annex 22 for Al (with
first public draft out by mid-2025) ([231 www.ey.com), and the FDA has multiple initiatives (AI/ML SaMD Action Plan, software assurance

guidance) emphasizing lifecycle oversight ([24] WWW.gxp-cc.com) . Compliance teams must stay agile: adhering to foundational
principles (data integrity, traceability) while leveraging new CSA risk-based approaches. Done well, validated Al can improve compliance
(by reducing human error) and strategic outcomes; done poorly, it invites data integrity citations.

In summary, a structured validation framework — grounded in GxP principles but adapted for Al — is essential. By
rigorously defining use cases, controlling data and processes, and documenting everything from prompts to signatures,
organizations can confidently integrate generative Al into quality systems and satisfy 21 CFR Part 11 requirements. The
following sections elaborate this framework in detail, supported by current data, expert guidance, and illustrative
examples.

Introduction and Background

GxP and 21 CFR Part 11. “GxP” collectively denotes the FDA's Good Practice regulations (e.g. Good Manufacturing
Practice, GMP; Good Laboratory Practice, GLP; Good Clinical Practice, GCP) and analogous standards worldwide.
These regulations mandate system validation, documentation, and controls to ensure product quality, safety, and data
integrity. A cornerstone is 21 CFR Part 11, issued by the FDA in 1997, which establishes that electronic records and
signatures in GxP applications must be as reliable and trustworthy as their paper counterparts (*°! fdainspections.com).
Key Part 11 controls include: unique user authentication, secure (computer-generated) audit trails for all critical changes,
time-stamped records, and the linkage of electronic signatures to their records (*°! fdainspections.com) (**
fdainspections.com). Data integrity principles (often summarized as ALCOA+ — Attributable, Legible, Contemporaneous,
Original, Accurate, Complete, Consistent, Enduring, Available) have long underpinned both Part 11 and EU GMP Annex

11, ensuring that regulated data cannot be modified without trace (°! validior.com) (*/! www.qad.com).

Allah? (Should include term: no, ignore or “ALCOA”"? not religious)
Yes we mention ALCOA+.

Originally, Part 11 and Annex 11 (EU drug GMP) focused on static systems (databases, DCS, LIMS). However,
practitioners must still abide by these rules when new technologies arise. In practice, any system that creates, modifies,
archives or approves GxP records — whether on-premise or cloud-based — falls under Part 11/Annex 11 scrutiny (**
www.pharmaceuticalonline.com) (' www.ey.com). In 2025, new norms are emerging: FDA's Computer Software
Assurance (CSA) guidance (finalized in 2025) endorses a risk-based, agile approach to validation, and the EU is drafting
Annex 22 specifically for Al usage in pharma by mid-2025 (1*°! www.ida.gov) (%1 www.ey.com).

Rise of Generative Al in Life Sciences. Generative Al refers to ML models (often transformer-based neural networks)
that can produce novel text, tables, code or images from learned data patterns. LLMs like OpenAl’'s ChatGPT, GPT-4,
and others have exploded in capability since 2022, rapidly infiltrating all knowledge work ("“*! www.mckinsey.com) (%!
www.mckinsey.com). In pharma and biotech, early adopters use generative Al to draft protocols, summarize literature,
code analysis scripts, answer queries, and even propose molecule structures. McKinsey estimates that generative Al
could unlock $60-110 billion in annual value for the pharma and medical-products industry (") vww.mckinsey.com), largely
by accelerating drug discovery, expediting regulatory filings, and optimizing commercial operations. In particular,
automating the first drafts of documents (e.g. regulatory submissions, standard operating procedures) can slash human
effort by half or more (*) www.mastercontrol.com) (5 www.freyafusion.com). For example, MasterControl reports that
companies using generative Al cut regulatory documentation costs by ~50% and automate up to 80% of routine tasks ('’

www.mastercontrol.com) (i8] www.mastercontrol.com).
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However, generative Al outputs are not perfectly deterministic. They may contain factual errors (“hallucinations”) or
biases if the training data is incomplete or skewed (1*?/ vvw.mckinsey.com) (Y validfor.com). Unaddressed, these risks
could compromise patient safety or product quality, drawing regulatory scrutiny. Indeed, regulators have explicitly
signaled that Al tools do not get a free pass: models used in GxP contexts must meet the same data integrity and

28]

validation standards as any electronic record-keeping system (! validfor.com) (?*) vww.pharmaceuticalonline.com). In

short, deploying generative Al in a GxP system demands that the entire Al lifecycle — from data selection to output review

— be controlled, validated and auditable.

This report thus explores how to validate generative Al in GxP systems within a 21 CFR Part 11 framework. We
begin by reviewing the regulatory landscape (Parts 11/GAMP/CFR, EU Annexes, ICH), then examine generative Al's
unique challenges and use cases. We summarize expert guidance (e.g. ISPE GAMP5, FDA guidance) and propose a
structured, risk-based validation framework. Practical template elements (risk checklists, documentation outlines) are
suggested, and real-world examples illustrate both successes and pitfalls. Throughout, we cite current sources (2023—
2025) to ensure up-to-date compliance thinking.

The Regulatory and Standards Landscape

21 CFR Part 11 and GxP System Requirements

21 CFR Part 11 Essentials. This FDA regulation (subchapter A of 21 CFR 11) codified in 1997 ensures electronic
records/signatures are trustworthy. It requires (among other things) that:

« System Validation: Systems that create/manage electronic records must be validated for accuracy, reliability,
consistent intended performance, and computer input/output functionality (*°! fdainspections.com) (*°!

www.pharmaceuticalonline.com).

« Audit Trails: Secure, tamper-evident audit trails must automatically capture all record creation/updating/deletion
events (user ID, date/time, change reason) (°*! fdainspections.com) (“% validfor.com).

« Unique User IDs & Passwords: Each user must have a unique ID, with logins and sessions properly authenticated

(41 tdainspections.com) (Y validfor.com).

« Electronic Signatures: If records require signatures, those signatures must be two equal components (ID and
password), linked to the specific record to prevent repudiation (°*! fdainspections.com) (! fdainspections.com).

« Record Integrity: Controls (e.g. secure, redundant archival; operational checks) must ensure records are
“attributable, legible, contemporaneous, original, accurate” (ALCOA) ([201 validfor.com) ([13]

www.pharmaceuticalonline.com).

While Part 11 was written in the 1990s, its intent remains central: any software that touches regulated data must be
trustworthy and documented, whether on traditional computers or in the cloud (! fdainspections.com) (°°
www.pharmaceuticalonline.com). Notably, the FDA has not exempted Al. In guidance and draft policies, CDER/CBER/CBG
have affirmed that even “black-box” Al decisions affecting GxP data must be validated in terms of intended use and be

transparent enough for review (°°! fdainspections.com) (“?) www.pharmaceuticalonline.com).

EU and Global Regulations. In the EU, GMP Annex 11 (for computerized systems) parallels Part 11, demanding formal
validation (typically IQ/OQ/PQ qualifications) for any computerized system used in GMP-regulated manufacturing ('
www.ey.com). Annex 11 currently follows a documentation-heavy model (akin to CSV), but regulators have begun
modernizing. For example, a new Annex 22 on Al is under consultation in 2025, addressing Al outputs explicitly (*°!
www.ey.com). International harmonization efforts are underway: ICH Q9(R1) (Quality Risk Management, revision 2023)
emphasizes risk-based assurance of any process/software impacting quality, and the WHO/PIC/S guidance echoes

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights
reserved.

Page 4 of
18


https://www.mckinsey.com/industries/life-sciences/our-insights/generative-ai-in-the-pharmaceutical-industry-moving-from-hype-to-reality#:~:text=Inaccurate%20models,decision%20making%20by%20human%20workers
https://validfor.com/ai-in-the-age-of-regulated-work-with-alcoa-principles/#:~:text=ALCOA%2B%20for%20AI%20at%20a,Glance
https://validfor.com/ai-in-the-age-of-regulated-work-with-alcoa-principles/#:~:text=AI%20is%20fine%20to%20use%2C,11%2C%20PIC%2FS%2C%20and%20EU%20GMP
https://www.pharmaceuticalonline.com/doc/trust-but-verify-validating-ai-in-pharma-s-gxp-world-0001#:~:text=for%20its%20intended%20use,cloud%20platforms%2C%20and%20retraining%20events
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=A%20Refresher%20on%2021%20CFR,The%20Bedrock%20of%20Digital%20Compliance
https://www.pharmaceuticalonline.com/doc/trust-but-verify-validating-ai-in-pharma-s-gxp-world-0001#:~:text=Validation%20in%20pharma%20always%20has,cloud%20platforms%2C%20and%20retraining%20events
https://www.pharmaceuticalonline.com/doc/trust-but-verify-validating-ai-in-pharma-s-gxp-world-0001#:~:text=Validation%20in%20pharma%20always%20has,cloud%20platforms%2C%20and%20retraining%20events
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=The%20regulation%20outlines%20specific%20controls,Types%20of%20FDA%20Inspections%3A%20What
https://validfor.com/ai-in-the-age-of-regulated-work-with-alcoa-principles/#:~:text=ALCOA%2B%20Refresher%20in%2090%20seconds
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=The%20regulation%20outlines%20specific%20controls,Types%20of%20FDA%20Inspections%3A%20What
https://validfor.com/ai-in-the-age-of-regulated-work-with-alcoa-principles/#:~:text=ALCOA%2B%20for%20AI%20at%20a,Glance
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=The%20regulation%20outlines%20specific%20controls,Types%20of%20FDA%20Inspections%3A%20What
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=AI%20systems%20themselves%20do%20not,becomes%20an%20official%20GxP%20record
https://validfor.com/ai-in-the-age-of-regulated-work-with-alcoa-principles/#:~:text=ALCOA%2B%20Refresher%20in%2090%20seconds
https://www.pharmaceuticalonline.com/doc/trust-but-verify-validating-ai-in-pharma-s-gxp-world-0001#:~:text=To%20achieve%20this%2C%20the%20ALCOA%2B,steps%20remain%20retrievable%20and%20auditable
https://www.pharmaceuticalonline.com/doc/trust-but-verify-validating-ai-in-pharma-s-gxp-world-0001#:~:text=To%20achieve%20this%2C%20the%20ALCOA%2B,steps%20remain%20retrievable%20and%20auditable
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=A%20Refresher%20on%2021%20CFR,The%20Bedrock%20of%20Digital%20Compliance
https://www.pharmaceuticalonline.com/doc/trust-but-verify-validating-ai-in-pharma-s-gxp-world-0001#:~:text=Validation%20in%20pharma%20always%20has,cloud%20platforms%2C%20and%20retraining%20events
https://www.pharmaceuticalonline.com/doc/trust-but-verify-validating-ai-in-pharma-s-gxp-world-0001#:~:text=Validation%20in%20pharma%20always%20has,cloud%20platforms%2C%20and%20retraining%20events
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=Yes%2C%20but%20it%20requires%20a,outputs%20are%20secure%20and%20auditable
https://www.pharmaceuticalonline.com/doc/trust-but-verify-validating-ai-in-pharma-s-gxp-world-0001#:~:text=for%20its%20intended%20use,cloud%20platforms%2C%20and%20retraining%20events
https://www.ey.com/en_ch/insights/life-sciences/gxp-and-ai-tools-compliance-validation-and-trust-in-pharma#:~:text=Annexes%20to%20the%20EU%20GMP,deployment%20not%20reflecting%20today%E2%80%99s%20standards
https://www.ey.com/en_ch/insights/life-sciences/gxp-and-ai-tools-compliance-validation-and-trust-in-pharma#:~:text=Annexes%20to%20the%20EU%20GMP,deployment%20not%20reflecting%20today%E2%80%99s%20standards
https://www.ey.com/en_ch/insights/life-sciences/gxp-and-ai-tools-compliance-validation-and-trust-in-pharma#:~:text=For%20the%20EU%2C%20regulations%20about,AI%20tools%20based%20on%20static
https://www.ey.com/en_ch/insights/life-sciences/gxp-and-ai-tools-compliance-validation-and-trust-in-pharma#:~:text=For%20the%20EU%2C%20regulations%20about,AI%20tools%20based%20on%20static
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=validating-generative-ai-in-gxp-a-21-cfr-part-11-framework.pdf
https://intuitionlabs.ai/articles/generative-ai-gxp-validation-part-11?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=validating-generative-ai-in-gxp-a-21-cfr-part-11-framework.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=validating-generative-ai-in-gxp-a-21-cfr-part-11-framework.pdf

[P owitiontabs  intuitionLabs - Al Software for Pharma & Biotech Validating Generative Al in GxP: A 21 CFR Part 11 Framework

ALCOA+ for data integrity. Meanwhile, ISO/IEC and other standards (e.g. ISO 13485 for medical device software) offer
additional assurance frameworks.

Computer Software Assurance (CSA). In 2025 the FDA formalized a risk-based “Computer Software Assurance”
approach for GxP software, recognizing that tradition (100% scripted testing) is often inefficient. CSA allows
manufacturers to focus testing on high-risk features, using more agile methods (statistical sampling, continuous
monitoring) elsewhere (! fdainspections.com) (““) www.fda.gov). Al systems are explicitly cited as benefitting from CSA:
instead of verifying every line of code or algorithm, firms should emphasize testing the critical functions of the model (e.g.
safety-critical outputs) and setting up real-time performance checks (©°! fdainspections.com) (“¥) www.fda.gov).

ALCOA+ and Data Integrity

A cornerstone of GxP data integrity is the ALCOA+ framework (°°! validfor.com) (57 www.qad.com). In traditional systems,
this means every piece of data must be: Attributable to a person, Legible, recorded Contemporaneously, Original (or true
copy), and Accurate, plus Complete (nothing missing), Consistent (same sequence/format), Enduring (durable/historic),
and Available for inspection (“°! validfor.com) ("' www.qad.com).

For generative Al, ALCOA+ extends beyond “final records” to include the Al processes that produce them. In practice, this
means that every AIS record - training dataset snapshots, preprocessing code, model versioning, user prompts,
and outputs — must meet ALCOA+. For example: prompts and model inputs should be timestamped
(Contemporaneous), stored with user IDs (Attributable) and in a human-readable format (Legible). The training dataset
itself must be unaltered (Original) and archived with checksums (Accurate), and outputs must include original raw data
plus any human edits (Complete). Validfor (2024) summarizes this well: “You now create records at three points: training
data, prompts, and outputs. Treat each as controlled” (*?! validior.com). Table 2 below illustrates ALCOA+ attributes
applied to Al contexts. Ensuring ALCOA+ is non-negotiable: both FDA and EMA inspectors expect full audit trails linking
Al model decisions to underlying data (! fdainspections.com) (**) www.ey.com).

Recent Regulatory Guidance on Al

Recent years have seen a flurry of Al-focused guidance: FDA's AlIML-based SaMD Action Plan (2019) and updates
(2021) outline a lifecycle approach (continuous monitoring and Good Machine Learning Practice) for Al in medical
devices (%) vw.gxp-cc.com). The FDA's discussion paper on Al in drug manufacturing (2023) explicitly invites dialogue
on validating “self-learning” Al models and data standards (I°°! www.gxp-cc.com). Similarly, the EMA (European Medicines
Agency) released a reflection paper (2021) emphasizing human oversight and risk management for AI/ML in
manufacturing. In practice, regulators emphasize familiar GxP virtues: transparency, accountability, and risk management
(8l www.pharmaceuticalonline.com) (! www.pharmaceuticalonline.com). Noteworthy is that Annex 11 (EU) and GAMP 5
are evolving. The ISPE’s GAMP Good Practice Guide on Machine Learning (2nd Ed, 2023) advises a hybrid model:
applying GAMP's risk-tiered lifecycle to Al workflows (! fdainspections.com) (**1 www.pharmaceuticalonline.com). On the
horizon is the EU’s Al Act (coming 2026), which, although not pharma-specific, underscores requirements (transparency,
risk classification) that will influence Al's regulated use.

In sum, there is no regulatory exemption for generative Al: it must be validated (in a modern sense), data-integrity
protected, and documented in accordance with Part 11/GAMP. What changes, as industry leaders note, is how — moving
from voluminous scripting to intelligent, risk-based methods (° fdainspections.com) (°) www.ey.com).
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Generative Al in GXP Environments:
Opportunities and Risks

Use Cases and Benefits

Generative Al's applicability in life sciences spans research to manufacturing to quality. Key use cases include:

+ Regulatory Document Generation: Automating routine writing tasks (e.g. drafting sections of Investigational New Drug (IND)
applications, Module 3 dossiers, clinical reports) (“) www.mastercontrol.com) (%! www.freyafusion.com). Generative models can
quickly assemble content (taking data inputs and stitching them into standardized templates), suggest regulatory language, or even auto-

format tables (1! www.freyafusion.com). Source: Freyr Digital found that combining Al content-assembly with automated compliance

checks could reduce first-pass assembly time by ~60% ([40] www.freyafusion.com).

« Quality and Compliance Analyses: Al can review batch records, audit reports, or CAPA documents to flag deviations or inconsistencies.
For example, an HCL Tech project used Azure OpenAl to analyze audit documentation, achieving 95% accuracy in identifying quality

gaps and cutting manual effort by 65% ([9] www.hcltech.com). Chatbots can be trained to answer GxP compliance queries (“What does

21 CFR 11 require?”) or to cross-check data entries during form filling (“*! devset.ai) (%) www.hcltech.com).

« Clinical and Pharmacovigilance Support: Al copilots for clinical trials can help summarize outcomes, pre-screen subjects, or audit

patient data. Al chatbots can ingest safety reports and extract potential adverse events (HH www.mckinsey.com). While these are high-
stakes (patient risk), generative Al (with human review) has shown promise in streamlining data-heavy tasks.

* Process Optimization: In manufacturing, generative Al (often combined with other ML) can propose process parameter settings, fault
diagnoses, or maintenance schedules. These models can analyze sensor data and predict equipment failures. While not strictly
“generative” in the LLM sense, they embody the same Al validation issues.

Collectively, such applications can dramatically improve productivity and speed time-to-market. For example, McKinsey
reports that early pilots in drug discovery and operations already yield “compelling pilot” results, with generative Al
accelerating literature review and experiment design (“*/ vwww.mckinsey.com) (??) vww.mckinsey.com). Industry experts
note that productivity enhancements (e.g. 2x4 model: start with two quick wins and two transformational projects) are
achievable even within regulated environments (I“*/ www.mckinsey.com).

Inherent Risks and Challenges

Despite the promise, generative Al also introduces unique risks:

« Black-Box Validation: Neural LLMs often lack explainability, making it hard to trace precisely how an output was produced. Traditional
validation (which assumes deterministic outputs) fails here (\*°! fdainspections.com) ¢ www.mckinsey.com). Regulators worry that
unvalidated “hallucinations” (plausible-sounding but false outputs) could propagate errors into patient-facing or quality-critical documents.
For high-risk uses (e.g. clinical decision support), the FDA advises treating the model akin to a medical device requiring “near-zero errors”

(with human oversight) ([llJ www.mckinsey.com) (H‘H www.pharmaceuticalonline.com).

« Data Integrity: Al quality is only as good as its data. Training on biased or incomplete data leads to biased models. Worse, training
datasets themselves become regulated records: an Al that learns from, say, patient data or validated experiments must do so in a
documented way. If training data were altered without audit, the model’'s outputs become scientifically unsound. Therefore, generative Al
demands rigorous data governance at every stage (as expanded below).

« Audit Trails and Traceability: By default, consumer Al platforms do not expose detailed logs of usage. However, Part 11 demands each
change be recorded. In practice, systems must be set up to log every Al “inference” (prompt-input pair and output), model version,
configuration change, seed numbers, and who initiated each transaction (HZJ validfor.com) (ngJ www.ey.com). Without these, an
inspector could not verify the lineage of a critical record.
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+ Model Drift and Change Control: Al models that continue learning or are periodically retrained pose re-validation challenges. When
does drift necessitate re-validation? Who audits the updated model? The framework must define clear change-control triggers (e.g.
retraining on new data, significant performance shift) and ensure version control of both model and training sets ([14]
fdainspections.com) ([45] fdainspections.com). Industry guidance (e.g. ISPE GAMP) emphasizes treating model updates as controlled
changes requiring risk assessment.

« Vendor and IP Risk: Many teams use third-party Al models (e.g. GPT via APIs). This introduces unquantified risk: the vendor’s model
update policies, data provenance, and cybersecurity all affect validation. Critically, regulators hold the user (pharma company)

responsible, not the vendor (l3J fdainspections.com) (MGJ fdainspections.com). Using a vendor’s generic model (trained on open
internet data) also risks IP infringement or privacy violations (since some public LLMs have been found to inadvertently leak copyrighted

sequences (WJ www.mckinsey.com)). Best practice is to either use validated, hosted models with strict SLAs or to train proprietary
models on controlled corpora.

« Security: Prestige generative Al often runs in the cloud, raising Part 11 open-system issues. The system must protect against
unauthorized alteration or downtime. AWS/Azure services used for Al must comply with GxP hosting guidelines (encrypted databases,
cloud audit logging). FDA's guidance on Part 11 open systems (subpart B) would apply: encryption, digital signatures to ensure record
authenticity in transit or storage.

« Human Factors: Perhaps ironically, over-reliance on Al can lead to complacency. Regulatory guidance and experts caution that “Al

should never be the final decision maker” — humans must validate critical outputs (LZ2J www.mckinsey.com) (LzlJ fdainspections.com).
Integrating Al into workflows adds complexity; employees must be trained to scrutinize Al-generated content (in line with SOPs and Part
11 training requirements).

In short, generative Al can streamline GxP work — but only if these risks are addressed. The next section outlines a

compliance framework designed to do just that.

A Framework for Validating Generative Al in
GxP Systems

We propose a structured, risk-based validation framework aligned with 21 CFR Part 11, GxP principles, and recent
regulatory thinking (FDA CSA, ISPE GAMPS5, etc.). The framework follows a lifecycle approach, with these core
components:

1. Define Intended Use and Context of Use (COU). First, clearly articulate what the Al will do, where and by whom. For each Al function,
assess its risk category. As Korrapati (2025) advises: “link the Al’s intended use to the type of risk it introduces, whether the risk impacts
patient safety, product performance, or underlying data integrity” (HGW www.pharmaceuticalonline.com). For example, an Al that

generates a patient diagnosis aid is high-risk (almost medical-device level), requiring the tightest controls. Conversely, an Al that

optimizes internal inventory is lower-risk. By mapping each Al feature to a risk domain, one can tier validation efforts. High-risk

applications may demand exhaustive testing (akin to SaMD), while low-risk tools get lighter touch, preserving resources (“6]

48]

www.pharmaceuticalonline.com) ([ www.pharmaceuticalonline.com).

2. Treat Data as a Controlled Asset (ALCOA+ Data Governance). The quality of outputs hinges on data quality. Thus, all data in the Al
lifecycle must meet GxP standards. This means:

« Training Data Management: Record the entire pipeline of data collection and labeling. Preserve original datasets
with checksums; document every preprocessing step. Each dataset (and splits) is an “original” record (/!
www.pharmaceuticalonline.com) (Hm www.pharmaceuticalonline.com). Version-control the dataset: once chosen,
train/validation/test splits should be locked (to prevent “leakage” and ensure reproducibility) (*°

www.pharmaceuticalonline.com).

« Prompt/input Controls: Every input to the Al (prompts, queries, parameters) is effectively a data record that must
be attributable and traceable. The system should log who (user ID) entered each prompt and when (°°' validfor.com).
Prompts should be stored in full text (legible) and time-stamped to satisfy contemporaneous recording.
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« Output Verification: The raw output from the Al must be captured as an original record. If humans modify it, record
that as well. Ensure outputs are accurate and complete: e.g. a table generated by the Al must include all expected
fields (no “omitted” values) and have a final verified version archived.

« ALCOA+ Application: Apply each element of ALCOA+: for instance, to satisfy “Attributable” log user/model IDs; for
“Legible” encode outputs in readable formats (avoid truncated logs); for “Available/Enduring” archive data (including
models and outputs) in an accessible, tamper-evident repository (“°! validfor.com) (‘“*! www.pharmaceuticalonline.com).
Validfor (2024) provides an actionable checklist: label prompt logs with user IDs, maintain coded-transcript with
decoded prompt parameters, ensure timestamps on inference events, etc. (*°! validfor.com). (See Table 2 for a
summary.)

3. Establish Performance Requirements and Acceptance Criteria. Set model design inputs similar to functional specs for software (EOW
www.pharmaceuticalonline.com). Define performance metrics and error tolerances before training. For example, if using Al to triage lab
errors, specify the minimum acceptable exact-match or recall rates. As Korrapati notes, “no model is error-free, but the tolerance depends
on context” — near-zero false negatives may be required for safety alerts, whereas false positives might be tolerable if they lead only to
extra review (%! www.pharmaceuticalonline.com). Document these criteria in a Validation Plan. This upfront definition prevents shifting
goalposts later and ensures regulators know the benchmark.

4. Validate by Testing and Review (Risk-based). Design test cases and validation protocols focusing on critical functions. Under CSA,
prioritize scenarios with highest risk to patient/product ([5] fdainspections.com) ([51] fdainspections.com). For LLMs, traditional

“scripted input => expected output” testing is insufficient due to non-determinism ([52] WWww.ey.com). Instead:

« Functional Testing: Craft hundreds to thousands of prompts covering typical and edge-case queries. Evaluate
outputs for correctness, relevance, and hallucinations. The EY guidance suggests automatically generating diverse
prompts and having Al tools analyze the outputs against acceptance criteria (°°/ vwww.ey.com).

« Statistical Sampling: Use probabilistic validation (e.g. Monte Carlo tests) to estimate reliability across a
representative input distribution (°° www.ey.com).

« User Scenarios: Include tests involving end-to-end use (human-in-the-loop). For example, have actual users review
Al-generated reports and check if any requirement (e.g. formatting, content completeness) is unmet.

« Continuous Assurance: Establish post-deployment monitoring. Similar to a “process performance qualification,”
implement live checks (e.g. auto-scanning outputs daily to ensure no drift or data leakage) (°*! www.ey.com) (°°
fdainspections.com). FDA's SaMD Action Plan emphasizes this ongoing validity: Al models should log performance
metrics in production and trigger investigations if trending down.

5. Document Audit Trails and Signatures. Design the system to produce Part 11-compliant records. Key points:

« User Authentication: Ensure only authorized users invoke the Al functions. Leverage existing IAM (identity/access
management) controls. Use two-factor authentication for users who approve (sign) Al outputs.

« Audit Logging: Record all relevant events in secure log files or databases. As the FDainspections guide notes, logs
must capture “the model version, input data, system output, a secure timestamp, and the identity of the user or
system that initiated the action” (°°! fdainspections.com). This creates a fully auditable chain from prompt to signed
record.

« Electronic Signatures: Crucially, Al models do not e-sign records themselves. The approved Part 11 process is
human-in-the-loop: the Al generates a report or analysis, the qualified person reviews it, and then that person applies
their unique electronic signature (“*! fdainspections.com). This ensures final accountability. The compliance workflow
should clearly show the Al-produced content followed by the signature event, with no gap.

« Human Review and Accountability: SOPs should mandate that a subject-matter expert reviews each Al-generated
output (especially any impacting regulated decisions) before entry into the official record. The trail should
demonstrate who reviewed, what changes (if any) were made, and final approval by signature (')

fdainspections.com) ([22] www.mckinsey.com).
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6. Vendor Qualification and Quality Agreements. If using a third-party Al tool or cloud service, thorough supplier
oversight is mandatory. Regulatory guidance reiterates: “Your vendor, your responsibility” () fdainspections.com).
Actions include:

« QMS Audit: Audit the vendor’s quality system and model-development processes. Ensure they have version control,
documentation, and evidence of internal validation.

« Validation Artifacts: Request any available validation evidence from the vendor (e.g. Al model risk assessments,
performance test results). Ideally, apply your own acceptance testing rather than relying on vendor claims.

« Quality Agreement: Formalize roles/responsibilities. The agreement should outline change-notification obligations
(e.g. if the vendor updates the buried model), data ownership, and IP rights. As the FDA notes, poor supplier
oversight is a common inspection failure (°”! fdainspections.com).

« Security/Vendor Risk: Ensure cloud providers meet GxP hosting standards (e.g. 21 CFR 11 Subpart B for open
systems). Incorporate them into your risk assessment.

7. Change Control and Model Governance. Al models evolve, so robust governance is required:

« Retraining & Re-validation: Define what constitutes a “significant change” that triggers re-validation (e.g. new data
added, retraining for accuracy improvement). Often, change control could mirror software patch procedures.
Document any model retraining with rationale and retest plans (**! fdainspections.com).

« Model Versioning: Keep immutable archives of each version of the model and training data, especially as locked
digital artifacts for audit.

« Performance Monitoring: Set up controls to detect model drift. For example, track key metrics (accuracy, error
rates) over time and trigger audits if they degrade beyond thresholds. The ISPE/EMA guidance emphasize that
“continuous assurance” with periodic re-testing is critical for Al subject to drift (°*/ vwww.ey.com).

« Operator Training: Train staff on the specific Al tool's use and limitations. Keep records of training as part of
qualification (Part 11 also requires training records).

- Disaster Recovery: For Part 11 compliance, there should be backup/restore mechanisms for the Al system and its
records (including audit trails) in the event of a failure or cyber incident.

Implementation Checklist (Template Kit)

To operationalize the above framework, organizations need a suite of templates and checklists. Below is a representative
sample (based on industry best practices and regulatory suggestions):

Document / Artefact Purpose and Key Contents

Overall strategy for Al validation: scope of system, roles, standards (e.g. Part 11, ALCOA+, CSA), risk classification, summary of validation activities. Must be ready

Validation Master Plan (VMP) before starting Al work
I Wi .

User Requirements Specification Detailed requirements of Al functions within the GxP system. Includes intended use, inputs/outputs, performance targets, and interface requirements. Links
(URS) requirements to patient/safety impacts.

System Architecture & Data Flow High-level design document: shows data sources, Al model components (training, inference), and integration points with LIMS/ERP/QMS. Useful for risk
Diagram assessment and traceability.

Risk & Dc hazard analysis related to the Al (e.g. “hallucination risk”, bias, cybersecurity threats), using e.g. ICH Q9 principles. Defines risk mitigations (SOPs,
Plan alerts) and basis for CSA vs CSV.

| Data Integrity Plan | Plan for applying ALCOA+ standards to Al data: lists the records to capture (datasets,
prompts/outputs), storage methods, and retention policies. |

| Model Design Specification (Design Input) | Technical design details: algorithms used (e.g. “GPT-40 transformer” or
“Claude Opus”), training dataset descriptions (source, preprocessing), software/hardware environments. Defines
acceptance criteria for accuracy, stability, etc. |

| Test Plan & Protocols | Documents testing approach. Includes test cases for both software functionality and specific Al
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performance (e.g. “1000 edge-case prompts”, injection testing). Aligns with intended use (higher risks = more tests). |

| Validation Report | Summary of all validation activities and results. Shows traceability from URS/requirements to test
cases and actual outcomes. Confirms model meets predefined performance criteria, documents any deviations and their
resolution. |

| Audit Trail Design & Samples | Specifications of what audit data is captured. May include database schemas or log
format examples (user ID, timestamp, model version, prompt, output). Verify via inspection scripts to confirm audit
records are unalterable. |

| Electronic Signature Workflow Document | SOP describing how Al outputs are handled: review steps, electronic
signature application, roles (e.g. “Author, Reviewer, Approver”). Ensures compliance with 21 CFR 11 subparts C/D. |

| Change Control Procedure | Process for managing updates to the Al model or software: triggers for re-validation,
documentation required for modifications (e.g. a “Model Change Request” form), approval workflow. |

| Vendor/Supplier Qualification Report | If third-party Al tools are used, document the supplier audit: evaluation of their
QMS, cybersecurity, validation processes, and any contractual agreements. |

| Training Records | Evidence staff have been trained on the Al system: training materials, attendance logs, sign-offs.
Required under Part 11 for system users and administrators. |

| Release Notes / Version History | For each model/software release, record what changed (new features, bug fixes,
data updates), date, author. This is part of the traceability into Part 11 records. |

| 21 CFR Part 11 Audit Checklists | A checklist to verify each Part 11 control: e.g. “Are unique logins (Part 11.10)
enforced?”, “Is audit trail reviewed periodically?”, etc., specifically tailored to the Al context. |

Table 1: Key validation documents and their roles in a generative Al Part 11 framework.

(Each organization’s template kit would flesh these out with company-specific details. For example, the URS would
explicitly state the Al's intended GxP function, citing relevant regulations or internal policies.)

Part 11 Requirements vs Al Considerations. For quick reference, Table 2 below maps core Part 11 requirements to
specific Al considerations in GxP systems:

21 CFR 11 Requirement Generative Al Considerations in GxP

Al models must be validated for their intended tasks. Develop and execute a validation protocol that tests the model’s ability
System Validation (11.10a): System is validated for accuracy, reliability, to produce correct outputs under defined conditions. Employ a risk-based (CSA) approach, focusing most tests on functions

33 . .
consistent intended performance ([25] fdainspections.com, ([‘“] that impact patient safety or product quality ([5] fdainspections.comy ([16]

www.pharmaceuticalonline.com,. www.pharmaceuticalonline.com). evidence should demonstrate the model works reliably within its

domain.

Audit Trails (11.10e): Use secure, time-stamped audit trails to record operator = L0g all Al interactions. Every prompt/input and model output should be recorded in an audit trail with timestamp, user ID
[34] (Attributable), and model version. For example, store full prompt text (Legible) and Al-generated output, with audit entries of

entries, actions that create/modify/delete records ( [19] [21]

when and by whom the output was reviewed/signed ( WwWw.ey.comy (

Ensure logs are tamper-evident (immutable storage or digital signatures).

fdainspections.com).
fdainspections.com,.

Controlled Al access. Require users to log in to the Al platform with unique credentials. Restrict usage rights by role (e.g.
only quality personnel can approve outputs). Use two-factor authentication for users who execute or approve Al critical
functions. This control covers both the Al tool and any underlying cloud environment.

Operator Access (11.10b): Limit system access to authorized individuals;
employ bi-directional (at least two-factor) authentication if needed.

Human-in-the-loop signatures. The Al does not self-sign. Instead, the workflow must have a qualified person review each Al
Electronic Signatures (11.50-11.70): Signatures must be unique, linked, and . . M 21
) ) 9 ( ) ) ) 9 q output and then apply their Part 11 compliant e-signature (with full metadata) to finalize the record ([ ]
include printed name, date/time, meaning of signature.

fdain spections .COIM). The electronic signature is thus the human’s binding approval of the Al-influenced decision.

Data governance. Enforce ALCOA+ on Al-related records. As Validfor recommends, treat training datasets, prompts, and

. . . 12
Data Integrity (ALCOA+): All electronic records must remain accurate and outputs as regulated records (l 1 validfor.com). For example, maintain a checksum for the training dataset
complete. (Original/Accurate), keep prompts/output logs (Consistent/Complete), and index them so they are retrievable

(Enduring/Available). Ensure output content is verified (Accurate) and any edits to it are also logged (Complete).

Workflow SOPs. Document the exact Al workflow in SOPs. E.g., “First, submit prompt; second, review Al draft; third, approve
or revise; fourth, sign off.” The system should prevent skipping steps (e.g. do not allow publishing an Al report without sign-
off). Automated checks (e.g. software flags for missing signature) can enforce order.

Operational Checks (11.10d): Enforce sequence of steps and correct
sequencing of tasks.

Model version control. Similar to software, treat each model and dataset as a configuration item. Use version control systems

Underlying System Control (11.10(c,f)): Ensure system generating records 3 .
for code and data. Ensure any software or Al changes undergo change control. Validate the compute environment

is validated and does not compromise records. o
(hardware/software) as part of system validation.

Table 2: Mapping of FDA 21 CFR Part 11 controls to generative Al implementation considerations. Citations in Column 2
indicate guidance or examples from recent sources.
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By systematically addressing each Part 11 control in light of Al's specifics, organizations can demonstrate that Al-enabled
processes are just as controlled as traditional computerized systems.

Case Studies and Examples

1. Automating Compliance Audits (HCLTech & Pharma Co.). An illustrative case involves a North American
pharmaceutical company that replaced its rule-based document auditing system with a generative Al solution. Using
Azure OpenAl and natural language processing, the new system “predicts gaps in document quality with over 95%
accuracy” and cut manual auditing effort by 65% (m www.hcltech.com). It works by parsing PDF documents and business
rules: the Al highlights missing or incorrect compliance elements (e.g. an unresolved CAPA finding). In practice, this
allowed auditors to focus on exceptional cases rather than routine checks. This example highlights speed and accuracy
benefits of Al, but also implies rigorous testing was done: the reported 95% accuracy suggests extensive validation of the
Al's outputs before deployment (I www.hcltech.com). One can infer that audit trails were maintained (user queries and Al
responses were logged) and final audit reports were signed off by quality personnel, aligning with Part 11.

2. Regulatory Document Assembly (Freya Fusion, formerly Freyr Digital). A regulatory technology vendor describes
using generative Al for assembling submission documents (eCTDs). For instance, Al “dynamically matches and stitches
content components (e.g., stability data, manufacturing text) into templates,” while also validating metadata fields
(ensuring, e.g., country codes and version history comply) (°°! www.freyafusion.com). In one illustration, coupling their
content generation module with an automated compliance checker reduced assembly work by 60% (*°!
www.freyafusion.com). Although not a “validation” case study per se, this underscores how Al is used in regulated pharma
processes — and by implication, that controls are in place (e.g. metadata validation implies audit checking, content reuse
suggests template libraries). Tools like these typically output a document draft which is then reviewed by human
regulatory affairs specialists before submission, meaning Part 11 controls (electronic signatures, version archives) enter

at the final approval stage.

3. Al for Clinical Safety (Artificial Insight). In pharmacovigilance, some companies have deployed Al chatbots to triage
reported adverse events. For instance, an Al might read narrative case reports and extract coded terms. While specifics
are often proprietary, published best practices emphasize the need for extremely low error rates and human review.
McKinsey warns that a hallucinated drug interaction suggested by Al could be dangerous if unchecked (1!
www.mckinsey.com) — hence, in practice, outputs are funneled to medical staff who annotate or correct them, and the Al's
inference logs are kept. This scenario exemplifies the “high patient risk” category in Korrapati's framework: validation
here would include clinical testing of the Al's extraction accuracy and logs for each patient case. Unfortunately, no open-
source numeric data exists on outcomes, but expert commentary (e.g. McKinsey, EY) underscores that for safety-related

use cases, robust validation and oversight are mandatory (I vwww.mckinsey.com) (““) www.pharmaceuticalonline.com).

4. Internal Quality Chatbots. Some quality departments have experimented with internal “ChatGPT for QMS”. For
example, pharmaceutical quality heads have reported using GPT-40 or Claude to draft CAPA reports or answer common
quality questions (under controlled conditions). Although no formal case study was published, blogs note that such uses
require explicit prohibitions against using Al for final sign-offs — instead, Al is a co-pilot. A hypothetical vignette: if an Al
suggests corrective actions, the quality engineer must verify each suggestion against SOP and sign the final CAPA plan.
This aligns with the “human-in-the-loop” principle (“*! idainspections.com) and likely includes logging (they may capture
the chatbot dialogue for review).

In all these cases, two themes emerge: (1) Al can significantly amplify efficiency in GxP tasks, and often delivers
quantifiable benefits (time saved, error reduction) (I° www.hcltech.com) (¥ www.mastercontrol.com); (2) every solution
involves strong human oversight, thorough testing, and strict documentation — even if those details aren’t publicly
published. When seeking Al's advantages, practitioners uniformly stress validated integration, not “black box” surprises.
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Discussion: Implications and Future Directions

Regulatory Evolution and Future Trends

Regulators recognize Al's promise and are now moving from high-level principles to concrete, enforceable requirements.
In July 2025, the European Commission published a draft Annex 22 (“Artificial Intelligence”) to the EU GMP Guide,
alongside a revised Annex 11 and Chapter 4, with a public consultation period running through October 2025
(health.ec.europa.eu). Annex 22 was drafted by EMA's GMDP Inspectors’ Working Group in cooperation with PICIS, with
the FDA and MHRA participating as observers — ensuring broad global alignment. Critically, the draft explicitly states that
generative Al, LLMs, and continuously learning (“dynamic”) models are not permitted for critical GMP uses; only
static, deterministic models may be deployed in GMP-critical processes (°°/ www.gxp-cc.com). Final publication is
expected in late 2026, with enforcement beginning in 2027-2028.

The EU Al Act is now fully in force, with prohibited practices effective since February 2, 2025, general-purpose Al
obligations (including LLMs) since August 2, 2025, and full high-risk requirements applying from August 2, 2026 ([59]
usdm.com). Pharmaceutical Al used in diagnostics, patient monitoring, and clinical decision support is classified as “high-
risk” under Annex lll, carrying stringent traceability, human oversight, and conformity assessment obligations. Non-

compliance can result in fines of up to €35 million or 7% of global turnover.

On January 14, 2026, the FDA and EMA jointly released the "Guiding Principles of Good Al Practice in Drug
Development” — 10 high-level principles covering Al use across all phases from early research through manufacturing
and post-market safety monitoring (www.ema.europa.eu). While not prescriptive requirements, these principles
emphasize ethical and human-centric values, risk-based approaches, robust data governance, multidisciplinary expertise,
and lifecycle management — and signal the direction of future binding guidance from both regulators.

In the US, the FDA finalized its Computer Software Assurance (CSA) guidance in September 2025 (updated February
2026), formally replacing the traditional CSV approach for production and quality system software (°°) www.nsf.org). This
enables Al validation: CSA centers on critical features and continuous verification, exactly suited to machine learning
models whose outputs vary. Companies should therefore adopt CSA guidelines as they build Al validation plans. The
FDainspections guide explicitly notes that CSA's risk-based testing is “ideal for Al” (°! fdainspections.com). In practice, this

means fewer redundant checks and more smart monitoring — an appealing proposition for agilists.

In July 2025, ISPE published the GAMP® Guide: Artificial Intelligence — a comprehensive 290-page framework for
validating Al- and ML-enabled computerized systems in GxP-regulated environments (°*! ispe.org). Building on GAMP 5
Second Edition (2023), this guide addresses quality risk management specific to Al, explainable Al, dynamic systems,
cybersecurity (including adversarial attacks on data and models), and Al as medical devices. It emphasizes that all Al-
relevant data — raw inputs, training datasets, model parameters, prompts, and outputs — are subject to ALCOA+ controls.

Another key trend is leveraging Al for quality itself — using Al to validate or test other Al systems. Both ValGenesis and EY
describe tools that automatically generate thousands of test prompts and use evaluation models to screen Al outputs ("
www.ey.com). ValGenesis launched its Smart GxP™ platform in June 2025, the first Al-enabled digital validation platform
to unify development, commissioning, qualification, and continued process verification — reportedly accelerating
document generation by up to 80% and shortening review cycles from weeks to hours (m
validating Al” approach can dramatically lower the manual testing burden. However, it too must be validated: the

www.valgenesis.com). This “Al

secondary Al must itself be performance-proven. This meta-level is an active research area, with multiple firms now
offering Saa$S solutions to stress-test LLMs with domain-specific scenarios.

On the data-integrity front, the blending of Al and regulatory compliance has prompted updated GxP guidance. The U.K.
MHRA and PIC/S have highlighted ALCOA+ in the Al context, and industry leaders (like QAD and Auria Compliance)

have published whitepapers on data integrity in the Al age (°° validfor.com) (**) www.qad.com). PIC/S has been revising its
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GMP Guide (PE 009 series) in coordination with EU Annex 22, with updated Chapter 4 (Documentation) now centering
risk-management principles within data governance systems (1! picscheme.org). The FDA itself has begun deploying Al
internally: in June 2025, the agency launched “Elsa” (Electronic Language System Assistant), a generative Al tool
initially built on Anthropic’s Claude to help staff summarize adverse events, perform label comparisons, and identify high-
priority inspection targets — though the tool has since transitioned to Google’s Gemini models following government policy

changes (1! www. definitivehc.com).

Innovation vs Oversight. A final critical point is balancing innovation with control. McKinsey emphasizes that generative
Al risks vary by domain; what's tolerable in a research brainstorming is intolerable in safety-critical care (!
www.mckinsey.com). Therefore, a governance process must vet each use case. As one expert said, “if an Al system
shapes a regulated decision, the underlying data, prompts, and outputs enter scope” (1°°! validfor.com). In practice, this
should be codified in SOPs or decision trees: e.g. any new Al application proposal should run through a compliance
committee that checks: Is patient safety involved? What data does it use? How will it be validated? This prevents
“shadow Al” where a team casually adopts ChatGPT for a regulated report without proper oversight.

Ongoing Challenges and Research

Several areas will need continued attention:

« Explainability: Current LLMs are hard to interpret. Research into explainable Al (XAl) is advancing, and FDA SaMD guidance even

suggests including “explainability modules” where possible (LGgJ WWW.gxp-cc.com). In the future, one might require LLMs to produce not
just answers but “rationale” logs — something to watch for.

« Validation Standards: The landscape is maturing rapidly. ISPE’s July 2025 GAMP Al Guide now provides a 290-page framework, and
the EU’s Annex 22 draft defines concrete requirements for Al in GMP. The FDA-EMA joint guiding principles (January 2026) further
harmonize expectations globally. Organizations should align their validation strategies with these emerging standards and track ongoing
IEEE/ISO initiatives on Al governance. Sharing best practices through ISPE, PDA, and other industry forums will continue to refine a de
facto standard.

« Supply Chain Integrity: As Al models become critical, ensuring the underlying code/data supply chain is secure will be vital.
Vulnerabilities (e.g. poisoned data inputs) could stealthily corrupt models. We should anticipate Part 11-like scrutiny of vendor pipelines.

« Ethics and Bias: Regulatory compliance extends to ensuring fair treatment of patients. If generative Al is used for patient-facing content
or clinical algorithms, biases in training data become a regulatory issue. With the EU Al Act now in force and high-risk Al obligations
applying from August 2026, pharma firms deploying Al in diagnostics or clinical decision support must conduct formal bias audits and
conformity assessments of their models.

« Skill Gaps: Finally, successful implementation depends on skilled personnel. QAD notes that teams must upskill in data science and
analytics ([70] www.gad.com). Compliance professionals need to understand Al enough to review technical documents. This suggests
training programs on GxP and Al are becoming as essential as traditional GCP/GMP training.

Conclusion

Generative Al offers life sciences companies powerful new tools for efficiency and innovation, but only by embedding
them in a rigorously validated, GxP-compliant framework can the industry harness those tools without jeopardizing
patient safety or data integrity. A one-size-fits-all validation approach no longer suffices; instead, a tailored, risk-based
strategy — combining traditional validation principles with modern Al-specific practices — is required.

This report has outlined such a strategy. In summary: organizations must prepare by defining Al's context and
documenting thorough data controls; validate by extensive testing of Al functionality under risk-based priorities; monitor
by logging every Al-driven event and continuously checking performance; and govern by enforcing change control,
supplier qualification, and human accountability at every step. All training data, prompts, and outputs become part of the
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regulated record, and each must be governed by ALCOA+ and Part 11 controls (**! validfor.com) (*°!

www.pharmaceuticalonline.com).

Regulatory agencies are now moving decisively. The FDA'’s finalized CSA guidance (September 2025), ISPE’'s GAMP Al

Guide (July 2025), the EU’s draft Annex 22, and the FDA-EMA joint guiding principles (January 2026) collectively provide
a robust toolkit for validating Al credibly. Companies that adapt will find generative Al to be a powerful ally — streamlining

compliance and freeing experts for higher-level tasks () www.mastercontrol.com) (°) vwww.hcltech.com). Those that neglect
validation risk citations and data integrity failures.

Looking ahead, Al is rapidly becoming as routine as any other validated computer system in GxP settings. Automated Al-
testing tools (such as ValGenesis Smart GxP), standardized validation frameworks (ISPE GAMP Al Guide, EU Annex 22),
and Al audit trail technologies are already emerging and maturing. But the core principle remains timeless: build
trustworthiness into the system. Maintain meticulous documentation, involve competent humans, and always align

with the regulation’s spirit that electronic records must be as reliable as paper (**' fdainspections.com) (!

fdainspections.com).

By following the framework and templates described here, pharmaceutical and biotech organizations can confidently
incorporate generative Al into their GxP workflows — gaining the benefits of cutting-edge technology while fully satisfying
21 CFR Part 11 and related regulations.

References: This report references official regulations and guidance (21 CFR 11, FDA/EMA guidances), industry white
papers, consulting insights, and case studies (*°' fdainspections.com) (! fdainspections.com) (?) www.mastercontrol.com)
(P www.ey.com) (1 www.heltech.com) (P21 www.pharmaceuticalonline.com). Each claim is supported by citations to the
source literature.
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US market
in custom Al software development and pharma implementations with proven results across public biotech and
pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and ERP
systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al infrastructure
for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion, automated
document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field force
applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and automated
customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom data
visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and implementation
guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights
reserved.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no representations
or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or availability of the information
contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives be liable
for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or damage whatsoever arising
from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated content may
contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of their
respective owners. All company, product, and service names used in this document are for identification purposes only. Use of these
names, logos, trademarks, and brands does not imply endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and biotech
companies. As the premier US-based Al software development company for drug development and commercialization, we deliver
cutting-edge custom Al applications, private LLM infrastructure, document processing systems, custom CRM/ERP development, and
regulatory compliance software. Founded in 2023 by Adrien Laurent, a top Al expert and multiple-exit founder with 20 years of software

development experience and patent holder, based in the San Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your business needs, please consult
with appropriate qualified professionals.

© 2025 IntuitionLabs.ai. All rights reserved.
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