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Executive Summary

Supplier qualification and vendor audit programs are essential components of pharmaceutical quality systems, ensuring
that all third-party materials and services meet stringent Good Manufacturing Practice (GMP) requirements (1!
www.pharmtech.com) (“ www.pharmaceuticalonline.com). Regulatory agencies worldwide (FDA, EMA, PIC/S) explicitly
demand risk-based supplier management: for example, 21 CFR 211.84 permits reliance on a supplier’s Certificate of
Analysis only if the manufacturer periodically validates the supplier’s testing (°! www.law.cornell.edu), and EU GMP
Chapter 5.27 and 5.29 require documented qualification of all starting-material suppliers and mandatory audits of active-
substance manufacturers (1 www.gmp-journal.com).

Designing an effective supplier qualification program involves defining supplier selection criteria, conducting initial
assessments (questionnaires, sample testing, documentation reviews) and on-site audits for high-risk vendors, then
monitoring performance continuously (e.g. via quality agreements, re-evaluations, and KPIs) ("°! www.pharmtech.com) (!
www.pharmtech.com). A risk-tiering approach is central: suppliers are categorized (e.g. high/medium/low or
critical/major/minor) based on their impact on product quality and patient safety (I’ www.pharmaceuticalonline.com) (*!
ispe.org). High-risk suppliers (e.g. APl manufacturers, critical excipient producers) undergo more rigorous controls
(comprehensive audits, rigorous qualification checklists, annual re-qualification) while low-risk suppliers (commodity
items, standard services) may require minimal assessment and rely on vendor certifications. Tools like Failure Mode and
Effects Analysis (FMEA) help assign risk scores and define appropriate controls (°/ www.pharmaceuticalonline.com) (7

www.gmp-journal.com).

Modern supplier quality programs increasingly leverage specialized software and digital platforms. Vendor Risk
Management (VRM) software — for example RSA Archer, MetricStream or ServiceNow — facilitates continuous monitoring
of supplier compliance, issue tracking, and risk scoring (‘**) techjury.net). The VRM market has surged (projected to ~$25
B by 2030 at ~15% CAGR (/*?! techjury.net)), reflecting industry demand for automated third-party oversight. Digital QMS
platforms (e.g. MasterControl, Veeva Vault) and cloud-based audit-management solutions streamline document
collection, audit scheduling, and issue remediation. Data analytics and Al are emerging to predict supplier risk (e.g.
analyzing deviations or supply-chain disruptions).

This report provides a comprehensive review of supplier qualification and vendor audit programs in the pharmaceutical
industry. It covers historical context, regulatory and quality frameworks (FDA, EMA, ICH, PIC/S, ISO), design principles
(e.g. the Q.U.E.S.T. methodology), risk-tiering strategies, audit program structures, performance monitoring, and the role
of software. We include case studies showing real-world risk scenarios (e.g. heparin and valsartan contamination
incidents) and industry practices (e.g. Novartis’s audit volumes). Finally, we discuss future trends (digitalization,
regulatory expectations, supply-chain resilience) and offer guidance for robust supplier qualification systems. All claims
herein are supported by extensive citations from regulatory guidance, industry literature, and expert analyses.

Introduction and Background

In pharmaceuticals, the principle of caveat emptor — “let the buyer beware” — holds legally and ethically. Pharmaceutical
companies are statutorily obligated to ensure that purchased materials and services do not compromise drug quality (”‘
www.pharmtech.com). For example, FDA's Good Manufacturing Practice (GMP) regulations require that each lot of
components (raw materials, excipients, packaging) be tested or examined upon receipt, with reliance on a supplier’s
analysis only if the manufacturer has validated the supplier’s testing (°/ www.law.cornell.edu). International guidelines
confirm this: ICH Q7 (APIs) states that “Materials should be purchased... from a supplier or suppliers approved by the
quality unit(s)” (° www.pharmaceuticalonline.com), and EU GMP Annex 16 explicitly charges the Qualified Person with
ensuring that “supplier quality management systems are in place that ensure only materials of the required quality have
been supplied” (** www.gmp-journal.com).
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Starting raw materials (APIs, excipients, primary packaging) are recognized as critical to product quality (** ispe.org) (¥
www.gmp-journal.com). A failure to properly qualify a supplier can lead to contamination or adulteration — for instance, the
2008 heparin crisis showed that an economically-motivated adulterant slipped through the supply chain, causing severe
adverse events (*°/ www.gao.gov). Similarly, in 2018 a Chinese API plant (Zhejiang Huahai) was found to have introduced
NDMA impurities into valsartan, prompting large-scale recalls and regulatory bans (www.ema.europa.eu). These cases
underline how even minor lapses in supplier control can have dire public-health consequences.

Risk management is central to modern supplier oversight. ICH Q9 (Quality Risk Management) and Q10 (pharmaceutical
quality system) encourage proactive evaluation of risks in materials management (\*°! www.pharmaceuticalonline.com) (7!
qualityauditconsulting.com). With globalized supply chains, regulators and industry emphasize risk-based approaches:
supplier audits, evaluations, and re-qualification activities should be scaled to the supplier’s potential impact on patient
safety ("% www.pharmaceuticalonline.com) () ispe.org).For example, ICH Q10 notes that contract givers must assess the
suitability and competence of contract acceptors (suppliers/subcontractors) for outsourced activities (" vw.gmp-
journal.com), while FDA's draft guidance on Quality Systems (QS cGMP) stresses comprehensive supplier controls
integrated into the firm's QMS (** ispe.org).

Scope of this Report: We examine the design of supplier qualification programs, risk-tiering strategies, and the use of
software/tools in pharma. We draw on regulatory requirements (21 CFR, EU GMP, PIC/S, ICH, ISO), industry practices
(published methodologies, case studies), and market analyses. We treat supplier qualification and vendor audit as facets
of a larger Supplier Quality Management (SQM) lifecycle, from initial selection through ongoing monitoring. Each section
delves into a major aspect: the regulatory backdrop, qualification processes, risk assessment techniques, audit program
organization, performance tracking, and enabling technologies. Case studies and data are included to illustrate practical
implications and performance outcomes. The tone is academic and comprehensive, aiming to provide drug quality
professionals, auditors, and executives with a deep understanding of the topic.

Regulatory and Quality System Framework

International Regulations and GMP Requirements

Pharmaceutical suppliers and audits are governed by multiple regulatory regimes, which together insist on rigorous
supplier control:

* US Regulations: 21 CFR 211.84 (Testing of components) allows accepting supplier certificates in lieu of in-house testing only if the
manufacturer “establishes the reliability of the supplier’s analyses through appropriate validation... at appropriate intervals” ([3]
www.law.cornell.edu). 21 CFR 820.50 (medical devices) similarly requires documented supplier evaluation and control based on their
ability to meet quality requirements ([21] www.pharmaceuticalonline.com). More broadly, FDA guidances (e.g. Q7A for APIs, QS-GMP
approach) emphasize that materials must come from approved, qualified sources ([2] www.pharmaceuticalonline.com) ([22]
www.fda.gov).

« European GMP: EU GMP Chapter 1, 7.4 and Annex 16 mandate written contracts (quality agreements) with suppliers outlining
responsibilities (1*°/ www.gmp-journal.com). Chapter 5.27 explicitly requires documenting “the selection, qualification, approval and

maintenance of suppliers of starting materials” as part of the QMS (W www.gmp-journal.com); 5.29 requires audits of active-substance
manufacturers and risk assessments for excipients. GMP Annex 16 (QP responsibilities) assigns the Qualified Person to ensure supplier

quality systems are in place ([131 www.gmp-journal.com). EU directives also require API manufacturers to verify GMP compliance of

their suppliers (e.g. Directive 2001/83 Art.46) ([2"” www.gmp-journal.com).
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* Quality System Standards: ISO 9001:2015 requires organizations to “evaluate and select... suppliers... based on their ability to meet

requirements” (clause 8.4.2). ISO 13485 (medical devices) requires evaluation of suppliers based on risk to device quality ([25]
www.pharmaceuticalonline.com). ICH Q10 (Pharmaceutical Quality System) explicitly covers outsourced activities: the contract giver

(buyer) must assess the suitability of contract acceptors (suppliers) to perform work according to QMS expectations (ngJ www.gmp-
journal.com).

+ Guidance Documents: PIC/S (and FDA Q7A for APIs) codify supplier controls. For example, PIC/S PE-009-14 (2018) states that
manufacturers of intermediates and APIs must have systems to evaluate suppliers of critical materials (5.11), and materials should be
bought from “suppliers approved by the quality unit(s)” (*/ www. pharmaceuticalonline.com). PIC/S further says supplier approval

([26

should include evaluation of “past quality history” to ensure consistent supply I www.pharmaceuticalonline.com). ICH Q9 (Quality

Risk Management) provides high-level tools; its training materials highlight risk elements applicable to suppliers (e.g. severity of outcome,

likelihood of failure in supply chain) ([91 www.pharmaceuticalonline.com) ([27] www.pharmaceuticalonline.com).
Key Points: Regulators consistently require that:

1. Suppliers of critical materials be assessed and approved by Quality.\

2. Qualification activities (audits, questionnaire, testing) be commensurate with risk. (" www.pharmaceuticalonline.com)
([8] ispe.org)\
3. Quality agreements or contracts define responsibilities (QC testing, notification of changes).\

28]

4. The manufacturer retains ultimate responsibility for supplier oversight and patient safety (**/ vwww.gmp-journal.com)

(9 www.novartis.com).

Supply Chain and Risk in Pharma

Pharmaceutical supply chains involve many players (API producers, excipient makers, manufacturers of packaging,
laboratories, logistics providers, etc.) (°° link.springer.com). A systematic review found that out of 50 identified
pharmaceutical supply chain risks, nearly half (20 risks) related to supplier/supply issues (**! link springer.com). Common
supplier-related risks include material contamination, inconsistent APIs, counterfeit ingredients, and disruption of supply
sources (° link.springer.com). Fourteen risks related to internal organization, but the supplier facet was the leading
category — underscoring why qualification is vital. Poorly controlled suppliers can lead to quality deviations, recalls, and
product shortages, directly impacting patient health and commercial outcomes.

Pharma supply chains have grown globally complex and just-in-time, making traditional point-in-time assurances
obsolete. Recent events (N-nitrosamine contaminants in APIs, shortages, geopolitics) have further motivated proactive
supplier risk management. Industry resources emphasize supplier qualification as a risk assessment tool. For
example, Rivera (ISPE) observes that supplier qualification produces “an acceptable level of assurance” for consistent
quality (°?'ispe.org) and must balance audit expense with risk: “it makes good sense to evaluate suppliers at a frequency
and level... appropriate to their impact on the final drug product” (°°! ispe.org).

In practice, this means mapping the supply chain: identifying which suppliers provide inputs that directly affect product
quality (primary materials, critical services) versus those providing ancillary products. The FDA's Quality Systems
approach and EU guidance encourage periodic auditing of all GMP-critical suppliers (manufacturers and distributors of
APIs) () vn.gmp-journal.com), while lower-tier, low-impact suppliers may be managed with simpler controls
(questionnaires, certificates). In sum, regulatory and quality frameworks converge on a risk-based tiered approach to
supplier management, integrated into the firm's QMS.

Supplier Qualification Program Design

A robust supplier qualification program is designed as a subsystem of the overall Quality Management System (QMS)
(T www.pharmtech.com) (P www.gmp-journal.com). It ensures systematic selection, evaluation, and continuous oversight
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of vendors. Best practice frameworks generally include multiple phases:

1. Supplier Selection and Pre-Assessment (Questionnaire/Document Review): The company defines user requirements for the vendor
(specifications, quality standards, regulatory needs) and invites potential suppliers to demonstrate they meet them (BSW
www.pharmtech.com) ([36] www.pharmtech.com). Vendors are asked for company information, certifications (e.g. GMP certificates,
ISO, DMF/CEP for APIs), regulatory history, and product samples or data (e.g. COAs for given lots). Often at least three suppliers are pre-

qualified on paper to allow competitive comparison ([37] www.pharmtech.com). This “paper audit” can filter out unqualified vendors
before more costly steps.

2. Evaluation (Scoring and Ranking): Suppliers from the shortlist are evaluated against the requirements. A structured evaluation matrix
or scorecard is used ([38] www.pharmtech.com). For example, different vendors may be scored on criteria such as technical capability,

quality systems, regulatory compliance, and cost (139J www.pharmtech.com). The candidate with the best overall rating (not necessarily
lowest cost) is chosen for qualification. The spreadsheet or table used for evaluation should be documented and justified. (Table | in [2]
illustrates a simplified API vendor scoring example, though details vary by company.)

3. Supplier Audit (On-site or Off-site): Once a candidate is chosen, an audit is performed to verify claims. Risk tiering determines audit
intensity. For critical suppliers (those providing direct quality-affecting materials/services), a full on-site GMP audit is generally

conducted (MOJ www.pharmtech.com) ([41J www.pharmtech.com). This audit uses a detailed checklist (covering facility, equipment,
documentation, processes, QA systems) and clear pass/fail criteria. For noncritical suppliers (e.g. commodity providers, service

vendors), a less intensive off-site audit (document review and interviews) or desktop audit may suffice (142J www.pharmtech.com). Audit
findings are scored against predetermined thresholds: a passing audit results in supplier approval, while failures trigger corrective action

or selection of an alternate supplier (143] www.pharmtech.com). Throughout, evidence is obtained (e.g. photos, test records) to support
audit reports.

4. Qualification and Onboarding: If the audit is successful, the supplier is formally qualified and added to the Approved Supplier List (ASL)
or Vendor Master File. Qualification should be documented in a Supplier Quality Agreement (a subtype of Quality Agreement) that spells
out each party’s responsibilities (e.g. providing test results, notifying changes, maintaining batch records). Regulatory guidance (EU
2001/83, FDA) expects these agreements for any outsourced manufacturing/manufacturing-critical supplier. Physical acceptance criteria
(retesting strategy, sampling plans) are specified; for instance, after a supplier is qualified, the manufacturer may reduce incoming testing

(per Q7A) but must retain bulk re-testing for at least the first 3 lots ([44] www.fda.gov) or until the supplier's COAs are validated.

5. Ongoing Monitoring (Track & Re-qualification): Once on-board, suppliers are continually monitored. This “Track” phase involves

collecting performance data (e.g. on-time delivery, quality rejects, stability of COAs) (L6J www.pharmtech.com). Every supplier has a re-
qualification schedule (e.g. every 1-3 years for high-risk; longer for low-risk). The re-qualification essentially repeats the audit (full or
partial) to confirm continued compliance. Any deficiencies (e.g. new deviations, FDA 483s, recalls, corporate mergers) trigger
reassessment. The Q.U.E.S.T. model emphasizes treating vendor qualification as continuous: a qualified supplier must continue to meet
commitments, otherwise corrective actions are required or the vendor is removed ([45] www.pharmtech.com). All qualification and
performance records are maintained in the vendor file or electronic QMS for inspection readiness.

The Q.U.E.S.T. Methodology

A well-known practical framework is the Q.U.E.S.T. approach described by Pharmaceutical Technology (\°!

www.pharmtech.com):
. Q - Question: Define what is needed from the supplier (specs, volumes, regulatory status, budget) (*°/
www.pharmtech.com).

» U - Understand: Gather capabilities from interested vendors (company data, relevant certifications, product
samples, COAs) (") www.pharmtech.com).

. E - Evaluate: Compare vendors via scoring against the criteria to select the best candidate (°°! www.pharmtech.com).

.+ S - Site Audit: Conduct on-site or off-site audits based on supplier criticality (“°’ www.pharmtech.com) (“*

www.pharmtech.com).

« T - Track: Monitor performance and periodically re-qualify ((°/ vwww.pharmiech.com).
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This methodology reinforces that qualification is not just a one-time audit but a quality system involving multiple functions
(procurement, QA, R&D) (°“) www.pharmtech.com). Notably, the Q.U.E.S.T. model advises obtaining at least three supplier
proposals to ensure competitive choice (") www.pharmtech.com) and stresses clear documentation and pass/fail criteria
for each phase.

Qualification of Different Supplier Types

Suppliers in pharma can be categorized in various ways — by product (API, excipient, packaging, equipment), by type
(manufacturer vs distributor vs testing lab), or by criticality (impact on quality):

« Critical Suppliers — those providing materials/services that directly determine product quality or safety. Examples:
APIs, key excipients, sterile fill-finish services, primary packaging (e.g. vials, stoppers).
Qualification actions: intensive (often on-site) GMP audit, proof of valid drug master file/dossier, Certificates of Suitability, testing of initial

lots, quality agreements, high-frequency re-audits ([AO] www.pharmtech.com) ([44] www.fda.gov).

* Major/High-Risk Suppliers — significant but indirect impact. Examples:
Certain equipment manufacturers (e.g. autoclaves), calibration service providers, secondary packaging materials (cartons, labels),
compendial grade utilities (water systems parts).
Qualifications: moderate audit (on-site or comprehensive off-site), ensure compliance certifications (ISO 9001, etc.), sample testing as
needed, periodic audits/reviews.

« Minor/Low-Risk Suppliers — little direct impact on drug safety/efficacy. Examples:
Office supplies, commaodity kits, non-GMP services.
Qualifications: minimal (review of supplier’s general quality credentials, possibly only rely on COAs or third-party certifications), typically
no on-site audit.
Note: Even among low-risk, supplier control is managed per ISO/GMP: e.g., repackagers or distribution must be licensed.

Precisely defining which vendors fall in each class is company-specific, but must be documented (*°!
www.pharmtech.com). For example, Pico et al.* have suggested listing examples of “critical” versus “noncritical” vendors in
internal procedures to avoid ambiguity (“¢/ www.pharmtech.com). Table 1 below summarizes a typical risk-tier scheme and
associated qualification actions (adapted from industry guidance ("' www.pharmaceuticalonline.com) (*ispe.org)).

Table 1: Example Supplier Risk Classification and Qualification Measures

Risk Tier Typical Suppliers Qualification Requirements

« Documented GMP certificate / DMF/CEP; thorough vendor audit (on-site GMP

40] www.pharmtech.com).

High Custom APIs, critical excipients, sterile fill-finish, key equipment, GMP labs, biotech reagents (mAbs, * Multi-lot sample testing (e.g. test first 2-3 lots in-house before full reliance)

- . ! : [44]

(Critical)  enzymes) () vvvvvv.pharmaceutlcalonllne.com)([8‘ ispe.org) ¢ www.fda.gov.
« Formal quality agreement (specs, change notifications).
« Frequent re-audit (e.g. annually) and continuous monitoring of COAs, delivery,
quality metrics.

audit with pass/fail checklist) (

* Some quality certification (ISO, GMP-neutral, etc.); initial qualification via
Contract labs, calibration services, packaging (cartons, labels), utilities (water treatment parts), certain questionnaire and desk audit; possible partial on-site audit for key aspects.
« Certificate of Analysis review plus risk-based sample testing.
« Documented supplier agreement with specifications.
« Periodic re-evaluation (e.g. every 2—-3 years or upon any quality issue).

Medium
(Major) excipients ([7] www.pharmaceuticalonline.com,

« Basic vetting (review of supplier reputation, general certifications).
« Accept supplier COAs/attestations; in-house testing may be limited or omitted if

Low
Generic consumables (office, cleaning products), low-impact commodities, general services low risk.

(Minor) . e
« Simple qualification (short checklist, approved purchase agreement).

« Requalification only if issues arise (e.g. adverse quality trend).

Sources: Durivage (2017) for risk definitions (1! www.pharmaceuticalonline.com); Rivera (2022) on material criticality (!
ispe.org); FDA/Q7A on sampling vs supplier qualifications (““) www.fda.gov).

This table reflects a risk-based control escalation: as risk rises, so does the rigor and frequency of qualification.
Consistent with ICH Q9, the “level of effort” for supplier controls is commensurate with risk (I°)

www.pharmaceuticalonline.com) (Il ispe.org).
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Risk Tiering and Supplier Risk Assessment

Risk tiering is the practice of quantifying the risk each supplier poses to product quality and compliance, then allocating
resources accordingly. The objective is to detect and mitigate supplier-related hazards before they affect drug quality.

Risk Assessment Tools and Criteria

Common risk assessment tools are FMEA (Failure Mode and Effects Analysis) and HACCP (Hazard Analysis and Critical
Control Points) (““! www.gmp-journal.com). For FMEA, companies identify potential failure modes in supplied materials
(e.g., contamination, identity swap) and rank them by severity, occurrence, and detectability. Durivage suggests using
FMEA to compute a Risk Priority Number (RPN) for each commodity or supplier family (i www.pharmaceuticalonline.com).
Higher RPN indicates a need for stricter controls. Figure 1 in [8] (not shown here) illustrates a sample FMEA process for
supplier risk.

Key factors in assessing supplier risk often include:

« Material Criticality: Does the supplier’s product directly affect safety or efficacy? (APIs vs janitorial supplies) ("

www.pharmaceuticalonline.com) (Il ispe.org).

« Source Complexity: Is the commodity proprietary or single-source? (Ease of re-sourcing) ("

www.pharmaceuticalonline.com).
« Supplier Quality History: Past quality issues, FDA 483s or recalls linked to this supplier.
« Business Impact: Volume of product relying on this supplier; consequences of supply interruption.

« Regulatory Exposure: Does the material/part have special regulatory status (e.g. avian flu concerns with certain
egg-derived materials)?

« Company Reliance: Is the supplier a contract manufacturer for critical processes?

» Testability: Can final or intermediate product tests detect a bad lot? High risk if a defect would not be detected with
existing controls.

A scoring matrix might assign points for each criterion. For instance, a supplier supplying a sole-sourced AP| might score
‘High’ on material criticality, business impact, and source difficulty, thus overall “High Risk.” In contrast, a vendor of office
stationery might score “Low” in all categories.

Once suppliers are scored, the aggregate risk tier (e.g. High/Med/Low) is used to dictate controls. ICH Q9 emphasizes
that risk evaluation should link to patient protection, and that effort should be scaled to risk (°* ispe.org). In practice,
organizations often set thresholds: e.g. any supplier scoring above X requires an on-site audit; those below can be
qualified via questionnaire. Table 1 (above) exemplifies this approach.

As Durivage notes, risk must drive audit frequency and extent (**/ www.pharmaceuticalonline.com). Consequently, high-
risk suppliers might be audited annually (possibly by external firms), whereas low-risk ones might never be audited or
only at lengthy intervals (°?) www.pharmaceuticalonline.com) (““) www.gmp-journal.com). Quality systems may employ a
“supplier status code” (e.g. Approved, Probationary, Certified, Desourced) to reflect performance, as discussed in
[8TL244-L253]. Approved suppliers meeting expectations have standard controls, while those on Probation (new or
problem suppliers) are given tighter oversight (e.g. 100% incoming inspection) until they can move to Certified status.

Regulatory Examples of Risk-Based Requirements

« FDA Guidance (21 CFR Intent): Under 211.84(d)(2), using supplier test results in lieu of manufacturer testing
requires validating those results at intervals, implying risk-aware periodic checks (! www.law.cornell.edu). If a supplier

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights Page 7 of
reserved. 17


https://www.gmp-journal.com/current-articles/details/supplier-qualification-and-outsourcing.html#:~:text=All%20information%20should%20be%20included,which%20can%20be%20used%20here
https://www.pharmaceuticalonline.com/doc/using-risk-based-thinking-to-manage-suppliers-0001#:~:text=and%20controls%20used%20to%20manage,the%20supplier
https://www.pharmaceuticalonline.com/doc/using-risk-based-thinking-to-manage-suppliers-0001#:~:text=,products%20or%20standard%20catalog%20materials
https://www.pharmaceuticalonline.com/doc/using-risk-based-thinking-to-manage-suppliers-0001#:~:text=,products%20or%20standard%20catalog%20materials
https://ispe.org/pharmaceutical-engineering/march-april-2022/supplier-qualification-program-key-raw-materials#:~:text=The%20supplier%20auditing%20program%20should,impact%20on%20the%20medicinal%20product
https://www.pharmaceuticalonline.com/doc/using-risk-based-thinking-to-manage-suppliers-0001#:~:text=The%20organization%20should%20also%20consider,validation%2C%20first%20article%20layouts%2C%20etc
https://www.pharmaceuticalonline.com/doc/using-risk-based-thinking-to-manage-suppliers-0001#:~:text=The%20organization%20should%20also%20consider,validation%2C%20first%20article%20layouts%2C%20etc
https://ispe.org/pharmaceutical-engineering/march-april-2022/supplier-qualification-program-key-raw-materials#:~:text=process,the%20same%20raw%20material%20type
https://www.pharmaceuticalonline.com/doc/using-risk-based-thinking-to-manage-suppliers-0001#:~:text=Risk,used%20to%20manage%20the%20supplier
https://www.pharmaceuticalonline.com/doc/using-risk-based-thinking-to-manage-suppliers-0001#:~:text=The%20supplier%20risk%20level%20can,supplier%20risk%20rating%20and%20status
https://www.gmp-journal.com/current-articles/details/supplier-qualification-and-outsourcing.html#:~:text=All%20information%20should%20be%20included,which%20can%20be%20used%20here
https://www.law.cornell.edu/cfr/text/21/211.84#:~:text=,test%20results%20at%20appropriate%20intervals
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=pharma-supplier-qualification-risk-tiering-audits.pdf
https://intuitionlabs.ai/articles/pharma-supplier-qualification-vendor-audits?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=pharma-supplier-qualification-risk-tiering-audits.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=pharma-supplier-qualification-risk-tiering-audits.pdf

[P owitiontabs  intuitionLabs - Al Software for Pharma & Biotech Pharma Supplier Qualification: Risk Tiering & Audits

cannot demonstrate consistent quality, the firm must do more sampling or tests.

« ICH Q9: States that the formality and documentation of a quality risk management process should be commensurate
with risk (°%) ispe.org). Applying Q9, one might document a full multi-attribute risk assessment (with cross-functional
reviews) for a complex critical raw material, while a low-impact item might be addressed by a simpler checklist
assessment.

« PICIS Draft Guidance on Inspections: While aimed at regulators, the PIC/S “GMP inspections risk-based
approach” suggests a model that companies could emulate: prioritizing high-risk sites/products for inspection/audit
resources ([541 www.gmp-journal.com).

Risk-Based Supplier Controls

Based on tiering, specific controls are applied. Durivage provides examples of controls by tier (°°!

www.pharmaceuticalonline.com):

« High-Risk Suppliers: Require thorough screening (certifications, quality histories), supplier audits, quality
agreements, advanced validation planning (e.g. APQP/PPAP used in pharma processes), and strict incoming
inspection (per CFR).

« Medium-Risk Suppliers: May warrant periodic audits, questionnaire reviews, spot-testing of incoming lots, and
moderate QC checks.

« Low-Risk Suppliers: Often only require supplier registration, contract terms, and minimal incoming verification (e.g.

cursory COA check).

Crucially, incoming inspection plans (acceptance sampling) are adjusted by supplier risk (°*!
www.pharmaceuticalonline.com). Table 4 in [8] (not shown) provides AQL levels by supplier risk, underscoring more
stringent sampling for uncertified or high-risk vendors.

An FDA/ICH requirement to “evaluate and select... based on ability to meet quality requirements” (21 CFR 820.50)
inherently means a risk-tiering strategy: one cannot allocate equal control to all suppliers, as that would be inefficient and

non-compliant with FDA's proportionality mandate .

Vendor Audit Programs

Vendor audits — formal evaluations of a supplier’s facility, processes, and quality systems — are central to qualification and
ongoing compliance. Audits can be on-site (GMP facility audit) or off-site (desktop review | questionnaire), chosen
based on risk tier.

Audit Planning and Frequency

Arisk-based audit plan typically considers:

« Supplier Risk Tier: High-risk suppliers get in-person audits; low-risk get only document review or supplied
questionnaires.
» HistoryICAPAs: Suppliers with past quality issues demand quicker follow-up audits.

« Contractual Agreements: Some arrangements (e.g. CMOs) mandate annual audit by regulation.

- Geographical Load: Global suppliers may be audited by regional QA staff or vetted via local regulatory records.
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« Audit Scheduling: Many companies establish an annual supplier audit schedule, re-assessing priorities each year.
For example, Novartis reports conducting “more than 1,000 audits of third-party GxP suppliers (direct and indirect)

per year” as part of its oversight program (°°/ www.novartis.com).

Factors from ICH Q9 that guide audit planning include overall compliance history (e.g. FDA 483s), quality risk
management maturity, site complexity, product complexity, therapeutic risk, and defect history (*°! vwww.gmp-journal.com).
A risk matrix or heat map can be used to set audit recency: e.g. high-uniqueness (sole-source, high-risk) suppliers get

annual audits, moderate use suppliers biennial, others triennial.

Audit Execution

On-site Audits

On-site supplier audits mimic regulatory inspections in purpose and scope. Audit teams (often cross-functional: QA, QA-
eng, GMP auditors) use detailed checklists or continuous improvement tools. Checklists cover:

« Quality Management Systems (document control, change control, CAPA)

« Equipment and facilities (calibration, maintenance)

« Production processes (control of critical steps)

« Material control (storage, handling, security)

« Testing laboratories (GLP, QC)

« Traceability, labeling, and record-keeping

» Regulatory compliance (observe if operations match declared authorizations; e.g. APl manufacturer should hold valid
DMF/CEP)

« Training records, personnel hygiene, supplier management.

Pass/fail criteria should be predefined: nonconformances typically graded as Critical/Major/Minor. A formal audit report is
produced, noting deficiencies and recommendations. Severe findings may disqualify a candidate pending resolution (*!
www.pharmtech.com). The audit report becomes evidence in the supplier file.

Off-site Audits /| Desk Reviews

For lower-risk vendors, or repeat suppliers, audits can be performed remotely:

« Supplier Questionnaires: Structured documents ask the supplier to describe their quality systems, process
controls, and provide documentation (e.g. ISO certificates, batch COAs, standard operating procedures). Completed
questionnaires are reviewed by the company’s QA or vendor management team.

« Desk Audit: QA staff review submitted documents, test certificates, regulatory documents, and may have
teleconferences with supplier management.

« Gap Assessments: Using supplied information, the company checks for overall compliance. Minor issues might be
resolved by requiring additional docs or an improvement plan (without a physical visit).

These methods are less costly but rely on vendor honesty and the supplier’s record. As noted by GMP Journal, audits
are only one piece of qualification — other intelligence (public inspection databases, reference audits) should be
integrated (°) www.gmp-journal.com). For example, reviewing FDA Form 483 databases (e.g. 483Signal or FDA Q-
Review), EDQM certificate status, or published warning letters related to the vendor can surrogate for direct audits.
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Audit Documentation and Issue Management

All audit findings (on-site or off-site) must be documented. Critical and Major findings typically require the supplier to draft
and implement corrective actions, which the auditor reviews and approves. Minor findings are tracked similarly. Some
firms generate an audit score or rating; e.g., 290% pass is needed for approval. A pass rating qualifies the supplier; a fail
triggers re-audit after fixes. Audit outcomes feed into supplier status codes (Approved, Probation, Certified). For
probationary suppliers (new vendors or underperformers), additional controls like 100% inspection or retesting may apply
until full approval ( ).

Pharmaceutical companies often use electronic Audit Management Systems (AMS) within their QMS to schedule audits,
assign audit teams, input findings, and track CAPAs. This enables metrics like audit turnaround time, CAPA closure rates,
and outstanding issues by supplier. Such systems can also automatically flag when an audit is due by date or risk
change.

Supplier Performance Monitoring and
Requalification

Even after qualification, suppliers must be continuously monitored and re-evaluated. The goal is to detect drift or
emerging risk over time.

Key monitoring activities include:

« Supplier Scorecards/KPls: Companies often track metrics such as defect rate (e.g. out-of-spec events), on-time delivery, complaint
rates, and audit findings. These feed into periodic supplier reviews. For instance, a sudden spike in release failures from one supplier
would trigger an immediate investigation.

« Change Notifications: Suppliers should be contractually obliged to notify the buyer of any significant changes to processes, locations,
management, or raw material sources. Receiving formal change notifications allows the manufacturer to re-assess risks and decide if re-
qualification is needed.

« Periodic Re-Audit: High-risk suppliers may be audited every 1-2 years. Low-risk might be re-audited only if triggered (e.g. a major
change or quality event). Some programs use a rolling audit plan based on risk scores and time elapsed.

« Batch Release Testing: Even after reducing routine testing (per Q7A guidance), some firms continue to test a percentage of supply lots

each year. Acceptable quality levels (AQLs) can be stratified by risk ( ). For example, low-risk
suppliers might only have a visual check (per 211.84(d)(3)), while high-risk may have full assay and identity tests on periodic lots.

« Supplier Feedback and Meetings: Regular communication (e.g. quarterly business reviews) can cover performance, upcoming
demands, and strategic issues. This is also an opportunity to reinforce quality expectations.

Requalification is a formal step. It typically involves repeating the audit (or select elements of it) and reviewing
performance data since last qualification. All qualification and requalification outcomes must be documented to create the
supplier information file. These records (audit reports, certificates, correspondence) form key evidence in regulatory
inspections that the procurement process is controlled.

A QMS viewpoint considers supplier management as analogous to internal processes: it requires continuous
improvement cycles. The supplier file is essentially a sub-portion of management review/quality review for external
providers. In GMP Journal's words, “re-qualification is supported by a documented risk assessment” (

), meaning each audit or supplier event is an opportunity to update the risk profile and audit strategy.

Software and Technology Solutions
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Modern supplier qualification relies heavily on digital tools. Generic and specialized software platforms help manage the
complexity of the program:

« Quality Management Systems (QMS): Leading QMS suites (e.g. MasterControl, Veeva Vault QMS, Sparta TrackWise) often have
modules or configurable workflows for supplier management. They handle document control (tracking supplier certificates, audit reports),
training records, change control related to suppliers, and CAPAs for supplier issues. Using an eQMS ensures compliance with 21 CFR
Part 11 and cGMP electronic records requirements.

* Vendor/Supplier Management Software: There are dedicated Supplier Quality Management (SQM) or Vendor Management System
(VMS) products tailored to life sciences. Examples include Qualio (supplier module), Resilinc, Arriello, Assent, or Pharma-specific
platforms like Qualifyze. These centralize supplier profiles, pre-qualification questionnaires, audit reports, and performance data; they
often integrate with risk scoring engines. Such systems allow for transparency (e.g. any authorized user can see a supplier’s approval
status) and audit trails of qualification steps.

« Vendor Risk Management (VRM) Platforms: Gartner defines these as platforms facilitating comprehensive supplier risk assessments.
Large enterprises often deploy VRM software (e.g. Archer, MetricStream, NAVEX, ServiceNow) to track not just quality risk but
cybersecurity, financial stability, and legal compliance of suppliers. Such tools automate processes like due diligence, third-party risk
scoring, and reporting. According to market research, the global VRM software market was about $10.7 billion in 2024 and growing
~15% annually ([12] techjury.net), reflecting regulatory pressure in healthcare and other industries. Around 2026, a Magic Quadrant for
these solutions is already in place, highlighting continued investment in technology for supplier oversight.

+ Audit Management Software: Some companies use specialized audit databases (e.g. AuditBoard, iAuditor) or embedded audit
functionality in their QMS. These systems facilitate audit scheduling, checklists, findings capture, and CAPA workflow. They can also
integrate mobile auditing tools (tablets, audit-specific apps) to work offline on-site and sync results to a central database.

« Data Analytics & Al: Emerging tools use analytics to predict supplier risk trends. For example, supplier performance data (deviation
incidents, delivery metrics) can feed machine learning models to flag at-risk vendors before a failure occurs. Some platforms use Al to
continuously scan for news or regulatory alerts related to suppliers. Predictive analytics in procurement (akin to Salesforce or JAGGAER
in other industries) can forecast supply disruptions or compliance issues.

« Blockchain and IoT (early stage): Experimental solutions aim to create immutable supply chain records (e.g. blockchain for raw material
provenance) or use loT sensors to verify conditions (temperature logs for biologics supply). These are not yet mainstream for qualification
programs, but may evolve.

In sum, software accelerates and formalizes every aspect of supplier qualification: from automated risk assessments to
real-time audit tracking. Deloitte and industry reports note that life sciences procurement software is moving towards
cloud-based, Al-enabled, continuous monitoring platforms ((°°! techjury.net). Companies use these systems to enforce
process consistency across global sites, share supplier data internally, and maintain compliance documentation for
inspections.

Data and Statistical Insights

While comprehensive empirical data on supplier quality programs is scarce in the public domain, some insights can be

gleaned:

¢ Market Growth: As noted, VRM software is a growing sector with anticipated near-tripling of market size by 2030 (LlZJ techjury.net). This
suggests broad industry adoption of technology to manage supplier risk.

« Audit Volumes: Large pharma report executing hundreds to thousands of supply audits annually. Novartis, for instance, separates audits

5 . )
561 . novartis.com). Orion’s case study (for a

into Tier 1 (direct suppliers) and Tier 2+ (sub-tier), performing >1,000 audits per year ([
“major pharma company”) described a 400% increase in audits within 2 years by outsourcing to a specialist firm ([6”

WWWw.Qorioninc.com).
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« Common Regulatory Citations: Analysis of FDA inspection outcomes indicates that supplier controls often surface in deviations: in
warning letters, issues like failing to validate supplier certificates or to have proper supplier evaluation periodically are cited ([62]
pmc.ncbi.nim.nih.gov) (H‘lJ www.fda.gov). Industry surveys suggest that supplier-related CAPAs (stemming from deviations or OOS
results) can account for a significant portion of a QA department’s workload (unpublished data from consulting firms suggest up to 20—
30% of CAPAs may involve suppliers).

« Case Statistics: During the 2007-2008 heparin crisis, FDA's GAO report notes that initially no routine inspections of the implicated

Chinese heparin API firms had been conducted by the FDA in the 20 months preceding the outbreak (L63J Www.gao.gov), reflecting blind
spots in oversight. After the crisis, FDA instituted import alerts and supplier verifications. This highlights a risk: aggressive risk-based tiers
can still miss hidden issues if not have global traceability.

Example Case Studies

Heparin Contamination (2008): A US FDA/CDC outbreak report (NEJM, 2008) and a GAO analysis revealed
oversulfated chondroitin sulfate (OSCS) adulteration of heparin traced to a Chinese supplier. The supplier
(SinoPharmaceutical/Luyao Group, subcontracted to Baxter’s heparin API) was struggling financially, and OSCS (a cheap
bulking agent) was introduced to mask supply shortages. Key lessons: the purchasing firm (appointed contract mfr) did
not detect the adulteration early. GAO noted that the contaminated supplier was not inspected by FDA until after the
outbreak (1l wunw.gao.gov). Internally, Baxter's QA group afterward “increased the frequency of its supplier audits” and
disqualified the implicated suppliers (*°! www.gao.gov). This case led to stronger API oversight: FDA established a Foreign
Supplier Verification Program and GMP guidance regarding working with foreign firms.

Valsartan/NDMA (2018): A European inspection found Zhejiang Huahai’'s valsartan plant non-compliant after NDMA
impurities were discovered (www.ema.europa.eu). The result was sweeping regulatory action (CEP suspension, import
alerts). Although Huahai’'s changing of a synthetic route triggered the impurity, the incident underscores the need for
change control. Pharmacies, MAs, and CMOs are now expected to have systems to catch supplier process changes (e.qg.
any new vendor or new synthetic step must be documented and justified). EMA and FDA joint actions after this included
increased scrutiny of all manufacturers of sartans’ active ingredients.

Pharma Company Vendor Audit (Orion case): A leading pharma outsourced its vendor audits to a third-party provider.
By implementing a risk-based intake (using vendor assessment forms and detailed checklists) and a tracking system,
they increased audit throughput 400% over two years (°*/ www.orioninc.com). The benefits included more timely audits,
reduced internal QA burden, and better visibility of supplier compliance issues.

Discussion and Future Directions

The landscape of supplier qualification in pharma is evolving:

« Regulatory Scrutiny: Agencies continue tightening expectations. FDA's new QMS guidance (2023) and EU’s emphasis on supply chain
integrity (PIC/S discussions) signal that regulators will look for robust documentation that supplier risk is systematically managed. Data
from FDA's Drug Quality Report shows small declines in registered sites but a recognition that globalization poses challenges (LG*lJ
www.raps.org). We anticipate more focus on areas like cybersecurity of supplier data systems, as supply chain risk expands beyond just
quality into it's availability.

« Digital Transformation: The continued adoption of cloud-based QMS and Al will reshape programs. Real-time risk monitoring — using Al
to flag anomalies in supplier performance (e.g. missed shipments, sudden trend in OOS) — can shorten reactive cycles. Integration of
supplier data across functions (procurement ERP, manufacturing execution system, and QMS) is a priority. Industry 4.0 concepts (digital
twin for supply chain risk modelling) may emerge.

« Pandemic/Global Events: COVID-19 and geopolitical disruptions have underscored the importance of supply chain resilience.
Companies are exploring dual-sourcing strategies for critical APIs and excipients, which in turn affects qualification (more suppliers to
manage). Digital supplier directories and risk portals may become standard. Biosimilars and personalized medicines bring new sourcing
challenges (e.g. specialized cell culture media), further complicating qualification needs.
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« Collaboration and Data Sharing: There is growing interest in cross-company information sharing. For example, industry consortia or
public databases (Eudra-GMDP, FDA 483 libraries) allow pre-qualification by reference. Collaborative audit programs (where multiple
manufacturers share a single audit report of a CMO) can reduce duplication. The recognized challenge is protecting IP while sharing
quality data.

« Enhanced QA Agreements: As evidenced by the 2016 FDA Quality Agreements Guidance, formalizing vendor expectations is key.
Future emphasis may be on clauses for digital data sharing (e.g. suppliers granting audit system access). In EU, Article 46 Dir.2001/83
and Annex 16 continue to force clarity in QA agreements. We expect more standardization of such contracts for ease of regulatory review.

« Sustainability and ESG: An emerging factor is environmental/ethical auditing of suppliers. Pharma purchasers are beginning to include
corporate responsibility (ethical sourcing, climate impact) into supplier evaluation, though this is still non-GMP domain. Under regulatory
pressure for counterfeit prevention, track-and-trace systems (DSCSA in US, FMD in EU) will influence supplier qualification by requiring
chain-of-custody verification.

Conclusion

Supplier qualification and vendor auditing are critical obligations for pharmaceutical manufacturers, deeply rooted in
regulatory requirements and quality best practices. A well-designed program — grounded in risk assessment — ensures
that only reliable vendors contribute to the drug supply chain, safeguarding product quality and patient safety. Historical
incidents (heparin, valsartan) highlight the costs of failure, while modern frameworks (ICH Q9/Q10, PIC/S, ISO) and
industry approaches (Q.U.E.S.T., risk-based tiers) provide guidance on how to succeed. The shift toward digital tools,
data analytics, and continuous monitoring is transforming traditional approaches; however, the fundamentals remain:
define clear requirements, conduct due diligence, audit as needed, and document everything.

For companies, this means investing in robust systems (both procedural and technological) and fostering a quality culture
that treats suppliers as extensions of the firm’s own operations. The future will likely see tighter integration of supplier
data, more predictive risk management, and perhaps novel technology such as blockchain for provenance or Al for
anomaly detection. Regulators will expect demonstrable implementation of ICH Q9 principles and evidence that supplier
qualification is not an afterthought but a core function of the pharmaceutical quality system.

Implications for Practice: Organizations should periodically review and update their supplier qualification protocols to
align with current guidance and industry trends. Leveraging case studies and benchmarking against peers (e.g., audit
frequencies or reuse of audit reports) can yield improvements. Key success factors include clear risk categorization,
strong cross-functional involvement (procurement, QA, technical operations), and the use of specialized software to
manage the complexity.

Research Directions: Future research could quantify the ROI of digital supplier management tools, analyze correlations
between supplier audit investments and quality outcomes, or develop enhanced risk models specific to emerging
therapies (cell/gene therapies have unique supply needs). Academic-industry collaborations to create open databases of
supplier performance (similar to clinical trial registries) might also be envisioned.

By maintaining rigorous, risk-based supplier qualification and audit programs — supported by data and compliant with
evolving standards — pharmaceutical manufacturers uphold the quality and integrity of the global drug supply chain (\*!

www.pharmtech.com) () www.gmp-journal.com).
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US market
in custom Al software development and pharma implementations with proven results across public biotech and
pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and ERP
systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al infrastructure
for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion, automated
document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field force
applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and automated
customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom data
visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and implementation
guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no representations
or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or availability of the information
contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives be liable
for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or damage whatsoever arising
from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated content may
contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of their
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