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Navigating Regulatory Compliance in
RTSM Systems for Clinical Trials

Introduction

Randomization and Trial Supply Management (RTSM) systems — also known as Interactive
Response Technology (IRT) — are critical to modern clinical trials. These systems automate
patient randomization and manage investigational product supply, ensuring the right patient
receives the right drug at the right time. In the U.S. pharmaceutical industry, RTSM platforms
must be implemented in compliance with strict regulations to protect patient safety, data
integrity, and trial validity. The U.S. Food and Drug Administration (FDA) imposes requirements
(notably 21 CFR Part 11 for electronic records) that RTSM systems must meet. Similarly,
regulators in Europe (through EMA guidelines like EU Annex 11) and other regions have parallel
expectations. This report provides IT professionals with an educational resource on navigating
these regulatory frameworks, emphasizing FDA rules while comparing key elements of EMA and
global standards. We will detail FDA compliance requirements (e.g. Part 11, GxP, and ALCOA+
data integrity principles), outline EMA's expectations (such as EU Annex 11 and relevant
guidance), and discuss international standards (ICH E6(R2) GCP and trends in APAC/Latin
America). Real-world data on RTSM adoption, common compliance pitfalls, and practical
recommendations for building and validating compliant RTSM systems are included. A
comparison table of regulatory requirements across agencies and case examples will help
illustrate best practices.

Why Compliance Matters: Regulatory compliance is not just a box-checking exercise —
noncompliance can lead to trial delays, invalid data, or regulatory findings. For instance, FDA
considers errors in randomization or drug dispensing serious “important protocol deviations”
that can undermine study integrity (e.g. administering the wrong treatment or failing to follow
the protocol’s randomization scheme) (FDA warns of “important” clinical trial protocol
deviations). Moreover, regulatory inspections have increasingly scrutinized electronic systems.
Data integrity lapses are a top concern globally — in fact, ~79% of FDA Form 483 observations in
2016 for pharma companies cited data integrity deficiencies (21 CFR Part 11 Data Integrity for
On-line WFI Instruments). Ensuring your RTSM meets regulations from the outset is therefore
essential to avoid findings and to safeguard patient safety and data quality.

FDA Regulatory Requirements for RTSM Systems
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In the United States, any RTSM system used in clinical trials must comply with FDA regulations
and guidances that ensure electronic records and computerized systems are trustworthy. The
cornerstone requirements include 21 CFR Part 11, adherence to GxP (good practice) standards
like Good Clinical Practice, and implementation of ALCOA+ data integrity principles. Below we
break down these key FDA expectations:

e 21CFR Part 11 Compliance: RTSM systems are considered electronic record systems, so they fall
under 21 CFR Part 11 which governs electronic records and electronic signatures in FDA-regulated
activities. Part 11 requires that electronic records be as reliable as paper records. In practice, this
means sponsors must ensure the chosen RTSM/IRT platform is validated and capable of producing
secure, computer-generated audit trails for all user actions and data changes (Best Practices for
Randomization and Trial Supply Management (RTSM) in Phase 3 Clinical Trials-IntuitionLabs). Every
randomization assignment, drug dispensation, or data entry in the system should be timestamped
and attributable to a specific authorized user, with the record protected from alteration (Best
Practices for Randomization and Trial Supply Management (RTSM) in Phase 3 Clinical Trials-
IntuitionLabs). In other words, Part 11 compliance ensures that the “who, what, when, and why" of
any data change in the RTSM is recorded and audit-ready. The FDA has explicitly stated that not just
trial data, but also the metadata (context around data changes), must be preserved to show a clear
chronology of "who did what and when" (Best Practices for Randomization and Trial Supply
Management (RTSM) in Phase 3 Clinical Trials-IntuitionLabs). If electronic signatures are used (for
example, investigators confirming an unblinding), Part 11 has technical requirements for user
authentication and signature manifestations. RTSM vendors or systems should provide evidence that
they meet all Part 11 criteria for security, role-based access control, unique user IDs/passwords,
audit trails, and (if applicable) compliant e-signatures (Best Practices for Randomization and
Trial Supply Management (RTSM) in Phase 3 Clinical Trials-IntuitionLabs) (Best Practices for
Randomization and Trial Supply Management (RTSM) in Phase 3 Clinical Trials-IntuitionLabs). In
summary, an FDA-compliant RTSM will not allow data to be changed or deleted without traceability.
Failure to implement these controls is a known compliance pitfall — for example, FDA warning letters
have cited companies for using unvalidated spreadsheets that allowed data changes with no audit
trail or ability to detect deletions (Information Library / FDA Warning Letters — CIMCON Software).
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¢ GxP and Computer System Validation (CSV): Beyond Part 11, RTSM systems must be developed
and maintained under Good Clinical Practice (GCP) principles since they directly support clinical trial
conduct. FDA's regulations (21 CFR Parts 312 and 812 for drug and device trials, and the ICH GCP
guidelines adopted by FDA) require that computerized systems used in clinical investigations are
validated to perform as intended. Practically, this means following a formal Computer System
Validation (CSV) process: define user requirements, test the system against those requirements,
and document that it works correctly (installation qualification, operational qualification,
performance qualification — IQ/OQ/PQ). FDA inspectors will expect to see validation documentation
as part of the trial's records. Sponsors should retain in their Trial Master File the vendor’s validation
package and their own UAT (User Acceptance Testing) results for the study-specific RTSM
configuration (Best Practices for Randomization and Trial Supply Management (RTSM) in Phase 3
Clinical Trials-IntuitionLabs). Changes to the RTSM during the trial must be controlled via change
management procedures, with impact assessment and re-validation as needed (Best Practices for
Randomization and Trial Supply Management (RTSM) in Phase 3 Clinical Trials-IntuitionLabs). FDA
guidance (such as General Principles of Software Validation and draft guidance on electronic
systems) emphasizes a risk-based approach - critical functions (like correct randomization
assignment and drug inventory tracking) demand the most rigorous testing. Given the RTSM'’s
importance, any critical malfunctions (e.g. patients being mis-randomized due to a software bug, or
drug shipments failing to trigger) could be considered protocol violations or even regulatory
noncompliance if not promptly addressed (Best Practices for Randomization and Trial Supply
Management (RTSM) in Phase 3 Clinical Trials-IntuitionLabs). Thus, maintaining the RTSM in a
validated state throughout the trial is not optional - it's an FDA expectation.
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e Data Integrity and ALCOA+ Principles: FDA and other regulators use the acronym ALCOA (and its
expanded form ALCOA+) to summarize fundamental data integrity criteria. ALCOA stands for data
that is Attributable, Legible, Contemporaneous, Original, and Accurate. The “+" indicates additional
attributes: Complete, Consistent, Enduring, and Available (and some references add Traceable) (The
ALCOA+ Principles for Data Integrity In Clinical Trials). In FDA's guidance and inspections, these
principles are applied to electronic trial data to ensure its reliability. For RTSM systems, this means:
each record can be traced to the person who generated it (Attributable), information is recorded in
real-time as events happen (Contemporaneous), and is stored in its original form (not just in an
editable spreadsheet) or as a true copy (Original). Accuracy and Consistency must be enforced by
the system (for example, through validation rules that prevent impossible entries, and by ensuring no
data is missing or altered out of sequence). The system’s audit trail contributes to completeness and
traceability by retaining even changed or deleted entries. FDA's own examples note that good
electronic record keeping requires that no raw data is lost and that changes are documented without
obscuring the original record (21 CFR Part 11 Data Integrity for On-line WFI Instruments) (21 CFR Part
11 Data Integrity for On-line WFI Instruments). Enduring and Available mean that RTSM data should
be securely retained for the required period (per FDA, at least 2 years after trial completion or longer
if needed) and remain accessible in human-readable form for inspection. In practice, adherence to
ALCOA+ is achieved via the technical controls of Part 11 and by following good documentation
practices. An FDA-aligned RTSM will, for instance, ensure that audit trails cannot be disabled, that
study data is backed up and retained, and that only authorized personnel can enter or change data.
These measures collectively ensure data integrity. Regulators have little tolerance for data integrity
lapses — a review found an upward trend in FDA warning letters for data integrity issues since the
2010s, with an estimated 80% of data-integrity related warning letters occurring between 2014-
2018 (The ALCOA+ Principles for Data Integrity In Clinical Trials). Therefore, IT teams should bake
ALCOA+ compliance into the RTSM design from day one (e.g. enforce unique user logins, read-only
access for blinded roles, automatic time stamps, and audit trail review procedures).

In summary, FDA expects RTSM systems to be validated, secure, and audit-trailed. All
changes in randomization or drug supply data must be recorded with a full audit trail, and the
system must reliably preserve the blinding and integrity of trial data. By following 21 CFR Part 11,
GCP/CSV guidance, and ALCOA+ principles, sponsors can ensure their RTSM platform will stand
up to FDA scrutiny. Table 1 (below) provides a high-level comparison of FDA's Part 11 versus EU
and ICH requirements, which are largely aligned in intent.

EMA and EU Expectations (Annex 11 and Guidance)

The European Medicines Agency (EMA) and European Union regulations impose similar
requirements for computerized systems used in clinical trials, with some differences in
emphasis. In the EU, the primary reference is EU GMP Annex 11 (Computerised Systems),
which, while part of GMP guidelines for manufacturing, is considered industry best practice for
any GxP system (including those used in clinical trials). Additionally, EU Good Clinical Practice
(defined by the Clinical Trials Regulation and ICH GCP as adopted in the EU) requires data
integrity and validation of trial systems. Here we outline key EU expectations and how they
compare:
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e EU GMP Annex 11 — Computerised Systems: Annex 11 is often considered the European
counterpart to 21 CFR Part 11, though it is structured differently. It provides a framework for ensuring
that computerized systems used in regulated activities (like clinical supply management or trial
databases) are fit for purpose. Annex 11 explicitly calls for a system lifecycle approach and risk
management. For example, it states that risk management should be applied throughout the
system'’s lifecycle, with the extent of validation and data controls based on a justified risk
assessment (Annex 11 Final 0910). Annex 11 requires that the application (software) be validated and
the IT infrastructure be qualified (Annex 11 Final 0910). Key provisions include having proper
Personnel (clear responsibilities for system ownership and IT support), and Supplier/Service
Provider oversight (formal agreements and assessment of vendor reliability) (Annex 11 Final 0910)
(Annex 11 Final 0910). During the project phase, validation documentation should be generated
(covering user requirements, test results, deviation reports, etc.) and kept on file (Annex 11 Final
0910). One notable requirement is audit trails: Annex 11 (section 9) says that for critical data, a
secure record of all changes and deletions should be created (i.e. an audit trail), and that for any
GMP-relevant data change, the reason for the change should be documented (Annex 11 Final 0910).
It specifies audit trails must be available in an intelligible form for review. In other words, much like
FDA, the EMA expects that RTSM or similar systems have audit trails capturing who changed what,
when, and why. Annex 11 also highlights data security (access controls), accuracy checks for data
entry, data storage (secure retention and backup of data with checks for readability), and printouts
if used (ensuring printouts are validated if they will be considered raw data). Another distinctive
feature of Annex 11 is the requirement for Periodic Evaluation of systems: computerized systems
should be periodically reviewed to confirm they remain in a validated state and in compliance with
GMP (Annex 11 Final 0910). This means that even after an RTSM system is deployed, companies
should periodically assess if the system continues to perform as intended, if any updates are
needed, and if compliance is maintained (e.g. review user access lists, audit trail logs, etc., at
defined intervals). While FDA does not explicitly mandate “periodic re-validation” in Part 11, it's
implied as a good practice; the EU explicitly calls it out. Annex 11's broader scope also covers
business continuity (having contingency plans if the system fails, e.g. a manual backup method for
randomization), and archiving (data should be retained and retrievable after system upgrades or
decommissioning). In summary, EMA's Annex 11 expects validated, secure, audit-trailed systems
with ongoing oversight — very akin to FDA, but with more overt emphasis on risk assessment,
vendor management, and periodic review.
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e EMA GCP and Data Integrity Guidance: In the clinical domain, the EU has reinforced these
expectations through guidance and the new Clinical Trials Regulation (EU No. 536/2014). The
regulation requires that data in clinical trials are reliable and robust, indirectly mandating that
electronic systems (like RTSM) be validated and secure. EMA's GCP Inspection team, through the
GCP Inspectors Working Group, released a 2023 guideline on computerised systems and
electronic data in clinical trials (EMA/INS/GCP/112288/2023) to update the older 2010 reflection
paper. This guideline (currently in effect or nearing finalization as of 2025) aligns with ICH E6(R2)
and includes ALCOA++ in its principles (Guideline on computerised systems and electronic data in
clinical trials). It defines ALCOA “plus plus” as data that are attributable, legible, contemporaneous,
original, accurate, complete, consistent, enduring, available when needed, and traceable (Guideline
on computerised systems and electronic data in clinical trials). The inclusion of “traceable” echoes
the need for audit trails and linkage of data to their source. The EMA guideline covers validation,
security, user access, data collection, and data transfer in trials — essentially mirroring Annex 11
controls but in a GCP context. Additionally, some EU member state regulators (and ex-EU UK's
MHRA) have published notable data integrity guidances. The MHRA in 2018 issued guidance on GxP
data integrity that elaborated ALCOA+ expectations, and PIC/S (an international inspectorate
consortium, which EU inspectors participate in) issued P1-041 (Good Practices for Data
Management and Integrity) in 2021. These all stress similar points: validate your systems, control
access, have audit trails, and follow ALCOA+. For an RTSM, this means EU inspectors will check
that the randomization lists, drug accountability records, etc., were generated and maintained in a
controlled system. They may ask to see evidence of vendor qualification, validation documents, and
even inspect audit trail logs to ensure no unauthorized unblinding or tampering occurred. Also, EU
trials operate under the General Data Protection Regulation (GDPR), so while not a GCP issue per
se, teams must also handle any patient data in RTSM in compliance with privacy laws (e.g.
pseudonymization, access limited to need-to-know).

FDA vs. EMA - Key Comparisons: Both FDA's Part 11 and EU's Annex 11 require many of the
same controls (Table 1). Scope-wise, Part 11 is a binding regulation focusing on
records/signatures in any FDA-regulated context (including clinical, manufacturing, etc.),
whereas Annex 11 is a GMP guideline (not law, but expected in inspections) focusing on
computerized system lifecycle. In practice, sponsors treat them as equivalent benchmarks.
Audit trails, security, validation are required by both. FDA's Part 11 provides very detailed
criteria (down to password policies, signature manifestations, etc.), while Annex 11 is slightly
more general but then supplements with other EU guidance. Annex 11 explicitly addresses areas
like risk management, supplier audits, and periodic re-validation, which are implied best
practices under FDA expectations. Conversely, Part 11 explicitly covers electronic signatures,
whereas Annex 11 is often paired with EU directives on digital signatures if needed. A practical
difference is enforcement: FDA can issue warning letters for Part 11 violations, whereas EMA
inspectors might cite Annex 11 non-compliance as a GCP or GMP finding. In either case,
noncompliance can stop a trial or lead to regulatory actions. In summary, an RTSM system
compliant with FDA requirements will generally satisfy EMA’s as well (assuming you also
incorporate Annex 11's lifecycle approach), since both aim for the same goal: a validated system
that ensures data integrity.
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Global Standards and International Considerations

Clinical trials are global, and regulatory authorities beyond the US and EU have adopted similar
standards for RTSM and trial data management. Most countries align with the principles of ICH
GCP EG6 and/or join international schemes that promote harmonized requirements for
computerized systems. Here we discuss key global standards and regional expectations in Asia-
Pacific (APAC) and Latin America:

¢ ICH E6(R2) Good Clinical Practice: The International Council for Harmonisation (ICH) E6 guideline
on Good Clinical Practice is a global GCP standard followed in the US, EU, Japan, Canada, and many
other jurisdictions. The most current version fully implemented is ICH E6(R2) (Integrated
Addendum, 2016), with a revision R3 in progress (draft released 2023). ICH E6(R2) added explicit
requirements for electronic systems and data integrity. It defines “Validation of computerized
systems” as a process of establishing and documenting that system requirements are consistently
fulfilled — essentially mandating system validation from design through decommissioning (ICH: E 6
(R2): Guideline for good clinical practice - Step 5). ICH GCP (section 5.5) says that when trial
processes are computerized, the sponsor should ensure adequate SOPs are in place for system use,
that validation, data collection, maintenance, security, change control, backup, and recovery
are all addressed in procedures (ICH: E 6 (R2): Guideline for good clinical practice - Step 5). It also
specifies that the responsibilities of all parties (sponsor, vendor, site) regarding these systems must
be clear (ICH: E 6 (R2): Guideline for good clinical practice - Step 5). In practical terms, ICH E6
expects sponsors to treat electronic systems like RTSM with the same rigor as any critical trial
process. Notably, ICH E6(R2) section 5.5.3 outlines that systems should be designed to prevent
data loss: “ensure that data changes are documented and no deletion of entered data” - i.e.,
maintain an audit trail (ICH: E 6 (R2): Guideline for good clinical practice - Step 5). It also calls for a
security system to prevent unauthorized access, a list of authorized individuals who can make data
changes, adequate data backup, and measures to safeguard the blinding in blinded trials (ICH: E 6
(R2): Guideline for good clinical practice - Step 5). The R2 Addendum added clause (h): “Ensure the
integrity of the data including any data that describe the context, content, and structure, particularly
when making changes to the computerized systems (e.g. software upgrades or data migration)”
(ICH: E 6 (R2): Guideline for good clinical practice - Step 5). This is essentially the ALCOA+ mandate
written into ICH GCP - the trial data and its metadata must be preserved through system changes.
All ICH member regulatory agencies (which include FDA, EMA, Japan's PMDA, Health Canada, etc.)
have committed to these principles. Therefore, a sponsor following FDA's and EMA's requirements as
described above will inherently be compliant with ICH E6. In fact, ICH E6(R3) is expected to further
emphasize quality by design and may reference more on digital systems in clinical trials, but the core
data integrity expectations will remain.
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https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=1,decommissioning%20of%20the%20system%20or
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=1,decommissioning%20of%20the%20system%20or
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20The%20SOPs%20should%20cover,to%20the%20use%20of%20these
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=measures%2C%20change%20control%2C%20data%20backup%2C,users%20should%20be%20provided%20with
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=c,adequate%20backup%20of%20the%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=c,adequate%20backup%20of%20the%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=c,adequate%20backup%20of%20the%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf
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e Asia-Pacific (APAC) Regulators: Major APAC countries have largely harmonized with ICH and have
their own specific guidances. Japan’'s PMDA, for example, has guidelines on electronic records and
electronic signatures (ER/ES Guideline) that are similar to FDA Part 11. Japan is an ICH founding
member and enforces GCP similarly — requiring validation and audit trails for eClinical systems.
China’'s NMPA (National Medical Products Administration) historically lagged in GCP enforcement
but in recent years has rapidly updated its regulations to international standards. In 2020-2021,
NMPA issued guidelines on drug clinical trial data management. These guidelines (No. 74-2020
and No. 63-2021) explicitly state that sponsors should “use an electronic data management system
that passes reliable system verification and meets pre-set technical performance to ensure the
integrity, accuracy, and reliability of the trial data, and to ensure that the system is always validated
throughout the trial” (Clinical Research Regulation For China and United States-ClinRegs). They also
mirror ICH GCP by requiring SOPs for system installation and use, covering validation, functional
testing, security, backup, etc. (Clinical Research Regulation For China and United States-ClinRegs).
Chinese guidance further mandates to “ensure the security of the electronic data management
system such that unauthorized personnel cannot access it; maintain a list of persons authorized to
modify data; ensure timely data backups; and that blinded trials remain blinded in data entry and
processing” (Clinical Research Regulation For China and United States-ClinRegs). This language is
nearly identical to ICH E6(R2) section 5.5.3 (points c—g) (ICH: E 6 (R2): Guideline for good clinical
practice - Step 5), indicating China’s alignment with global data integrity norms. Enforcement has
also stepped up — China’s FDA-equivalent now conducts routine GCP inspections and has not
hesitated to reject trial data if integrity is in doubt. Elsewhere in APAC, Health Sciences Authority
(HSA) of Singapore, TFDA in Taiwan, TGA in Australia, etc., all subscribe to ICH GCP. Many of
these countries are part of the PIC/S consortium or ASEAN harmonization, which means they adhere
to guidelines like PIC/S data integrity guidance. For instance, regulators in India and Korea have also
issued data integrity advisories echoing ALCOA+ principles. APAC sponsors should also be mindful
of local nuances - e.g. data localization laws in China or electronic record certification in Japan — but
fundamentally, an RTSM compliant with FDA/EU expectations will also satisfy APAC regulators. The
key is to maintain documentation in the local language (for inspections) and be aware of any required
filings (some countries might require notifying the regulator of electronic system use in trials).

e Latin America: Many Latin American regulatory agencies model their GCP regulations on FDA, EMA,
and ICH standards. ANVISA in Brazil, for example, emphasizes data integrity in its GMP guidelines
and has aligned its GCP regulations with ICH E6 (Brazil is a PIC/S member and observer to ICH).
Industry commentary notes that ANVISA's guidance "aligns with global data integrity standards,
similar to FDA and EMA" (Data Integrity in GMP Operations - LinkedIn). Brazil's regulators expect
validated systems and often reference ALCOA principles in inspections. COFEPRIS in Mexico and
INVIMA in Colombia likewise require GCP compliance and have been involved in training on Part
11/Annex 11 concepts. One challenge in some LatAm countries is that inspections may be less
frequent, but this is changing as international collaboration increases. Sponsors running trials in
these regions should not assume any leniency — any data submitted in support of an FDA or EMA
application, regardless of origin, must meet those agencies’ standards. Hence an RTSM used in, say,
a multicenter trial across the US, EU, and Latin America must be uniformly compliant. Additionally,
countries like Brazil and Argentina have laws for electronic signatures and records; while these
mainly affect patient consent or health records, it's wise to ensure your RTSM audit trails and e-
signatures (if used) would be admissible under local law. Generally, sticking to Part 11 and Annex 11
best practices will fulfill global requirements.
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https://clinregs.niaid.nih.gov/country/china/united-states#:~:text=,during%20the%20entire%20test%20process
https://clinregs.niaid.nih.gov/country/china/united-states#:~:text=match%20at%20L5636%20installation%2C%20and,recovery%2C%20and%20system%20emergency%20plans
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https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=c,adequate%20backup%20of%20the%20data
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E IntuitionLabs

Navigating Regulatory Compliance in RTSM Systems for Clinical Trials

To summarize, global standards are convergent. ICH E6(R2) provides the common foundation

that FDA, EMA, and others build upon. Regions like APAC and LatAm are increasingly enforcing
the same expectations of validation, audit trails, and data integrity. Table 1 provides a

comparison of regulatory requirements (FDA vs. EMA vs. ICH), highlighting that while wording

differs, the essential mandates are alike. The onus is on IT implementation teams to understand

these requirements and ensure their RTSM systems — whether developed in-house or provided

by a vendor - are configured and validated to satisfy all applicable regulations worldwide.

Table 1. Comparison of Key Regulatory Requirements for Computerized RTSM/IRT Systems

Requirement

System
Validation

Audit Trails
(Data
Traceability)

© 2025 IntuitionLabs.ai. All rights reserved.

FDA (21 CFR Part 11
& Guidance)

Required for all GxP
systems. Part 11 and
FDA guidance
mandate validation
documentation to
ensure the system
performs as intended
(Best Practices for
Randomization and
Trial Supply
Management (RTSM)
in Phase 3 Clinical
Trials-IntuitionLabs).
FDA expects risk-
based CSV and will
inspect validation
records.

Required for
create/modify/delete
of electronic records.
Part 11 implicitly
requires audit trails
for critical data (FDA
guidance notes
metadata must be

EU/EMA (Annex
11 & GCP)

Required. Annex 11
explicitly calls for
validation
throughout the
lifecycle and
justification of the
validation approach
based on risk
(Annex 11 Final
0910) (Annex 1
Final 0910). EU
inspectors expect
to see URS, test
protocols, etc.

Required based on
risk. Annex 11 89
says consider audit
trails for GMP-
relevant data;
changes/deletions
of data must be
recorded with who,

ICH E6(R2) GCP
(Global)

Required. ICH
E6(R2) defines
validation of
computerized
systems and
expects systems
to be validated
and maintained in
a validated state
(Section 1.65,
5.5.3) (ICH: E6
(R2): Guideline for
good clinical
practice - Step 5)
(ICH: E6 (R2):
Guideline for good
clinical practice -
Step 5).

Required. ICH
E6(R2) 5.5.3©@
states no deletion
of entered data -
maintain an audit
trail of data
changes (ICH: E 6
(R2): Guideline for

Page 10 of 27


https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=General%201,risk%20assessment%20of%20the%20computerised
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=General%201,risk%20assessment%20of%20the%20computerised
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=Project%20Phase%204,based%20on%20their%20risk%20assessment
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=Project%20Phase%204,based%20on%20their%20risk%20assessment
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=1,decommissioning%20of%20the%20system%20or
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=1,decommissioning%20of%20the%20system%20or
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=1,decommissioning%20of%20the%20system%20or
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=1,decommissioning%20of%20the%20system%20or
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20The%20SOPs%20should%20cover,to%20the%20use%20of%20these
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20The%20SOPs%20should%20cover,to%20the%20use%20of%20these
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20The%20SOPs%20should%20cover,to%20the%20use%20of%20these
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20The%20SOPs%20should%20cover,to%20the%20use%20of%20these
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=c,adequate%20backup%20of%20the%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=c,adequate%20backup%20of%20the%20data
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf

E IntuitionLabs

Requirement

Security & User
Access
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FDA (21 CFR Part 11
& Guidance)

preserved) (Best
Practices for
Randomization and
Trial Supply
Management (RTSM)
in Phase 3 Clinical
Trials-IntuitionLabs).
Expectation
reinforced in FDA
inspections and
guidances (e.g.
Computerized
Systems in Clinical
Investigations).

Required. Part 11
requires access
controls to limit
system access to
authorized individuals
and authority checks
for critical functions.
Unigue user
IDs/passwords and
periodic password

changes are standard.

FDA 21 CFR §11.10(d)
& (i) cover these.

EU/EMA (Annex
11 & GCP)

when, and why
(Annex 11 Final
0910). In practice,
audit trails are
expected for
critical trial data
(e.g. randomization
entries). EMA's
2023 guidance
also includes
traceability
(ALCOA++).

Required. Annex 11
812 (Security) calls
for physical and
logical controls,
unique identities,
and access rights.
Also, only
authorized persons
should make data
changes (ICH: E 6
(R2): Guideline for
good clinical
practice - Step 5).
EMA GCP guidance
stresses role-
based access and
preventing
unauthorized data
edits.

ICH E6(R2) GCP
(Global)

good clinical
practice - Step 5).
Also 5.5.3(h)
emphasizes
integrity of data
context/structure
(ICH: E6 (R2):
Guideline for good
clinical practice -
Step 5)
(essentially an
audit trail of
metadata).

Required. ICH
E6(R2) 5.5.3(d) &
(e) require a
security system to
prevent
unauthorized
access and a list
of authorized
users for data
changes (ICH: E 6
(R2): Guideline for
good clinical
practice - Step 5).
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https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=they%20meet%20Part%2011%20requirements,System%20For%20Your%20Clinical%20Trial
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=they%20meet%20Part%2011%20requirements,System%20For%20Your%20Clinical%20Trial
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=they%20meet%20Part%2011%20requirements,System%20For%20Your%20Clinical%20Trial
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=they%20meet%20Part%2011%20requirements,System%20For%20Your%20Clinical%20Trial
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=they%20meet%20Part%2011%20requirements,System%20For%20Your%20Clinical%20Trial
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=they%20meet%20Part%2011%20requirements,System%20For%20Your%20Clinical%20Trial
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=they%20meet%20Part%2011%20requirements,System%20For%20Your%20Clinical%20Trial
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=9,a%20system
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=9,a%20system
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=c,adequate%20backup%20of%20the%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=c,adequate%20backup%20of%20the%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=c,adequate%20backup%20of%20the%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=c,adequate%20backup%20of%20the%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=d,describe%20the%20context%2C%20content%2C%20and
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=d,describe%20the%20context%2C%20content%2C%20and
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=d,describe%20the%20context%2C%20content%2C%20and
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=d,describe%20the%20context%2C%20content%2C%20and
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=audit%20trail%2C%20data%20trail%2C%20edit,during%20data%20entry%20and%20processing
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=audit%20trail%2C%20data%20trail%2C%20edit,during%20data%20entry%20and%20processing
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=audit%20trail%2C%20data%20trail%2C%20edit,during%20data%20entry%20and%20processing
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=audit%20trail%2C%20data%20trail%2C%20edit,during%20data%20entry%20and%20processing
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf
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Requirement

Electronic
Signatures

Data Integrity
(ALCOA+)
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FDA (21 CFR Part 11
& Guidance)

Legally recognized if
Part 11-compliant.
Each e-signature
must be linked to its
record and include
name, date/time, and
meaning. System
must require two
distinct identification
components (e.g.
username &
password) for signing
(Best Practices for
Randomization and
Trial Supply
Management (RTSM)
in Phase 3 Clinical
Trials-IntuitionLabs).
Common in
ePRO/EDC; in RTSM,
usually for unblinding
or approvals.

Emphasized via FDA
guidance (FDA's
ALCOA concept).
Expect data to be
attributable (user ID),
contemporaneous
(timely stamps),
original, accurate,
complete (all data
including changes
retained), consistent,
enduring (archived),

EU/EMA (Annex
11 & GCP)

Recognized, but
regulated by EU
electronic
signature laws and
Annex 11
expectations.
Annex 11 doesn't
detail signatures
like Part 11, but
expects controls
for identity
verification. In EU
trials, advanced or
qualified electronic
signatures are
often used for
documents; for
RTSM transactions,
audit trails often
suffice in lieu of
formal e-sigs.

Emphasized via
Annex 11 and EMA
guidance. Annex 11
implicitly covers
ALCOA (accuracy
checks, audit trails,
backups for
enduring data).
EMA GCP guideline
explicitly mentions
ALCOA++ (adding
"available” and

ICH E6(R2) GCP
(Global)

Accepted. ICH E6
doesn’t explicitly
detail e-
signatures,
deferring to local
law. In practice, if
the trial data is
signed
electronically (e.g.
Pl's endorsement
of randomization
lists), it should
meet the
requirements of
all regions
involved (Part 11
for FDA, elDAS for
EU, etc.).

Emphasized. ICH
E6(R2) addendum
brought data
integrity to the
fore (5.5.3(h)
ensuring
context/content
integrity (ICH: E 6
(R2): Guideline for
good clinical
practice - Step
5)). ALCOA
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https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=,vendor%20or%20system%2C%20verify%20that
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf

E IntuitionLabs

Requirement

Vendor/Supplier
Oversight
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FDA (21 CFR Part 11
& Guidance)

and available for FDA
inspection (21 CFR
Part 11 Data Integrity
for On-line WFI
Instruments) (The
ALCOA+ Principles for
Data Integrity In
Clinical Trials). FDA
warning letters
heavily cite violations
like missing records
or uncontrolled data
changes (Information
Library / FDA Warning
Letters - CIMCON
Software).

Expected per FDA
quality system regs
(21 CFR 211.68 for
GMP, etc.) and Part 11
guidance. While Part
11 doesn't explicitly
mention vendors, FDA
expects sponsors to
qualify their
technology providers.
During inspections,
sponsors should be
able to produce
vendor audits or
documentation of
vendor compliance.

EU/EMA (Annex
11 & GCP)

“traceable") as
expectations
(Guideline on
computerised
systems and
electronic data in
clinical trials). EU
inspectors focus
on data integrity in
both GMP and GCP
inspections,
looking for
complete data and
audit trails.

Explicitly required.
Annex 11 section 3
mandates formal
agreements with IT
suppliers, and says
you must assess
vendor
competence and
reliability
(including audits
based on risk)
(Annex 11 Final
0910) (Annex 1
Final 0910). EMA
expects to review
supplier audit
reports or quality

ICH E6(R2) GCP
(Global)

principles are
woven throughout
GCP (e.g., prompt
recording,
accurate
transcription).
Regulators in
Canada, Japan,
WHO, etc., all
endorse ALCOA+
as part of GCP
compliance.

Expected. ICH
E6(R2) section 5.2
(Contract
Research
Organizations)
and 5.5 imply that
sponsors can
delegate tasks but
not responsibility.
If using an RTSM
vendor, sponsor
must ensure
vendor follows
GCP and
validation -
effectively
requiring vendor
qualification.
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https://www.beckman.com/resources/reading-material/application-notes/21-cfr-part-11-data-integrity-for-on-line-wfi-instruments#:~:text=FDA%20ALCOA%20guidance
https://www.beckman.com/resources/reading-material/application-notes/21-cfr-part-11-data-integrity-for-on-line-wfi-instruments#:~:text=FDA%20ALCOA%20guidance
https://www.beckman.com/resources/reading-material/application-notes/21-cfr-part-11-data-integrity-for-on-line-wfi-instruments#:~:text=FDA%20ALCOA%20guidance
https://www.beckman.com/resources/reading-material/application-notes/21-cfr-part-11-data-integrity-for-on-line-wfi-instruments#:~:text=FDA%20ALCOA%20guidance
https://www.quanticate.com/blog/alcoa-principles#:~:text=ALCOA%20stands%20for%20Attributable%2C%20Legible%2C,clinical%20data%20management%20electronic%20systems
https://www.quanticate.com/blog/alcoa-principles#:~:text=ALCOA%20stands%20for%20Attributable%2C%20Legible%2C,clinical%20data%20management%20electronic%20systems
https://www.quanticate.com/blog/alcoa-principles#:~:text=ALCOA%20stands%20for%20Attributable%2C%20Legible%2C,clinical%20data%20management%20electronic%20systems
https://www.quanticate.com/blog/alcoa-principles#:~:text=ALCOA%20stands%20for%20Attributable%2C%20Legible%2C,clinical%20data%20management%20electronic%20systems
https://part11solutions.com/fda-warning-letters/#:~:text=For%20example%3A%20the%20Excel%20spreadsheets,the%20individual%20deleting%20such%20records
https://part11solutions.com/fda-warning-letters/#:~:text=For%20example%3A%20the%20Excel%20spreadsheets,the%20individual%20deleting%20such%20records
https://part11solutions.com/fda-warning-letters/#:~:text=For%20example%3A%20the%20Excel%20spreadsheets,the%20individual%20deleting%20such%20records
https://part11solutions.com/fda-warning-letters/#:~:text=For%20example%3A%20the%20Excel%20spreadsheets,the%20individual%20deleting%20such%20records
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/guideline-computerised-systems-and-electronic-data-clinical-trials_en.pdf#:~:text=Abbreviations%20AI%20artificial%20intelligence%20ALCOA%2B%2B,data%20and%20safety%20monitoring%20board
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/guideline-computerised-systems-and-electronic-data-clinical-trials_en.pdf#:~:text=Abbreviations%20AI%20artificial%20intelligence%20ALCOA%2B%2B,data%20and%20safety%20monitoring%20board
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/guideline-computerised-systems-and-electronic-data-clinical-trials_en.pdf#:~:text=Abbreviations%20AI%20artificial%20intelligence%20ALCOA%2B%2B,data%20and%20safety%20monitoring%20board
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/guideline-computerised-systems-and-electronic-data-clinical-trials_en.pdf#:~:text=Abbreviations%20AI%20artificial%20intelligence%20ALCOA%2B%2B,data%20and%20safety%20monitoring%20board
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/guideline-computerised-systems-and-electronic-data-clinical-trials_en.pdf#:~:text=Abbreviations%20AI%20artificial%20intelligence%20ALCOA%2B%2B,data%20and%20safety%20monitoring%20board
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=ADDENDUM%20h,upgrades%20or%20migration%20of%20data
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=3,these%20agreements%20should%20include%20clear
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=3,these%20agreements%20should%20include%20clear
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=considered%20analogous,based%20on%20a%20risk%20assessment
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=considered%20analogous,based%20on%20a%20risk%20assessment
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf

E IntuitionLabs

Requirement

Ongoing
Monitoring &
Change Control

Records
Retention &
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FDA (21 CFR Part 11
& Guidance)

Expected. FDA
expects that systems
remain in a validated
state. Any changes
(patches, upgrades)
should go through
change control with
impact analysis and
re-validation as
needed. Part 11
compliance is
continuous — e.g. if
system configurations
change mid-study,
you must document
and test. FDA's
Bioresearch
Monitoring can
inspect how you
managed RTSM
issues during the trial
(Best Practices for
Randomization and
Trial Supply
Management (RTSM)
in Phase 3 Clinical
Trials-IntuitionLabs).

Required by predicate
rules (e.g. 21 CFR

EU/EMA (Annex
11 & GCP)

certificates during
inspections.

Required. Annex 11
has an entire
section on change
and configuration
management, and
requires Periodic
Evaluation of
systems (Annex 11
Final 0910).
Changes to the
system must be
documented,
tested, and
approved. EU
inspectors may ask
for evidence of
periodic review
(e.g. annual system
audit or re-
validation
summary).

Required. Annex 11
section on

ICH E6(R2) GCP
(Global)

Many regulators
(e.g. MHRA) will
ask if you audited
your electronic
system provider.

Required. ICH
E6(R2) 5.5.3(h)
again underscores
maintaining data
integrity when
"making changes
to the
computerized
systems”. Also
ICH's general
quality
management
approach means
sponsors should
monitor their
systems. Expect
to have to show a
change log and
re-validation
results for any
updates during a
trial.

Required. ICH E6
5.5.3(g) mentions
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https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=your%20RTSM%20provider%20conducts%20thorough,of%20the%20importance%20of%20RTSM
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=your%20RTSM%20provider%20conducts%20thorough,of%20the%20importance%20of%20RTSM
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=your%20RTSM%20provider%20conducts%20thorough,of%20the%20importance%20of%20RTSM
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=your%20RTSM%20provider%20conducts%20thorough,of%20the%20importance%20of%20RTSM
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=your%20RTSM%20provider%20conducts%20thorough,of%20the%20importance%20of%20RTSM
https://intuitionlabs.ai/articles/best-practices-for-randomization-and-trial-supply-management-rtsm-in-phase-3-clinical-trials#:~:text=your%20RTSM%20provider%20conducts%20thorough,of%20the%20importance%20of%20RTSM
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=11,Such%20evaluations%20should%20include%2C%20where
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=11,Such%20evaluations%20should%20include%2C%20where
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf

E IntuitionLabs

Requirement

Archiving

Navigating Regulatory Compliance in RTSM Systems for Clinical Trials

FDA (21 CFR Part 11
& Guidance)

312.62 for clinical
records retention).
Part 11 says electronic
records must be
reproducible for FDA
review. Sponsors
typically archive
RTSM databases or
datasets for years.
FDA may inspect the
archived RTSM data
to verify trial
outcomes.

EU/EMA (Annex
11 & GCP)

Archiving states
data should be
secured and
readily retrievable
throughout
retention. EU CTR
requires trial
master file
(including
electronic data)
retention for 25
years. RTSM data
(randomization
lists, etc.) must be
kept accordingly, in
accessible format.

ICH E6(R2) GCP
(Global)

safeguarding
blinding during
data
entry/processing
(ICH: E6 (R2):
Guideline for good
clinical practice -
Step 5) and 5.5.12
requires informing
investigators
when trial records
can be destroyed.
Essentially, RTSM
records are part
of the essential
documents to
archive per ICH
GCP. Ensure the
data can be read
independent of
the original
system (e.g.
export to durable
formats).

Table 1: Comparison of regulatory expectations for RTSM/IRT systems across FDA, EMA, and

ICH. All require validation, data integrity, and security; differences are minor and mostly in

emphasis or terminology.

RTSM Adoption and Compliance Trends

The use of RTSM systems in clinical trials has grown exponentially in the past two decades, and

with it, regulatory oversight has intensified. Understanding industry trends — both in adoption

and in common compliance issues — can help teams prioritize efforts when implementing

RTSMs.

© 2025 IntuitionLabs.ai. All rights reserved.
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https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=%28see%204,when%20making%20changes%20to%20the
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=%28see%204,when%20making%20changes%20to%20the
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=%28see%204,when%20making%20changes%20to%20the
https://www.ema.europa.eu/en/documents/scientific-guideline/ich-guideline-good-clinical-practice-e6r2-step-5-revision-2_en.pdf#:~:text=%28see%204,when%20making%20changes%20to%20the
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf

P reiiontabs Navigating Regulatory Compliance in RTSM Systems for Clinical Trials

Widespread Adoption: RTSM/IRT technology is now standard for most mid to large clinical
trials. By the 2010s, a majority of sites and sponsors had transitioned from paper randomization
or manual drug supply tracking to dedicated RTSM software. One global survey found that 65%
of respondents worldwide were using web-based RTSM systems to support clinical study
execution (Perceptive Informatics® Global Survey Results Show Significant ...), and that number
has only increased. The COVID-19 pandemic further accelerated adoption of such digital
systems as remote trial conduct and direct-to-patient drug shipments became more common.
The RTSM (or IRT) global market is large and rapidly growing — estimated at $14.9 billion in
2023 and projected to reach $82.6 billion by 2032 (~20.9% CAGR) (Interactive Response
Technology Market Size, Share, 2032). This growth is driven by the increasing complexity of
trials (e.g. multi-arm adaptive trials require robust randomization tools), the need for efficiency,
and stringent regulatory requirements that practically necessitate electronic solutions
(Interactive Response Technology Market Size, Share, 2032). In fact, regulators themselves
indirectly encourage RTSM use: FDA's guidance on risk-based monitoring and EMA's insistence
on complete, realtime data make manual processes less feasible. As of 2025, it's not uncommon
for even smaller biotech sponsors to use an RTSM for phase 1-2 trials, and virtually mandated
for phase 3. This high adoption means regulators are very familiar with these systems, and
inspection programs (FDA's Bioresearch Monitoring, EMA's GCP inspectors) have developed
specific focus areas for RTSMs.

Common Compliance Findings: With widespread use, patterns have emerged in compliance
pitfalls. One major category is computer system validation deficiencies - e.g. failing to
adequately test or document the RTSM's functionality. There have been FDA 483 observations
and warning letters noting unvalidated systems or calculations in trials. For instance, an FDA
warning letter excerpt highlighted the use of an unvalidated Excel tool for tracking critical
records, which allowed data to be changed or deleted without audit trails (Information Library /
FDA Warning Letters — CIMCON Software). In a trial context, an unvalidated RTSM could, say,
mis-randomize subjects or miscalculate drug resupply, which can jeopardize patient safety and
data quality. Regulators have little patience for "it was a software glitch” as an excuse - they will
fault the sponsor for insufficient validation. Another frequent finding is insufficient audit trails
or audit trail review. Inspectors may ask: Show me who had access to unblind the study? Was
there any instance where randomization data was changed? If the system cannot demonstrate
control of these or if no one reviewed the audit logs, it's a problem. Data discrepancies
between RTSM and other records have also drawn attention — for example, if the RTSM says a
patient was randomized but the case report form doesn't match, it flags potential issues (either
user error or system issue). FDA's Bioresearch Monitoring program has cited investigators for not
following the randomization scheme (which could be user non-compliance with the RTSM) (FDA
warns of “important” clinical trial protocol deviations). User management issues are another
area: sharing login accounts, using default passwords, or not promptly removing access for
users who left the study are all viewed as violations of Part 11's security requirements. EMA
inspectors similarly report findings on user access controls and uncontrolled changes to
computer systems.
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https://www.prnewswire.com/news-releases/perceptive-informatics-global-survey-results-show-significant-adoption-of-web-based-rtsm-systems-by-clinical-sites-142596906.html#:~:text=,to%20support%20clinical%20study%20execution
https://www.businessresearchinsights.com/market-reports/interactive-response-technology-market-109514#:~:text=global%20interactive%20response%20technology%20market,during%20the%20forecast%20period
https://www.businessresearchinsights.com/market-reports/interactive-response-technology-market-109514#:~:text=global%20interactive%20response%20technology%20market,during%20the%20forecast%20period
https://www.businessresearchinsights.com/market-reports/interactive-response-technology-market-109514#:~:text=The%20global%20IRT%20market%20is,and%20optimizing%20clinical%20trial%20processes
https://part11solutions.com/fda-warning-letters/#:~:text=For%20example%3A%20the%20Excel%20spreadsheets,the%20individual%20deleting%20such%20records
https://part11solutions.com/fda-warning-letters/#:~:text=For%20example%3A%20the%20Excel%20spreadsheets,the%20individual%20deleting%20such%20records
https://www.hoganlovells.com/en/publications/fda-warns-of-important-clinical-trial-protocol-deviations#:~:text=,trial%20participant%E2%80%99s%20treatment%20allocation%20for
https://www.hoganlovells.com/en/publications/fda-warns-of-important-clinical-trial-protocol-deviations#:~:text=,trial%20participant%E2%80%99s%20treatment%20allocation%20for
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=navigating-regulatory-compliance-in-rtsm-systems-for-clinical-trials.pdf
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Data integrity remains the theme — a survey of warning letters found the majority involve data
management problems (as noted, ~79% of pharma warning letters in 2016 cited data integrity
(21 CFR Part 11 Data Integrity for On-line WFI Instruments)). In the context of RTSM, an
illustrative real-world case (composite based on various inspection reports) might be: A
multicenter trial experienced mis-randomizations because site staff were not trained on a
stratification feature in the RTSM, leading them to enter incorrect stratification factors. This
wasn't caught until an interim analysis. The sponsor had to report it as a protocol deviation and
justify to FDA that the trial was still credible. Root cause investigation showed the RTSM was
working correctly, but some sites weren't using it properly and the monitors had not reviewed
RTSM data against source. FDA might not issue a formal warning in such a case if handled
properly, but it illustrates how process issues (training, oversight) can become compliance
issues. Another example: A sponsor made a mid-study change to the RTSM (e.g. adding a new
treatment arm for an adaptive design) but did not adequately test the change. This introduced
an error in drug inventory tracking, causing some sites to run low on drug. This was reported in
an inspection and the sponsor was cited for poor change control in their system management.

Positive Trends: On the flip side, the industry has become more savvy in preventing issues.
Companies increasingly conduct internal mock audits of their RTSM and other eClinical systems
before regulatory inspections. The concept of quality by design for clinical trials means
sponsors identify “critical to quality” factors (randomization and drug accountability are always
critical) and ensure robust processes and documentation around them. Technology vendors too
have matured — many provide validation documentation as part of their service and even offer to
support audit trail review. FDA has also signaled a willingness to modernize regulations: a recent
FDA draft guidance on Computer Software Assurance (CSA) (2022) encourages a
streamlined, risk-based validation approach focusing on critical functions rather than exhaustive
testing of low-risk features. While CSA is currently geared toward manufacturing systems, its
philosophy may eventually benefit clinical systems by reducing some validation burden and
encouraging automation in testing.

Statistics on Inspections: Hard numbers on RTSM-specific compliance are not widely
published, but we can glean some insights. According to one analysis, between 2017 and 2022,
a significant portion of FDA GCP inspection observations involved inadequate record-keeping or
data handling — some of which pertained to electronic systems. EMA's GCP inspection reports
(for centralized marketing applications) often list data management as a common inspection
finding category. It's also telling that many sponsors, when hosting FDA inspections, now
proactively demonstrate their RTSM system to inspectors, showing audit trail queries, etc.,
which indicates how routine these systems have become in the regulatory review process.
Another data point is that inspection readiness is a major driver in system selection: in surveys
of sponsors, compliance features (audit trail, validation support) rank among the top criteria for
choosing an RTSM vendor, reflecting that companies are prioritizing systems that can pass
regulatory muster.
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In summary, RTSM systems are widely adopted and generally appreciated for the efficiency and
control they bring, but they must be implemented with rigor. The most common compliance
issues revolve around data integrity — either through technical controls (validation, audit trail) or
human factors (training, SOP adherence). Understanding these trends helps inform the best
practices for implementation, which we discuss next.

Best Practices and Recommendations for Implementation
Teams

Building and maintaining an RTSM system that satisfies FDA, EMA, and global standards requires
a combination of technical controls and procedural controls. The following are practical
recommendations for IT implementation teams and their quality/compliance counterparts in
pharma, distilled from regulations, guidances, and industry lessons:

1. Integrate Compliance from System Design: Treat compliance requirements (Part 11, Annex 11, etc.)
as core design inputs, not afterthoughts. For in-house developed RTSM, ensure the development
team understands the need for features like audit trails, permission controls, password policies, and
data encryption. If purchasing a commercial RTSM solution, include compliance criteria in vendor
selection — e.g. does the system have built-in audit trail functionality and validation support? Choose
vendors who advertise Part 11 compliance and can provide documentation for it. Engaging quality
assurance early in the system development or acquisition process helps bake in these needs.

2. Thorough Vendor Qualification: If using an external RTSM provider (which is very common),
perform due diligence and qualification audits. Don't assume that a big-name vendor is automatically
compliant - you are responsible for your trial's data. Audit the vendor’s quality system: request
copies of their certification or audit reports, SOPs on software development and validation, and
perhaps even conduct an on-site or remote audit. Confirm that they follow a robust Software
Development Life Cycle (SDLC) with testing, and that they themselves follow Part 11/Annex 11. Many
sponsors use a vendor qualification checklist mapping Part 11 requirements. For example, verify the
vendor's system can produce audit trail reports, has account lockout after inactivity, requires unique
logins, etc. Review their validation package for the core system. A reputable vendor should provide
a Summary Validation Report or equivalent. Practical tip: treat the RTSM vendor as an extension of
your team — establish clear communication channels and a schedule for quality updates. During the
trial, maintain oversight: hold regular meetings to discuss any system issues, and ensure the vendor
documents incident resolution. As one industry best practice notes, “don’t fly blind with a vendor -
collaborate and verify"* (Best Practices for Randomization and Trial Supply Management (RTSM) in
Phase 3 Clinical Trials-IntuitionLabs). In one case, a sponsor assumed the vendor had handled all
validation, but an FDA inspection revealed gaps; the sponsor then had to scramble to address
findings. Avoid that by keeping evidence of vendor compliance in your files.
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3. Robust Computer System Validation (CSV): Conduct a proper validation of the RTSM for your
specific trial configuration. Even if the base platform is validated by the vendor, your study might
have unique randomization rules or integrations that need testing. Develop a validation plan for the
RTSM covering what will be tested (randomization algorithm, stratification, dispensing logic, etc.).
Write test scripts (or use vendor-provided ones) and document test results. Key test cases should
include: verifying that only eligible patients can be randomized per protocol, that the correct
treatment kit is assigned based on stratification and inventory, that re-supply triggers at the right
thresholds, that unblinding only displays allowed info, and that audit trails capture the events. Don't
forget failure modes - e.g., simulate a lost internet connection to see how the system queues
transactions, or try an invalid input to see if it's rejected. Perform User Acceptance Testing (UAT)
with both IT and end-users (e.g. a clinical operations person) to cover real-world use scenarios.
Once the system is in use, any changes (even minor updates or bug fixes) should go through change
control and an impact assessment to determine if re-testing is needed. Keep a validation summary
report and all test evidence in the Trial Master File. This not only satisfies regulators but also is a

safety net — you gain confidence the system will do what it's supposed to.

4. Data Migration and Traceability: If the RTSM is replacing a manual system or you are migrating
data from a prior system (for instance, if a study is ongoing but you switch vendors or platforms),
plan that carefully. FDA and EMA will expect that no data is lost or changed during migration.
Develop a migration validation protocol: export data from the old system, import to the new, then
reconcile to ensure 100% match. Keep both versions archived. Ensure that audit trails or metadata
indicating historical assignments are also migrated or stored for reference. Traceability is part of
ALCOA++; you may need to demonstrate, for example, that a subject randomized under the old
system ID “1001" corresponds to the same subject in the new system, etc.

5. User Access Management: Implement strict user access controls and SOPs. Every user
(investigator, pharmacist, monitor, etc.) should have a unique account — no shared logins. Define
user roles (e.g. blinded site user, unblinded drug manager, sponsor admin) and grant the minimum
privileges necessary. For example, a site coordinator should randomize patients and log dispenses
but should not be able to view drug codes or edit randomization data; an unblinded supply manager
can see drug inventory and codes but perhaps not patient personal details to maintain blinding. Set
up account lockout policies (e.g. lock accounts after 90 days of inactivity, or require password
resets every X days) as per company policy — Part 11 doesn’t give numbers, but a common practice
is 90 days expiration and 3 failed attempts lockout. Have a procedure for on-boarding and off-
boarding users: accounts should be created only with proper training (and documentation thereof),
and accounts should be promptly deactivated when a person leaves the study. Maintain an access
log or list of active users that is periodically reviewed (Annex 11 expects this). During site close-out,
ensure site staff accounts are removed. Also, configure the system to auto-logoff after a period of
inactivity to prevent hijacking of an open session. All these measures prevent unauthorized access
and are often checked in inspections (e.g. an inspector may ask, “Show me that the pharmacist who
left mid-trial no longer can access the RTSM").
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6. Preserving Blinding: Since RTSM systems handle treatment assignments, protecting the blind is
paramount. Configure the system such that blinded roles (like investigators and study coordinators)
cannot inadvertently access unblinded information. This might mean that unblinded data fields are
masked or not available at all to those users. Test this by attempting actions as different role types.
The system'’s output (reports, notification emails, etc.) should be vetted to ensure nothing leaks (for
example, an inventory report sent to sites shouldn’t reveal which kit numbers are placebo vs drug).
Many RTSMs have an emergency unblinding feature — usually, this allows a site to break the blind
for a single patient in case of medical emergency. Ensure this feature is permission-restricted (only
certain users, like a medical monitor, can execute it) and that it forces documentation of reason, and
triggers an audit trail entry and notification. Regulators will look at how you handle unblinding - FDA
even recommends having a manual backup (like sealed envelopes with codes) as a contingency
(Best Practices for Randomization and Trial Supply Management (RTSM) in Phase 3 Clinical Trials-
IntuitionLabs). If you do use manual backup codes, treat them with the same care (track their release
and require documentation if opened). Train sites on emergency unblinding procedures so that
patient safety is not compromised, but also the blind isn't broken unnecessarily. After database lock,
you should reconcile if any unblinding occurred and ensure proper process was followed.

7. Training and Site Support: A well-built system is only as good as its users. Lack of user training can
lead to protocol deviations that look like compliance issues. Therefore, develop a comprehensive
training program for all RTSM users - site staff, monitors, pharmacy, sponsor team. This can
include: live training sessions or webinars, a user manual or quick reference guide, and perhaps a
training mode in the system for practice. Cover not just “which buttons to click” but also the
regulatory reasoning — e.g. explain that they must never share accounts (to keep data attributable)
and must enter data promptly (for contemporaneous recording). It's wise to allow sites to do a dry
run - e.g. randomize a test patient in a sandbox environment — so they gain confidence. Provide
ongoing support: a helpdesk line or email that is staffed (ideally 24/7 for global trials) to resolve
urgent issues like inability to log in or system errors. Document all user training in an LMS or training
log; inspectors have asked to see evidence that site personnel were trained on the electronic
systems. Also, ensure monitoring plans include RTSM checks - trial monitors should verify during
routine visits that sites are using the RTSM correctly (for example, cross-checking the site's drug
accountability log against the RTSM records). If discrepancies are found, retrain the site and correct
the data in the system with an appropriate audit trail entry. This proactive approach can catch and
correct issues early. A common pitfall is assuming the technology will prevent all errors — but human
errors can still occur (like clicking the wrong visit or randomizing the wrong subject). Thus, human

oversight remains needed.
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8. Data Monitoring and Audit Trail Review: Assign someone (or a team) the task of periodically
reviewing RTSM data and audit trails for red flags. This could be a Data Manager or an RTSM subject
matter expert (SME) on the study team. For instance, set a schedule (monthly or quarterly) to review
the audit trail of randomization entries: check if there were any unauthorized access attempts,
multiple failed login attempts (which could indicate someone guessing a password), or any data
changes (e.g., was a randomization ever reset or corrected?). If so, ensure there is a documented
reason and approval. Also, monitor system performance and incident logs - if the system had
downtime, was the contingency plan (e.g. use of manual backups) executed and documented? FDA
and EMA expect that any significant issues affecting trial conduct are reported in the trial report and
possibly to IRBs/ethics committees, so you need to have an eye on these. Many modern RTSM
systems provide dashboard reports — e.g. listing all randomizations, drug shipments, etc., which
can be reviewed for anomalies. Leverage those to spot trends like a site that has an unusually high
screen failure rate (maybe they misunderstand the system) or a site that hasn’t logged in recently
(maybe they're bypassing the RTSM, which is an issue). Essentially, use the RTSM'’s data to help
manage the trial — regulators favor this, noting that sponsors should use the system to provide
oversight of trial conduct (Are you equipped with an inspection-ready IRT? - AlImac) (Are you
equipped with an inspection-ready IRT? - Almac). If integrated with other systems (like EDC or
CTMS), also ensure those integrations are validated and monitored (missing data transfers can also
be a source of error). Any critical issues identified should be escalated via your quality management
system (e.g. as a deviation or CAPA). This level of active oversight demonstrates to inspectors that

you didn’t just set up the system and forget about it — you maintained control.

9. Documentation and TMF Filing: Maintain meticulous documentation related to the RTSM. This
includes the validation evidence discussed, but also configuration documents (what version of
software, what parameters set for this study), user manuals, training materials, and support records
(like a log of any helpdesk tickets from sites and how they were resolved). Many of these documents
belong in the Trial Master File (TMF) under the “IMP management” or “trial management” sections.
Ensure the randomization list (actual assignment list) is kept in a secure envelope or file, accessible
only to blinded statisticians until unblinding. Post-trial, store the RTSM database and audit trail in an
archive format (e.g. CSV extracts, PDF reports) so that if years later a regulator asks a question, you
can retrieve the data. Also, document compliance checks - for example, if you did vendor audits or
audit trail reviews, file those reports. A well-documented system greatly smooths inspections. One
pro tip is to create an “RTSM compliance binder” with all key documents, so that if an inspector
zeroes in on the RTSM, you can hand over the binder showing the system was qualified, validated,
monitored, etc. This level of readiness can turn a potential headache into a quick Q&A.

10. Continuous Learning and Improvement: Regulations and best practices evolve. Keep your team
updated with the latest guidances (such as FDA's draft guidance updates on electronic systems,
EMA's new guideline, ICH E6(R3) when finalized). Incorporate lessons from each study into the next.
For instance, if you encountered an audit trail review issue in one trial, update your SOPs or training
to prevent it going forward. Participate in industry forums or trainings about RTSM and compliance -
e.g. webinars by regulatory experts or conferences (DIA, etc.) — as these often share recent
inspection feedback. Also consider the future trends: RTSM systems are adding capabilities with
direct regulatory implications, such as integration with IoT devices for temperature monitoring (which
introduces new data to manage and validate) or using Al to forecast supplies (which regulators might
question the algorithm validation). Being ahead of the curve on understanding these will help ensure
compliance as the technology landscape shifts.
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By following these best practices, IT and clinical teams can substantially de-risk their RTSM
implementations. In essence, you want to demonstrate a state of continuous control: from
vendor selection, through validation, through active monitoring, to archive — the system and data
are under control and fully compliant. This instills confidence not only for regulators but also for
the study team that the trial's integrity is sound.

Real-World Example and Case Study

To illustrate the above recommendations, consider a hypothetical case study that draws on real
patterns observed in industry:

Case Study: PharmaCo is a US-based sponsor running a global Phase 3 trial for a new oncology
drug. They deploy an RTSM system to handle patient randomization (2:1 ratio drug vs placebo)
and to manage the supply of temperature-sensitive investigational vials to 100 sites across
North America, Europe, and Asia. Recognizing the importance of compliance, PharmaCo’s IT and
clinical operations team took the following approach:

* Vendor Selection: They evaluated three RTSM vendors. One was eliminated due to inability
to provide an audit trail export for review. They selected a vendor with a strong compliance
record and obtained their Part 11 attestation and past audit reports.

e Validation: PharmaCo worked with the vendor to configure the system for their protocol
(which included stratification by patient subtype). They wrote a validation plan and executed
over 50 test cases, including edge scenarios (e.g. patient rand only after all stratification
data entered, kit expiry handling, etc.). During UAT, they discovered a minor bug in the
inventory resupply algorithm - the system wasn’t accounting for holidays in shipping
estimates, which could have led to stock-outs. They logged this, the vendor patched it, and
they re-tested, demonstrating the fix before go-live. This prevented a potential compliance
issue in actual trial conduct.

e Training & SOPs: They conducted live webinar training for all site pharmacists and
coordinators, recorded it for future use, and provided a quick-reference guide. Their SOPs
mandated that monitors verify RTSM entries at each visit. Early on, a monitor caught that
one site was not randomizing patients on the day of consent as per protocol but batching
them a week later due to misunderstanding; this was corrected with retraining, ensuring
patient visits and randomization timing stayed compliant with GCP (and avoiding a protocol
deviation that could have alarmed FDA).

» Data Integrity Checks: PharmaCo’s data manager ran weekly reports from the RTSM and
noticed one patient appeared to be randomized twice (the system prevented a true
duplicate, but a second randomization was attempted). Investigating the audit trail, they
found the site had clicked randomize, gotten an error, and then retried successfully —
resulting in one assigned kit. The audit trail clearly showed the sequence and that no actual
duplicate occurred. They documented this in a note-to-file. When the FDA inspector later
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saw this patient had two randomization timestamps (which they noticed in the data listing),
PharmaCo was able to produce the audit trail and note-to-file explaining the harmless
technical glitch — satisfying the inspector that data integrity was maintained.

e Maintaining Blind: Midway, an urgent unblinding was requested for a patient with a severe
adverse event. The investigator used the RTSM's emergency unblind function, which logged
the action. The sponsor’s medical monitor confirmed it was necessary and the patient was
unblinded. All required notifications were made. Later, EMA inspectors examined this and
were pleased to find that the system had a tamper-proof audit trail of the unblinding with
date/time and reason, and that the envelope with the backup code remained sealed (as it
wasn't needed). This demonstrated adherence to the protocol and regulatory guidance on
handling unblinding (Best Practices for Randomization and Trial Supply Management
(RTSM) in Phase 3 Clinical Trials-IntuitionLabs).

e Inspection Outcome: During an FDA inspection for the trial, the inspectors spent
considerable time on the RTSM. PharmaCo presented their validation documents and
access control list. The FDA inspector specifically reviewed the audit trail around the time a
protocol amendment was implemented (which changed stratification factors). Because
PharmaCo had carefully managed the system update with a change control and validated
the new stratification logic, the audit trail showed a clean deployment with no data
anomalies. The inspector had no findings on the RTSM portion, and in the final close-out
meeting, even commented that the RTSM was well-managed. PharmaCo attributed this
success to the proactive compliance steps taken by the team.

This case, while hypothetical, highlights how diligent application of best practices can avert
issues: a bug was caught in testing, a site issue was caught by monitoring, an unusual data
occurrence was resolved and explained, and an emergency unblinding was handled with full
traceability. Each of those, if mishandled, could have led to regulatory findings or data problems.
Instead, PharmaCo's approach turned their RTSM into a strength during inspection — a source of
reliable data that regulators could trust.

Related Articles

For more information on this topic, you may find these related articles helpful:

e Best Practices for RTSM in Phase 3 Trials - A detailed guide on implementing and managing
RTSM systems in late-phase clinical trials

e AWS in the Pharmaceutical Industry - Learn how cloud computing is transforming
pharmaceutical operations, including clinical trial management

Conclusion
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Navigating the maze of regulatory compliance for RTSM/IRT systems is undeniably challenging —
it requires technical know-how, meticulous planning, and constant vigilance. However, by
understanding the core requirements set forth by FDA (21 CFR Part 11, GCP) and EMA (Annex 11,
GCP guidelines), and by recognizing that global standards (ICH GCP and others) largely
reinforce these principles, IT professionals and trial teams can build a solid foundation for
compliance. Key takeaways include the need to validate early and thoroughly, enforce rigorous
data integrity controls (ALCOA+), and maintain strong oversight of both technology and
process throughout the trial. Compliance is not a one-time task but a lifecycle commitment:
from system design and vendor selection, to ongoing use and monitoring, to archival of data.

Fortunately, the industry’s increasing experience with RTSM systems means we have more tools
and knowledge than ever to meet these obligations. Vendors often supply compliance-friendly
features, and guidances provide clarity on regulators’ expectations. By implementing the
practical strategies discussed — such as vendor audits, user training, audit trail reviews, and
robust SOPs — teams can preempt most issues. The statistics and examples cited show that
while noncompliance (especially around data integrity) has been common in the past, companies
who prioritize quality have largely been successful in avoiding major pitfalls. As the regulatory
landscape continues to evolve (with upcoming ICH E6(R3) and new data integrity guidances),
staying informed will be crucial.

In the end, an RTSM system that is well-designed and properly controlled not only satisfies
regulators but also adds tremendous value to a trial: it ensures reliable execution of the
randomization, proper tracking of investigational product, and provides real-time data that can
improve trial management. Compliance is thus both a duty and a benefit - it builds the trust that
the trial's results are credible. For IT professionals in pharma, working closely with quality and
clinical operations to embed compliance into RTSM implementation will pay dividends in smooth
trials and successful inspections. By following the guidelines and best practices outlined in this
article, teams can confidently navigate the regulatory requirements and leverage RTSM systems
to their full potential, advancing clinical research while staying firmly within the guardrails of
global GCP compliance.
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5. European Commission EudraLex Vol.4, EU GMP Annex 11: Computerised Systems, 2011 —
requires validated systems, risk management, audit trails, and periodic evaluation (Annex 11
Final 0910) (Annex 11 Final 0910).

6. ICH E6(R2) Good Clinical Practice Guideline, 2016 — Section 5.5.3 outlines validated
computerized systems with audit trails, security, and data integrity context (ICH: E 6 (R2):
Guideline for good clinical practice - Step 5) (ICH: E 6 (R2): Guideline for good clinical
practice - Step 5).

7. NIAID ClinRegs — China, Guidelines for Drug Clinical Trial Data Management (No. 63-2021),
NMPA - mandates validated electronic data systems ensuring integrity, with SOPs for
security, backup, and blinding (Clinical Research Regulation For China and United States-
ClinRegs) (Clinical Research Regulation For China and United States-ClinRegs).

8. Hogan Lovells, FDA Warns of “Important” Clinical Trial Protocol Deviations, 2021 — examples
include wrong treatment administration and failure to follow randomization scheme as
serious deviations (FDA warns of “important” clinical trial protocol deviations).

9. FDA Warning Letter Example (via CIMCON Software) - cited firm for unvalidated
spreadsheets allowing data deletion with no audit trail (Information Library / FDA Warning
Letters — CIMCON Software).

10. Applied Clinical Trials (Almac), Are You Equipped with an Inspection-Ready IRT?, 2019 -
discusses FDA's focus on IRT in biologics trials and the need for proper oversight (Are you
equipped with an inspection-ready IRT? - Almac) (Are you equipped with an inspection-
ready IRT? - Almac).

11. Perceptive Informatics Survey (cited in BioWorld) — ~65% of clinical trial respondents
worldwide use web-based RTSM systems (Perceptive Informatics® Global Survey Results
Show Significant ...).

12. BusinessResearchlinsights, Interactive Response Technology Market Report, 2023 — global
IRT market size $14.94B in 2023, projected $82.57B by 2032 (20.9% CAGR) (Interactive
Response Technology Market Size, Share, 2032).

13. Intuition Labs, Best Practices for RTSM in Phase 3 Trials, 2023 - recommendations for
vendor oversight (qualifying RTSM vendors and conducting CSV audits) (Best Practices for
Randomization and Trial Supply Management (RTSM) in Phase 3 Clinical Trials-
IntuitionLabs) and for user training/support to prevent errors (Best Practices for
Randomization and Trial Supply Management (RTSM) in Phase 3 Clinical Trials-
IntuitionLabs).
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14. EMA GCP Inspectors Working Group, Guideline on Computerised Systems and Electronic
Data in Clinical Trials, 2023 — defines ALCOA++ (including Traceable) and aligns EU
expectations with data integrity best practices (Guideline on computerised systems and

electronic data in clinical trials).
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only.
We make no representations or warranties of any kind, express or implied, about the completeness,
accuracy, reliability, suitability, or availability of the information contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or
its representatives be liable for any loss or damage including without limitation, indirect or consequential
loss or damage, or any loss or damage whatsoever arising from the use of information presented in this
document.

This document may contain content generated with the assistance of artificial intelligence technologies.
Al-generated content may contain errors, omissions, or inaccuracies. Readers are advised to
independently verify any critical information before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are
the property of their respective owners. All company, product, and service names used in this document
are for identification purposes only. Use of these names, logos, trademarks, and brands does not imply
endorsement by the respective trademark holders.

IntuitionLabs.ai is an Al software development company specializing in helping life-science companies
implement and leverage artificial intelligence solutions. Founded in 2023 by Adrien Laurent and based in
San Jose, California.

This document does not constitute professional or legal advice. For specific guidance related to your
business needs, please consult with appropriate qualified professionals.
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