E IntuitionLabs IntuitionLabs - Custom Al Software Development Integrating ChatGPT and AZure fOI‘ Secure Enterprise Data

from the leading Al expert Adrien Laurent

Integrating ChatGPT and Azure for Secure
Enterprise Data

By InuitionLabs.ai - 8/21/2025 + 55 min read

ai-compliance azure-openai-service chatgpt data-privacy data-security enterprise-ai

large-language-models microsoft-azure rag

Integrating ChatGPT and Azure
for Secure Enterprise Data

© 2025 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights reserved. Page 1 of 24


https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=integrating-chatgpt-and-azure-for-secure-enterprise-data.pdf
https://intuitionlabs.ai/articles/secure-chatgpt-azure-integration?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=integrating-chatgpt-and-azure-for-secure-enterprise-data.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=integrating-chatgpt-and-azure-for-secure-enterprise-data.pdf

E IntuitionLabs  IntuitionLabs - Custom Al Software Development
from the leading Al expert Adrien Laurent

Integrating ChatGPT and Azure for Secure Enterprise Data

Securely Integrating ChatGPT with
Microsoft Azure for Enterprise Data Access

Introduction

Enterprises are eager to harness the power of ChatGPT and GPT-4 for internal use — from
answering employee questions to analyzing confidential documents — but must do so with robust
security and compliance. By combining OpenAl’'s ChatGPT capabilities with Microsoft Azure
services, organizations can securely and compliantly access private company data and
documents. This report explores how businesses can integrate ChatGPT into their workflows
using Microsoft's ecosystem (Azure OpenAl Service, Microsoft 365 Copilot, etc.), all while
protecting sensitive data and meeting regulatory requirements. We discuss available integration
options, identity and network controls, data encryption, methods for connecting internal
knowledge sources (plugins, RAG, embeddings), compliance considerations (GDPR, HIPAA, ISO,
etc.), real-world case studies, and different deployment strategies. The goal is to provide a
comprehensive roadmap for leveraging generative Al on enterprise data without compromising
on security or compliance.

Integration Options for ChatGPT and Azure/Microsoft
Services

Azure OpenAl Service (AOAI): Microsoft's Azure OpenAl Service provides APl access to
OpenAl's models (GPT-3.5, GPT-4, etc.) hosted in Azure's cloud environment. It offers an
enterprise-ready solution with Azure's technical and business architecture designed for
organizational use microsoft.com. All prompts, completions, and other data stay within the
customer’s Azure tenant and are not shared with OpenAl or used to improve the base models
learn.microsoft.com. Azure OpenAl can be combined with other Azure services (storage,
databases, cognitive search) to build custom applications such as chatbots, content
summarizers, or code assistants on private data. Notably, KPMG chose Azure OpenAl "because
of its technical and business architecture” which allows fine-tuning on proprietary data while
meeting governance, risk, and regulatory requirements microsoft.com. This service
integrates with Azure's security features (Azure AD authentication, private networks, encryption
— detailed later) and inherits Azure's compliance certifications, making it a popular path for
enterprises to deploy ChatGPT-like capabilities internally.

Microsoft 365 Copilot: Microsoft 365 (M365) Copilot is an Al assistant built into the Microsoft
365 ecosystem (Word, Excel, Outlook, Teams, etc.) that uses GPT-4 to generate content and
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answer questions grounded in a user’s work context. It integrates with the Microsoft Graph,
meaning it can retrieve information from a user’s emails, OneDrive files, SharePoint sites, Teams
chats, and more - all securely within the tenant’s boundaries learn.microsoft.com. M365
Copilot respects existing identity and access controls: it only surfaces data the requesting
user already has permission to access (e.g. your own documents or those shared with you)
learn.microsoft.com. It also applies organizational policies (like sensitivity labels and data
retention rules) to its outputs learn.microsoft.com. This makes Copilot a powerful way to bring
ChatGPT's intelligence directly to end-user productivity scenarios (drafting emails, summarizing
meetings, analyzing spreadsheets) without exposing data outside. Copilot operates under the
same enterprise data protection terms as other Microsoft 365 services — Microsoft acts as a
data processor under the customer’s Data Protection Addendum (DPA) learn.microsoft.com
learn.microsoft.com, and prompts/responses are not used to train the underlying foundation
model learn.microsoft.com. In short, Microsoft 365 Copilot provides a managed, turnkey
integration of GPT-4 into everyday tools, leveraging internal M365 data in a compliant manner.

Bringing in External and Enterprise Data: Beyond data already in Microsoft 365, enterprises
often have other private data sources (SharePoint files, databases, intranet pages, third-party
SaaS systems). There are two primary approaches to integrate such data with ChatGPT/Copilot:

e Graph Connectors and Semantic Index: Microsoft Graph Connectors can index external data into
the Microsoft 365 search index (now enhanced as the Semantic Index for Copilot)
officegarageitpro.medium.com. Content from sources like file shares, SQL databases, or SaaS
platforms can be ingested (via built-in or custom connectors) and made searchable in Microsoft 365
officegarageitpro.medium.com. Copilot can then retrieve this pre-indexed, read-only information
when formulating answers to user prompts, just as it does with native M365 data. This method "pre-
indexes defined information used for retrieval with your prompts to drive the most relevant Al-
generated responses” officegarageitpro.medium.com. For example, an organization could index an
internal knowledge base or a CRM system into the Graph; when a user asks Copilot a question, it will
search those indexed contents (restricted to what that user is allowed to see) and use them to
ground the answer. This connector approach is ideal for data that is relatively static or can be
periodically indexed. It maintains the security trimming of results - i.e. Copilot will only retrieve

content that the user’s identity has access rights to, by leveraging the same permissions model in
the index.
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e ChatGPT Plugins and Real-Time Connectors: The second approach is using plugins or live API
connectors for real-time data retrieval. OpenAl’'s ChatGPT supports a plugin architecture where
third-party or custom-built plugins can be invoked during a chat session to fetch information or take
actions. Microsoft is aligning with this concept: managed and trusted plugins for Copilot can include
OpenAl plugins, Teams message extensions, or Power Platform connectors
officegarageitpro.medium.com. Unlike pre-indexing, plugins allow on-demand querying of live data
via APIs and can even perform write-back operations if permitted officegarageitpro.medium.com. For
example, a company could develop a ChatGPT plugin (or a Teams messaging extension) that queries
an internal CRM system or a ticketing database. When a user asks a question, the plugin is invoked
to pull the latest data (with the user’s credentials) and feed it into the GPT model's context.
Microsoft demonstrated this by using a Jira plugin (to fetch issue tickets) alongside a Graph
connector (to fetch an intranet KB article) in a single Copilot query officegarageitpro.medium.com -
Copilot combined both sources to produce an answer, including drafting an email to impacted users
and even allowing the user to update the Jira ticket from within Teams
officegarageitpro.medium.com officegarageitpro.medium.com. Both connectors and plugins
adhere to Microsoft’'s security, compliance, and privacy commitments, ensuring that
organizational boundaries and permissions are respected even when extending Copilot's reach
officegarageitpro.medium.com. Connectors are great for making large content stores available to
Copilot, whereas plugins are suited for transactional data or integrating interactive actions.

Retrieval-Augmented Generation (RAG) with Azure Cognitive Search: For custom
applications (outside of M365 Copilot) where an enterprise wants ChatGPT to answer questions
using its private data, a common pattern is Retrieval-Augmented Generation. RAG involves
coupling the GPT model with a search or retrieval system that can provide relevant context from
internal documents when answering a query learn.microsoft.com learn.microsoft.com. In Azure,
this is often implemented using Azure Cognitive Search (now Azure Al Search) plus Azure
OpenAl. The workflow is: a user's question is first sent to the search index to find the most
relevant documents or snippets; those results are then appended to the prompt given to GPT,
which generates a grounded answer learn.microsoft.com. This architecture (illustrated below)
ensures the response is based on the company’s content rather than just the model’s training
data, greatly reducing fabrication and making answers traceable to source documents
learn.microsoft.com microsoft.com.

Retrieval Augmented Generation Overview - learn.microsoft.com

Figure: Retrieval-Augmented Generation architecture using Azure Al Search and Azure OpenAl.
The orchestrator sends the user’s query to a search index (which contains enterprise data from
files, databases, etc.), then supplies the retrieved “knowledge” to the GPT model in the prompt.
The model’s response is thus grounded in the private data learn.microsoft.com. This allows
ChatGPT to work with internal documents securely, without retraining the model on those
documents.

Microsoft provides tools to facilitate RAG implementations. Azure Cognitive Search can index
content from various sources (SharePoint, Azure Blob Storage, SQL, etc.), including a preview
indexer for SharePoint Online that can ingest documents from SharePoint libraries
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learn.microsoft.com learn.microsoft.com. The search index can include vector embeddings of
text (enabling semantic similarity search) in addition to traditional keywords, to better match a
user’s question with relevant passages. Azure OpenAl has features called “Azure OpenAl on Your
Data” and “Assistants” which essentially streamline the RAG setup: you connect an Azure
Cognitive Search index (or other vector store) to the Azure OpenAl service, and it will handle
augmenting chat prompts with the retrieved content. When using "OpenAl on Your Data,” the
system will automatically vectorize queries, retrieve top results from the index, and include them
in the ChatGPT prompt learn.microsoft.com. This provides a relatively turn-key way to enable
ChatGPT-style Q&A over custom data sources. (Under the hood, it is doing what the RAG
pattern dictates: search, then answer). It's important to note that no extra training of the model
is required — the GPT model remains pre-trained on general data, and your private data is only
used at runtime as reference text learn.microsoft.com. This means your documents aren't being
used to modify the model’s weights; they remain separate and are only used in-memory during
each query.

Plugins vs. RAG vs. Fine-Tuning: A quick comparison - fine-tuning GPT on your documents
(i.e. training a custom model) is typically not the preferred approach for large, unstructured
corpora due to cost and risk (fine-tuned data could be memorized and might not respect per-
document access rules). RAG and plugin methods are more dynamic and security-friendly. RAG
gives the model only the snippets needed per query (and as noted, Azure OpenAl does not use
that data to retrain anything learn.microsoft.com learn.microsoft.com). Plugins similarly fetch
data on the fly. Each approach can be secured such that the user only sees what they should: for
instance, Cognitive Search can implement document-level security trimming by storing
access control lists or group IDs with each index entry, and filtering search results at query time
to match the user’s Azure AD group membership learn.microsoft.com learn.microsoft.com.
OpenAl plugins can require user authentication (OAuth flows) to ensure the user has rights to
the data the plugin provides. In summary, enterprises have a rich toolkit to enable ChatGPT to
work with internal data — from Microsoft-managed solutions like M365 Copilot with Graph
connectors, to custom-built RAG pipelines on Azure, to ChatGPT plugins — and often a
combination of these will be used to cover different needs.

Identity and Access Control Mechanisms

Strong identity and access control is the cornerstone of a secure ChatGPT deployment in an
enterprise. Microsoft's ecosystem leverages Azure AD (now Microsoft Entra ID) for
authentication and role-based access control (RBAC) across services:
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e Azure AD Authentication for Azure OpenAl: Azure OpenAl Service can be configured to require
Azure AD tokens (in addition to or instead of API keys) for API calls python.langchain.com. This
means that only users, service principals, or managed identities that have been granted appropriate
roles on the Azure OpenAl resource can invoke the model endpoints. Azure provides built-in roles for
Cognitive Services/OpenAl usage — for example, the Cognitive Services OpenAl User role can be
assigned to allow an identity to submit completions or chat requests, and the Cognitive Services
OpenAl Owner/[Contributor roles control resource management. By integrating with Azure AD,
companies can enforce multi-factor authentication, conditional access policies, and other identity
safeguards before anyone can use the internal ChatGPT-powered APls. All access attempts can be
logged through Azure AD and monitored.

e Role-Based Access Control (RBAC): Beyond authenticating users, RBAC ensures each persona
only has the minimum necessary permissions. For instance, you might allow a certain group of users
to query the Azure OpenAl service (for a chat assistant app), but only allow certain admins to deploy
new models or view telemetry. Similarly, if a plugin or middleware (like a web app orchestrator) is
calling the OpenAl API, it might do so using a managed identity that has restricted permissions. In
the Azure OpenAl on Your Data scenario, the service's managed identity needs specific access to the
Azure Cognitive Search index (e.g. the “Search Service Contributor” role) in order to retrieve data
during a chat on behalf of users learn.microsoft.com. Managed identities can also be used to access
underlying data sources (like Azure Storage, SQL) without embedding secrets. All these interactions
are governed by Azure AD tokens, which carry the identity context and can be audited.

e Microsoft 365 Identity Model: For Copilot in M365, identity is inherently the logged-in user’s Azure
AD account. Copilot inherits the permissions of the user and the organization’s policies
learn.microsoft.com. This means if a user has access to a SharePoint site or a set of documents,
Copilot can tap that content for that user’s questions; if they do not have access, Copilot won't see
or use it. The Al does not override or bypass permissions — it calls Microsoft Graph APIs under the
hood, which perform the usual access checks. Moreover, Copilot interactions can be logged and
audited via the Microsoft 365 compliance center (admins can see Copilot chat sessions, similar to
other user activities) learn.microsoft.com. This is crucial for compliance: if a user's query or the Al's
answer involved sensitive information, there's an audit trail. Azure AD Conditional Access policies can
also be applied to Copilot access (for example, requiring trusted devices or certain locations to use
Copilot features).
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e Granular Document Access Control in RAG: When building a custom ChatGPT solution that
accesses internal documents, it's important to propagate user permissions to the retrieval layer.
Azure Cognitive Search supports security filters as noted earlier: you can index documents with
metadata like "AllowedGroups: \ [GroupA, GroupB]” and then, when querying, supply a filter that only
returns documents where AllowedGroups contains one of the user’s groups learn.microsoft.com
learn.microsoft.com. Azure AD groups or even user IDs can be used for this purpose. The application
using ChatGPT would take the user’s identity, determine their group membership (via Microsoft
Graph), and add the appropriate filter string in the search query learn.microsoft.com. The Azure
OpenAl on Your Data feature can automate part of this: it allows enabling document-level access by
specifying the security field to use for filtering learn.microsoft.com. With this in place, even though
the GPT model itself doesn’t have a concept of user identity, the retrieval step ensures the model
only ever sees content the user is allowed to see. This prevents data leakage between users. In
effect, the combination of Azure AD + RBAC + search filters yields a multi-layered access
control: network calls are authenticated, resources are authorized, and search results are trimmed to
the user’s rights.

¢ Plugins and External Systems Authentication: In cases where ChatGPT is extended via plugins to
access enterprise systems, those plugins must handle identity as well. Typically, the plugin will use
an OAuth 2.0 authorization flow so that the user explicitly grants the plugin access to the data on
their behalf. For example, a ChatGPT plugin for an internal HR system might require the user to sign
in to that system (or to Azure AD if it's Azure-protected) and acquire a token that the plugin can use
for API calls. This way, the plugin is acting as the user, not as an all-powerful service. The plugin
should also enforce least privilege — e.g., if it only needs read access to certain data, the
corresponding app registration and token scopes should be limited to that. Microsoft's approach
with Teams message extensions and Power Platform connectors is similar: they often use a service
principal with specific delegated or application permissions to back-end APIs, or leverage on-behalf-
of flows to use the user’s identity.

Finally, it's worth mentioning administrative controls: Azure OpenAl resource can be isolated in
a separate Azure subscription or resource group with tight access, so only certain IT teams can
adjust it. Microsoft 365 Copilot has admin configuration too (an admin can enable/disable
Copilot features per app, or apply data access policies). Ensuring that only authorized personnel
can alter the Al integration (for example, changing which data sources are included, or adding
new plugins) is key to maintain security.

In summary, Azure AD provides the single sign-on and policy engine to regulate who or what can
invoke Al on corporate data, and all actions are traceable. By using RBAC roles, managed
identities, and security filtering, enterprises can tightly control data access in every layer of a
ChatGPT solution, ensuring users only get answers they're entitled to see. This addresses
one of the biggest concerns: preventing data leaks or privacy violations by the Al.

Network Isolation and Private Access

When deploying ChatGPT in an enterprise context, another critical aspect is network security -
ensuring that data in transit is protected and that the Al service is not exposed to unauthorized
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networks. Microsoft Azure enables a high degree of network isolation for Azure OpenAl and
related services:

¢ Virtual Network (VNet) Integration: Azure OpenAl Service can be configured with Azure Private
Link endpoints, allowing it to reside within a customer's virtual network. By using a private endpoint,
the service gets a private IP address in your VNet, and all traffic between your applications and
Azure OpenAl can flow through your internal network or VPN/ExpressRoute, rather than over the
public internet trendmicro.com learn.microsoft.com. In practical terms, you can disable public access
to the Azure OpenAl endpoint entirely and require clients to connect via the VNet. This ensures that
even if someone knew your service's public URL, they couldn’t reach it without being in your
network. It also allows on-premises systems to call the Al service through a secure tunnel (VPN or
Azure ExpressRoute circuit) as if it were an on-prem service, fulfilling “private network access
through Azure.” Microsoft's guidance for a fully locked-down deployment suggests placing Azure
OpenAl, Azure Cognitive Search, and storage accounts all behind private endpoints in a VNet, and
even deploying a VPN gateway so on-prem client machines can connect privately
learn.microsoft.com learn.microsoft.com. By doing so, enterprises achieve a network posture similar
to on-premises - the Al components are not reachable from the internet at large, reducing exposure.

¢ Network Security Controls: Within a VNet, standard Azure network security groups (firewall rules)
can be applied to further restrict which subnets or IPs can communicate with the Al services. For
example, you might only allow your application servers’ subnet to talk to the OpenAl private
endpoint, and nothing else. If using platform-as-a-service components, you can also enable service
endpoint policies or integrate with Azure Firewall to inspect traffic. The key is that all communication
to ChatGPT's APl is happening in a contained network environment under your control, eliminating
risks like man-in-the-middle attacks on the public internet or unauthorized clients hitting the
endpoint.

¢ No Data Egress to OpenAl or External Services: It's worth noting that Azure OpenAl is an Azure-
operated instance of the OpenAl model fully managed by Microsoft — it does not call out to
OpenAl's servers at runtime learn.microsoft.com. This is part of the network isolation story: the
model is hosted in Azure data centers, and your data never traverses to an external service (OpenAl
doesn’t see the traffic). Microsoft emphasizes this separation: “The Azure OpenAl Service is
operated by Microsoft... and the Service does NOT interact with any services operated by OpenAl
(e.g. ChatGPT or the OpenAl API)” learn.microsoft.com. All telemetry and monitoring for abuse is
handled within Azure. This design addresses data residency and privacy concerns — prompts stay
within the Azure region you choose (or within a defined geography, more on that below).

e Encryption in Transit: Even within private networks, Azure uses encryption for data in transit.
Connections to the Azure OpenAl REST API or chat endpoint require HTTPS (TLS 1.2+). The service
also enforces TLS for calls it makes between components (for example, if Azure OpenAl needs to
retrieve data from Azure Cognitive Search, that call will be over HTTPS as well). Thus, even if you're
not using a private network, your traffic is encrypted on the wire to prevent interception
learn.microsoft.com. Within a private VNet, encryption adds another layer on top of the inherent
isolation, achieving defense-in-depth.
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¢ Regional & Zonal Isolation: Azure OpenAl offers deployment options that can limit where the data is
processed. By default, if you deploy a model in, say, East US or West Europe, the prompts and
responses are processed in that region’s infrastructure (with possible intra-geography redundancy)
learn.microsoft.com. Recently, Microsoft introduced “Data Zone" deployments to better align with
data residency needs: for example, a DataZone EU deployment ensures the data stays within EU data
centers learn.microsoft.com learn.microsoft.com. There are also “Global” deployments which may
span multiple regions for resilience, but those might not be suitable if strict locality is required.
Enterprises concerned with GDPR or local regulations can choose regions strategically and be
assured by Azure's compliance boundaries that data won't leave that geography. (For Microsoft 365
Copilot, Microsoft has stated that EU-based tenants will have their Copilot LLM processing in the EU
Data Boundary by a certain timeline, ensuring compliance with EU data residency commitments

learn.microsoft.com.)

¢ On-Premises and Hybrid Scenarios: Some highly regulated organizations might choose to avoid
any external connectivity and rely on on-premises or self-hosted LLMs. While that's outside the
Azure scope, it's notable that Azure's approach can serve as a middle ground — you get cloud-scale
models but in a logically isolated manner. As one commentary put it, using Azure OpenAl in your own
Azure tenant with private networking “provides many benefits of on-prem (data residency and
isolation) while leveraging third-party model quality” rohan-paul.com. In other words, it's like having
a private Al service inside your virtual data center. If even Azure is not permissible for certain data,
organizations can explore Azure Stack or other on-prem deployments of models (e.g. open-source
models like LLaMA). However, those come with significant overhead and often reduced capability
compared to GPT-4. For most scenarios, an Azure private cloud setup with OpenAl strikes a
balance between security and performance.

e Web Access Considerations: If ChatGPT or Copilot is allowed to perform web searches as part of
answering (for latest information), that introduces an outbound connection (to Bing, typically).
Microsoft 365 Copilot, for example, may issue Bing web searches for questions that require up-to-
date info, but those queries are handled with privacy: they are anonymized (user and tenant info
removed) and not associated with advertising, nor used to retrain models learn.microsoft.com
learn.microsoft.com. They also fall under a different set of terms (since it's essentially using Bing as
a service). If web access is not desired, an admin can disable that component of Copilot. For Azure
OpenAl custom solutions, the developer controls whether the application calls out to any external
APls. Many enterprise solutions will deliberately not allow general web access, to keep the system
self-contained and avoid content that hasn't been vetted or that could be malicious (this also
reduces risk of prompt injection attacks via external content).

In summary, network isolation for ChatGPT in Azure is achieved through private endpoints,
restricted connectivity, and careful egress control. By treating the Al service as an internal
endpoint, enterprises can significantly reduce the risk of data exposure. Coupled with encryption
in transit and regional residency controls, this ensures that confidential data stays within
expected boundaries at all times (only traveling on trusted networks, and only to the locations
you've approved). These measures, alongside identity controls, collectively enforce that
ChatGPT can only be reached by legitimate users and systems, and that your data cannot be
snooped or leaked over networks.

© 2025 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights reserved.

Integrating ChatGPT and Azure for Secure Enterprise Data

Page 9 of 24


https://learn.microsoft.com/en-us/azure/ai-foundry/responsible-ai/openai/data-privacy#:~:text=Prompts%20and%20responses%20are%20processed,using%20a%20Global%20deployment%20type
https://learn.microsoft.com/en-us/azure/ai-foundry/responsible-ai/openai/data-privacy#:~:text=In%20addition%20to%20standard%20deployments%2C,and%20responses%20may%20be%20processed
https://learn.microsoft.com/en-us/azure/ai-foundry/responsible-ai/openai/data-privacy#:~:text=resource%20located%20in%20the%20United,stored%20at%20rest%2C%20such%20as
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy#:~:text=EU%20traffic%20stays%20within%20the,Microsoft%20365
https://www.rohan-paul.com/p/data-security-and-privacy-precautions#:~:text=100B,calling%20a%20public%20API%20over
https://learn.microsoft.com/en-us/copilot/microsoft-365/enterprise-data-protection#:~:text=Web%20queries%20have%20their%20own,data%20handling%20practices
https://learn.microsoft.com/en-us/copilot/microsoft-365/enterprise-data-protection#:~:text=,experiences%20that%20rely%20on%20Bing
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=integrating-chatgpt-and-azure-for-secure-enterprise-data.pdf
https://intuitionlabs.ai/articles/secure-chatgpt-azure-integration?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=integrating-chatgpt-and-azure-for-secure-enterprise-data.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=integrating-chatgpt-and-azure-for-secure-enterprise-data.pdf

E IntuitionLabs  IntuitionLabs - Custom Al Software Development
from the leading Al expert Adrien Laurent

Integrating ChatGPT and Azure for Secure Enterprise Data

Data Encryption and Protection

Data security is paramount when dealing with private company information. Microsoft provides
robust encryption and data handling measures for both Azure OpenAl and Copilot scenarios:

e Encryption at Rest: All data stored by Azure services is encrypted at rest by default using strong
encryption algorithms (AES-256). Azure OpenAl Service automatically encrypts any customer data it
persistently stores (for example, fine-tuning data or conversation history if you use the Azure OpenAl
"Threads" feature) learn.microsoft.com learn.microsoft.com. This encryption is transparent — you
don't have to do anything to enable it, and it helps meet organizational security commitments
learn.microsoft.com. Microsoft uses FIPS 140-2 compliant cryptography for this purpose
learn.microsoft.com. Moreover, Azure offers the option of Customer-Managed Keys (CMK) for
many services, including Azure OpenAl. With CMK, an enterprise can bring its own key (stored in
Azure Key Vault) and have that key used to encrypt the data at rest, instead of (or in addition to)
Microsoft's managed keys learn.microsoft.com learn.microsoft.com. This gives the organization
ultimate control: they can rotate or revoke the key to render the data unreadable if needed. Azure
OpenAl's CMK support applies to certain data (such as fine-tuning training data and model
snapshots) and requires enabling a system-managed identity to access the Key Vault holding the key
learn.microsoft.com learn.microsoft.com. Many enterprises opt for CMK (a form of “Bring Your Own
Key") to satisfy internal cryptography policies or regulatory requirements for control over encryption.
In addition, other Azure data stores that might be used in a solution (like Azure SQL, Blob Storage,
Cognitive Search indexes) also support CMK. For instance, Azure Cognitive Search allows double
encryption: data is already encrypted with service keys, but you can add a layer with your own Key
Vault key for indexed content learn.microsoft.com learn.microsoft.com. This level of encryption
means even if an attacker somehow accessed the stored data, without the keys (which the enterprise
controls) the data is useless. In Microsoft 365 Copilot’s case, it leverages the existing M365
encryption — customer content in Exchange, SharePoint, etc., is encrypted at rest, and Copilot's
intermediate handling of prompts/responses in the system memory is transient. Microsoft 365 also
has features like Customer Key (for certain data at rest in Exchange/SharePoint) which some
organizations use for an added encryption layer.

e Encryption in Transit: As mentioned earlier, all communications with the Al (prompts, responses,
plugin API calls, etc.) are protected via HTTPS. OpenAl's enterprise APl and Azure's endpoints both
require TLS 1.2+ which ensures data cannot be read in transit by eavesdroppers rohan-paul.com.
Additionally, if you have a private network setup, data may travel over encrypted VPN tunnels or
private fiber (ExpressRoute). Microsoft 365 Copilot traffic inside the Microsoft cloud is also
encrypted. For example, when Copilot retrieves data through Graph APIs, those calls are on secure
channels. The encryption in transit also covers data going between Microsoft's data centers if
needed for redundancy. Enterprises should enforce that clients only use secure protocols — which
Azure and M365 do by default — so that no piece of information goes over the wire in plaintext.
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e Data Segregation and Isolation: Beyond encryption, Azure and Microsoft 365 ensure that one
tenant’s data is logically separated from others’ In Azure OpenAl, every customer’s data and fine-
tuned models are isolated — “your prompts and completions are NOT available to other
customers” learn.microsoft.com. There’s no intermingling of data across tenants. Microsoft 365
Copilot likewise isolates each tenant's index and data (that Semantic Index we discussed is tenant-
scoped, and even within that, personal data is further isolated per user)
officegarageitpro.medium.com. This multi-tenant isolation is fundamental to cloud security and is
audited in Microsoft's compliance certifications (e.g. SOC 2).

¢ Retention and Data Use Policies: A key concern is what happens to the prompts and outputs — are
they stored, and if so, for how long and for what purpose? Azure OpenAl by default does not use
your prompts or data to improve any models learn.microsoft.com, and it does not share them with
OpenAl LLC. Microsoft may retain data for a limited time for abuse monitoring (to check for policy
violations) learn.microsoft.com learn.microsoft.com, but managed customers can apply for even
stricter controls on that if needed. OpenAl’'s own enterprise offering similarly promises zero data
retention by default — for example, Morgan Stanley’s collaboration with OpenAl was predicated on
OpenAl’'s “zero data retention policy” so that proprietary data remains private openai.com. In
Microsoft 365 Copilot's case, prompts and responses are considered Customer Data under the DPA
and thus are handled with the same care as an email or document would be learn.microsoft.com.
Microsoft has stated that Copilot prompts and responses are not written to persistent storage — after
the Al generates the answer and it's delivered, that specific interaction isn't saved in a database
(aside from transient logs for troubleshooting or auditing). And importantly, as noted, none of that
data is used to train the underlying GPT-4 model learn.microsoft.com or any other foundation model.
This addresses concerns that asking questions about sensitive documents might somehow leak
those into a global model — Microsoft explicitly commits that it will not happen learn.microsoft.com.

¢ Auditing and Monitoring: Data protection also means being able to monitor access to data. Azure
OpenAl integrates with Azure Monitor logging — you can enable logging of request details (without
content) and monitor usage patterns, including which user or app made calls (if using AD auth). You
can set up alerts for unusual spikes or for disallowed content attempts. Microsoft also provides
content filtering in Azure OpenAl to detect and block certain categories of harmful or sensitive
content in prompts or outputs (e.g. hate speech, sexual content, Plls) learn.microsoft.com. These
filters add a layer of data protection by preventing the system from outputting something that
violates compliance (for example, you could tune it to prevent certain sensitive data from being
echoed back by the model). In M365 Copilot, administrators have the ability to review Copilot use
and even the option to disable it for certain users if needed. Audit logs capture Copilot interactions
(metadata, not the full text) which can be important in forensic analysis or compliance reporting
learn.microsoft.com.

e Compliance Encryption (TLS): Just to reinforce, TLS encryption of data in transit is a must-have for
compliance (HIPAA, PCI, etc. all demand strong encryption for any sensitive data crossing networks).
OpenAl’'s enterprise APl and Azure both meet this with TLS1.2+ and modern cipher suites rohan-
paul.com. Enterprises should ensure any integration (e.g. if you build your own plugin or use a third-
party connector) also enforces HTTPS - e.g., the plugin’s API endpoints should have valid
certificates and not allow downgrade to insecure protocols.
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e Advanced Techniques: Some cutting-edge research is looking at techniques like homomorphic
encryption or secure enclaves for Al processing, where the model could potentially operate on
encrypted data. These are not yet mainstream due to performance issues rohan-paul.com. However,
Azure does have a service called Azure Confidential Computing (using hardware enclaves) that could
in theory run models with extra secrecy (OpenAl models are not currently available in that form, but
it's an area to watch). For now, the practical approach is to use the controls above and minimize
sending ultra-sensitive information to the model if not necessary (data minimization). For example, if
only certain fields of a document are needed for analysis, avoid sending personal identifiers that
aren't needed, etc. Tokenization (part of the model’s processing) means the data is broken into
subwords and not stored as raw text anywhere in memory for long, but it's still wise to be cautious
about what you feed the model. Some enterprises even mask or redact sensitive fields before
sending a prompt if they only care about the non-sensitive context.

In conclusion, data in a ChatGPT+Azure scenario is protected by layers of encryption and
governed by strict data handling policies. At rest, your data is locked down with keys (yours
and/or Microsoft’s); in transit, it's enveloped in TLS encryption; and by policy, it remains your
data (Microsoft is just a processor) and is not used beyond serving your queries. These
measures, combined with isolation and identity, give confidence that an enterprise can use these
Al tools without inadvertently exposing data in an insecure manner. Microsoft's compliance
envelope (discussed next) further attests to these protections.

Compliance and Security Considerations

Deploying Al on enterprise data requires compliance with various regulations and industry
standards. Fortunately, Microsoft's services and OpenAl’'s enterprise offerings have been
designed with compliance in mind, helping organizations meet obligations like GDPR, HIPAA, and
others:
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¢ Regulatory Compliance (GDPR, HIPAA, etc.): Microsoft Azure and Microsoft 365 are well-
established in terms of compliance certifications and regulatory support. Azure OpenAl Service is
covered under the same compliance framework as other Azure services. This means it can be used in
compliance with ISO/IEC 27001 (information security management standard), SOC 2 Type Il
(audited security controls), HIPAA (health data protection, with a BAA in place), FedRAMP for U.S.
government, GDPR in the EU, and more rohan-paul.com. In fact, as a writer notes, “Microsoft’s Azure
OpenAl is covered by Azure’s ISO 27001, HIPAA, and FedRAMP compliance” rohan-paul.com.
Microsoft provides a Products & Services Trust Center where one can find the list of certifications
Azure OpenAl has attained or is in process for. If an enterprise signs a BAA (Business Associate
Agreement) with Microsoft for Azure, Azure OpenAl can be included to handle PHI (Protected Health
Information) in text form simbo.ai. Microsoft 365 Copilot, likewise, is bound by the Microsoft 365
compliance framework. Microsoft explicitly states Copilot supports GDPR compliance, the EU Data
Boundary, and will respect data subject rights learn.microsoft.com. They also mention support for
HIPAA for Copilot (with proper configuration under a BAA) learn.microsoft.com. So, an organization
in healthcare could use Copilot internally as long as they have a BAA and have configured data
policies correctly — for example, not allowing Copilot to use any connector or data that isn't covered
by the BAA. The key is that Microsoft acts as a Data Processor for your content, which is critical for
GDPR - meaning they only process data under your instructions and as per the DPA. All the standard
contractual protections (DPA, GDPR Terms, etc.) that you have with Microsoft 365 or Azure apply to
Copilot and OpenAl services learn.microsoft.com learn.microsoft.com. This is a big advantage over
using a raw public Al service without such agreements. With OpenAl’s own enterprise API, similar
commitments are available — OpenAl offers a Data Processing Addendum and will sign BAAs for
enterprise customers rohan-paul.com rohan-paul.com, ensuring that use of their API can be
compliant (OpenAl states API data is not used for training unless you opt in, which aligns with privacy
requirements rohan-paul.com). Still, many enterprises prefer Azure's offering since Microsoft has a
long track record with compliance and the data stays within Azure's audited controls.

e Responsible Al and Ethical Use: Microsoft has developed a Responsible Al Standard that governs
how they build and deploy Al models. For Azure OpenAl, Microsoft requires customers to apply for
access and provide intended use cases, partly to ensure alignment with responsible Al principles
(they won't approve obviously high-risk uses like automated hate speech generation, for instance).
Azure OpenAl includes content filtering to detect and remove or mask outputs that contain
disallowed content categories learn.microsoft.com. These filters help organizations avoid
inadvertently violating policies or laws by generating inappropriate or harmful text. Additionally,
Microsoft encourages customers to perform their own testing and validation of model outputs — for
example, checking for biased or incorrect outputs — especially if the Al will be used in decision
making. Microsoft 365 Copilot and Azure OpenAl both have guardrails to mitigate risks like data
leakage or misuse. As an example, Copilot is designed to respect user privacy - it won't reveal
personal info from someone else’s document to you if you wouldn’t normally have access. And if a
user tries to get Copilot to do something problematic (like divulge sensitive info or perform some
unethical task), the system will likely refuse or produce a safe completion due to the underlying
OpenAl alignment and Microsoft's filters. Enterprises should also train their employees on
responsible usage: e.g., verifying Al outputs (Copilot often cites sources for business data, and users
should double-check those sources), and not blindly acting on Al suggestions that could be wrong.
In regulated contexts, Al outputs may need human review before use — which is something many
companies implement as a policy.
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¢ Privacy and Data Minimization: GDPR and similar laws emphasize data minimization and purpose
limitation. This means you should only use personal data as necessary for the task and ensure you
have a legal basis. If ChatGPT is being used to analyze personal data, the enterprise should consider
the lawful basis (often legitimate interest or consent) and document it in privacy notices. Because
Azure OpenAl and M365 Copilot don't use the data for anything beyond the service, the enterprise
remains in control of it, which helps in meeting GDPR requirements (Microsoft's DPA covers this). If a
user were to, say, ask Copilot about an individual's data, Copilot is just surfacing what's already
accessible to that user in Microsoft 365 — it's not exposing new personal data beyond what the user
could find by searching manually, which is an important nuance. Features like audit logs, retention
policies, and the ability to delete data also aid compliance. For instance, if a GDPR Data Subject
Request came in to delete personal data, the enterprise would ensure that any content that was
indexed for Copilot (emails, documents) is deleted from Microsoft 365, and thus it won't appear via
Copilot either (Copilot doesn't have its own separate database of user data; it uses the existing
Microsoft Graph content).

e Security Certifications: Enterprises often ask: does this service meet our security requirements?
Azure OpenAl and Microsoft 365 are covered by a broad array of certifications beyond those
mentioned: ISO 27018 for cloud privacy, ISO 27701 for privacy information management, PCI-DSS
(though likely not applicable since credit card numbers shouldn’t be processed by GPT without
tokenization), and more. Microsoft Cloud services also undergo audits for CSA STAR, NIST 800-53,
and country-specific schemes. If an enterprise is in finance or healthcare, they should check if any
additional attestations are needed (for example, FINRA rules for financial data — while not directly a
certification, using Copilot to draft communications in finance should follow internal compliance
approvals). The Microsoft Responsible Al program also influences these deployments - for
example, Microsoft 365 Copilot has a Customer Commitments document that includes an Al
Customer Copyright Commitment (Microsoft will defend customers if Copilot’s output
inadvertently infringes copyrights, under certain conditions) learn.microsoft.com
learn.microsoft.com. This kind of assurance is important for legal compliance and risk management
when using generative Al to create content. It de-risks the adoption in scenarios like marketing
content or software code generation.
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e Real-World Enterprise Security Measures: Many real-world deployments combine the above
practices. For instance, in the Morgan Stanley case (one of the first big financial firms to deploy
GPT-4 internally), they built a comprehensive evaluation and guardrail process. They developed an A/
assistant for financial advisors that can answer questions based on the firm's internal research
documents openai.com openai.com. To satisfy compliance, they created a rigorous evaluation
framework to test the Al on real use cases and measure its accuracy and reliability before scaling up
openai.com openai.com. They also integrated daily quality checks and compliance controls — for
example, ensuring that generated answers meet the firm's standards and don't violate any regulatory
guidelines for communications openai.com. Morgan Stanley emphasized that OpenAl’s zero data
retention guarantee was key to addressing security concerns, so their proprietary data wouldn’t be
used outside the system openai.com. This was likely formalized in their contract as well. So a lesson
is: when deploying, engage not just IT but also compliance officers to define acceptable use and
review outputs, especially early on. Another example: Ballard Spahr, a law firm, used Azure OpenAl
to create tools for legal research and proposal writing, but they did so in a "safe way that keeps our
data and our clients’ data confidential” microsoft.com. This included building on the "trusted
Microsoft Cloud” with proper security configurations microsoft.com. Law firms handle highly
sensitive client info, so they cannot risk data leaks — their approach involved limiting scope (the Al
could only access an internal document repository and templates they chose) and ensuring the
infrastructure was secure (private Azure environment). KPMG, in adopting Azure OpenAl, specifically
noted their focus on building trust, increasing accuracy, and mitigating risk, with the Azure
architecture helping provide "accurate lineage of information” (traceability) microsoft.com. They also
incorporated the Al into existing compliance processes — for example, if using it to analyze tax data,

the outputs would still go through human review and the normal audit trail.

e Content Moderation and Data Loss Prevention: Enterprises may integrate Al outputs with existing
DLP (Data Loss Prevention) systems. For instance, if Copilot tried to include a piece of sensitive
info (like a credit card number or social security number) in an output, ideally DLP would catch that if
it violates policy. Microsoft hasn't explicitly said Copilot integrates with DLP policies yet, but
sensitivity labels are inherited (so if a document is labeled “Highly Confidential” and Copilot uses info
from it, the output could potentially be treated as such). At a minimum, organizations should update
their DLP and monitoring to account for Al usage — e.g., watch for unusual patterns like large text
being output or many questions about a certain sensitive topic, which could indicate abuse. Azure
OpenAl's content filters can be configured to prevent certain data from being output (for example,
you might classify certain regex patterns as sensitive and have the model stop if those appear). All
these help prevent the Al from becoming a vector for data leaks, intentional or not.

In essence, compliance is not a blocker to using ChatGPT in the enterprise when using
Microsoft's ecosystem — it's an enabler. The combination of Azure's compliance coverage,
contractual safeguards (DPA, BAA), technical security measures (encryption, isolation), and
organizational controls (policies, user training, audit) allows even regulated industries to adopt
these tools. Companies should conduct a Privacy Impact Assessment (PIA) or similar due
diligence when rolling out such solutions, documenting how data flows, how it's protected, and
what mitigating controls are in place for identified risks (Microsoft's documentation on
responsible Al even suggests this kind of process learn.microsoft.com learn.microsoft.com). By
doing so, enterprises can satisfy both their internal risk management and external regulators
that deploying ChatGPT on internal data is being done thoughtfully and securely.
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Real-World Examples and Case Studies

Many organizations have already begun integrating ChatGPT and Azure OpenAl into their
operations. Here we highlight a few illustrative examples across industries, demonstrating the
range of use cases and the importance of security/compliance in each:

¢ Morgan Stanley (Financial Services): As mentioned, Morgan Stanley Wealth Management created
an internal Al assistant powered by GPT-4 to help financial advisors quickly retrieve information from
the firm's vast knowledge base of research and documents openai.com openai.com. The goal was to
save advisors time (no more sifting through hundreds of PDFs manually) and provide faster, more
informed answers to client queries. Importantly, this was done in a highly regulated industry
(finance). Morgan Stanley partnered directly with OpenAl and invested in a rigorous evaluation
process to ensure the Al's responses were accurate, compliant, and high-quality openai.com
openai.com. They developed custom “evals” (evaluation tests) to compare GPT-4's answers to what
human experts would say, refining the prompts and retrieval methods iteratively openai.com
openai.com. One achievement was scaling the system to handle an ever-expanding library (100,000+
documents) and still answer essentially any question advisors ask openai.com. Compliance-wise,
they incorporated daily regression testing to catch any drift or errors, and they leveraged OpenAl’s
zero-data-retention option so that none of their data would be retained on OpenAl's side
openai.com. Morgan Stanley’s success is evident: 98% of advisor teams now actively use the Al
assistant, and access to documents increased dramatically (from 20% of relevant content found to
80%) openai.com openai.com. This shows that with the right controls and collaboration between IT,
compliance, and Al experts, even strict sectors can safely embrace ChatGPT to drive productivity. It
also highlights the importance of grounding - the Al always cites sources from the internal content
(advisors can click and read the original source if needed), which builds trust in the tool's answers.
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e Ballard Spahr (Legal Industry): Ballard Spahr is a large U.S. law firm that worked with a Microsoft
partner (Neudesic) to build two Al tools using Azure OpenAl — one called “Ask Ellis” and one called
“Ballard X-Ray” microsoft.com microsoft.com. These tools address common pain points in legal
services: Ask Ellis helps lawyers draft communications (like emails) with generative Al assistance,
using pre-built prompts to ensure quality and consistency microsoft.com. Ballard X-Ray is
particularly interesting: it's a cloud-based repository and interactive agent that can store
thousands of legal documents (e.g., prior case files, RFP responses, or research memos) and allows
lawyers to search and chat with those documents using Azure OpenAl microsoft.com
microsoft.com. For example, a lawyer can ask X-Ray to find specific clauses or precedents across a
large set of documents, getting an answer quickly instead of manually reading through binders of
material. By implementing this, Ballard Spahr reportedly cut non-billable research time by 60% and
saves around $2 million in what would have been unbilled hours or opportunity cost microsoft.com
microsoft.com. From a security standpoint, the firm was clear: they “want to use Al in a safe way that
keeps our data and clients’ data confidential” microsoft.com. To do so, they built the solution on
Azure's secure infrastructure designed for compliance-first industries like legal microsoft.com.
The data (client documents, etc.) stays in their Azure tenant, protected by encryption and access
controls. They likely also limited the Al's knowledge scope — it only has access to the documents
they feed into Ballard X-Ray, which are from their internal systems. Any sensitive client information
thus doesn't go to any external system; it's processed within Azure under the firm's controls. This
case demonstrates that even law firms, who are extremely cautious about confidentiality (attorney—
client privilege, etc.), have found a way to leverage ChatGPT technology by using Azure's enterprise
features.

* KPMG (Professional Services): KPMG, one of the Big Four accounting firms, has been actively
exploring Azure OpenAl to transform services like auditing and tax. In a Microsoft case study, KPMG
leaders express that Azure OpenAl will help “augment and maximize our current capabilities” with
intelligent automation and knowledge enhancement microsoft.com microsoft.com. A concrete
example given is in tax data classification for Environmental, Social, and Governance (ESG) reporting:
Azure OpenAl is used to help identify and categorize tax-related data, pulling the right information
and predicting tax categories, which improves accuracy in public tax disclosures microsoft.com. This
kind of task involves handling sensitive financial data and ensuring absolute accuracy (since errors
could mean misreporting taxes). KPMG chose Azure OpenAl in part because it allowed them to fine-
tune models on their own data securely and provide lineage - i.e. trace outputs back to source
data for verification microsoft.com microsoft.com. They emphasized trust and risk mitigation:
knowing how the model came to a conclusion is critical in audit/tax scenarios (regulators or clients
might ask, how did the Al arrive at this number?). Azure's ecosystem allows them to log and trace
model inputs/outputs and integrate with their existing data governance. Also, because Azure OpenAl
doesn’t mingle their data with others’ KPMG can maintain client confidentiality and comply with
regulations on data separation. They likely also appreciated Azure's compliance portfolio (given
KPMG's global presence, they need adherence to many standards). KPMG's approach shows how
generative Al can speed up and enhance professional services (imagine auditing much larger
datasets in shorter time, or providing insights that were previously buried in documents), but it has
to be done in a governed way. KPMG even built an Al Center of Excellence to oversee these projects,
indicating the level of oversight they apply.
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e Other Examples: There are many emerging examples: BMW has used Azure OpenAl to analyze and
generate software documentation for engineers; Shell has experimented with GPT for safety reports;
NVIDIA (though a tech company) integrated Microsoft 365 Copilot internally to boost employee
productivity while keeping IP secure. We also see smaller companies and startups leveraging Azure
OpenAl for customer service chatbots that connect to internal knowledge bases (with one example
being an insurance company creating a policy Q&A bot that only uses their policy documents). On
the ChatGPT plugin side, some enterprises have built internal plugins for things like querying
inventory databases or HR FAQs — these remain private to their org’s ChatGPT Enterprise instance.
Microsoft itself is integrating Copilot across its products — e.g., GitHub Copilot (for code) was one
of the first, and it runs in a SaaS model where customer code snippets are not retained and undergo
filtering to avoid leaking secrets. Microsoft's own use can be a case study: they had to ensure GitHub
Copilot didn't violate open-source licenses by regurgitating large chunks of code verbatim — hence
they implemented an Al safety measure to detect and suppress outputs that are too similar to
training data (which an enterprise could analogously do for their data if needed, using content filters

or comparisons).

Each of these cases underlines a few common themes: start with a pilot or specific use case,
implement the Al with security/compliance from day one (choose the right platform, restrict data
access, etc.), thoroughly test and evaluate outputs, and gradually scale up usage once trust is
established. The payoff can be substantial — time saved, new insights generated, better client
service — but it only comes with user trust, which in turn comes from demonstrating the Al is
reliable and secure. By leveraging Azure and Microsoft's enterprise tools, these organizations

could focus on innovation rather than reinventing security frameworks.

Deployment Strategies Comparison

Enterprises have multiple options for deploying ChatGPT capabilities, each with its pros, cons,
and best-use scenarios. Below is a comparison of different strategies, from using OpenAl's
public services to fully internal deployments, with a focus on how they balance ease of use with
security and compliance:

Deployment

Description Security/Compliance Pros Cons/Considerations
Strategy
— Data goes to an external cloud (OpenAl's
servers); requires trust in OpenAl’s security and
Using OpenAl's own location (primarily US data centers, which may
APl endpoint (or - Quick to set up; OpenAl offers be a GDPR concern unless using regional
ChatGPT web Ul) enterprise terms (data not used options).
OpenAl over the internet, for training by default) rohan- — Lacks native integration with Azure AD for
Public API with no Microsoft paul.com and SOC 2 compliance. identity; you'd manage APl keys or OpenAl's own
(Cloud) Azure involvement. — No infrastructure to manage; auth.
This includes always latest model updates from — Fewer network controls (can’t put OpenAl's
ChatGPT Enterprise OpenAl. service in your VNet).
hosted by OpenAl. — Must separately negotiate DPA/BAA with
OpenAl for compliance (OpenAl can do this, but
some regulators prefer Azure's framework).
Microsoft Using OpenAl models - Data stays within your Azure — Requires an Azure subscription and expertise
Azure OpenAl via Azure's platform, environment (not sent to to set up (though Azure OpenAl is
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Deployment
Strategy

Service

Microsoft
365 Copilot

Custom
Solution with
Plugins/APIs

IntuitionLabs - Custom AI Software Development
from the leading Al expert Adrien Laurent

Description

in your Azure tenant.
Deployed as an Azure
resource with region

selection.

Using GPT-4
integrated in
Microsoft 365 apps
(Teams, Outlook,
Word, etc.) as a
managed service by
Microsoft. Suited for
end-user
productivity.

Building a tailored
application or
ChatGPT Plugin that
connects to internal
systems (e.g., using
ChatGPT's plugin
interface or a
bespoke app using
Azure OpenAl).

Security/Compliance Pros

OpenAl's servers)
learn.microsoft.com; not used to
train OpenAl models
learn.microsoft.com.

— Azure AD integration for auth
and RBAC controls on who can use
the service. learn.microsoft.com
- Private networking options
(VNet, private link) to isolate
traffic learn.microsoft.com.

— Covered by Azure's compliance
certifications (ISO, HIPAA,
FedRAMP, GDPR DPA, etc.) rohan-
paul.com.

— Full Azure monitoring, logging,
and integration with other Azure
data services (facilitating RAG
with search, etc.).

- Turnkey solution with Microsoft
managing the Al - no development
needed.

— Data and prompts are within the
M365 tenant, covered by the same
DPA and privacy commitments
as other Office 365 services
learn.microsoft.com
learn.microsoft.com.

- Honors existing identity and
permission model (no risk of
unauthorized data access)
learn.microsoft.com.

— No data leakage: data isn't used
to train models
learn.microsoft.com, and outputs
can be controlled with admin
policies. Microsoft provides
security safeguards (content
moderation, blocking of sensitive
info, etc.).

- Simplifies compliance - aligns to
M365's GDPR, HIPAA support
(with BAA) learn.microsoft.com.

- Highly flexible: you can
integrate any data source or
workflow (SharePoint, databases,
SAP, etc.) with ChatGPT's
intelligence.

— If using ChatGPT plugins via
OpenAl, you can keep the plugin
host internal — the plugin makes
calls to your systems, so data
retrieval happens under your
control (only the user’s query and
plugin’s formatted answer go
through ChatGPT).

- If building your own app with
Azure OpenAl, you can achieve

Integrating ChatGPT and Azure for Secure Enterprise Data

Cons/Considerations

straightforward, the surrounding architecture for
a full solution can be complex).

— Model availability may slightly lag the OpenAl
public releases (Azure vets models before
deployment).

— Cost is via Azure usage (comparable to
OpenAl's, but need to manage Azure cost
optimizations).

— Throughput limits and quotas might apply per
instance; need to design for scaling if heavy use.

— Only works within M365 ecosystem — primarily
Office documents, emails, chats. To use external
data, you must set up Graph Connectors or
plugins (additional work)
officegarageitpro.medium.com
officegarageitpro.medium.com.

— It's a paid add-on with per-user licensing; can
be costly for large orgs if widely enabled.

— Less customizable: you cannot fine-tune the
model or deeply modify its behavior (beyond
some prompt engineering via “Copilot Studio” for
custom scenarios).

— Some data (like web search queries if enabled)
may go to Bing which is outside the EU Data
Boundary until Microsoft transitions that — a
consideration for strictly local data requirements
learn.microsoft.com learn.microsoft.com.

— Development effort required: building and
maintaining the plugin or app, handling
authentication flows, etc. You need skilled
developers familiar with Al and security.

— With ChatGPT plugins, user prompts still go
to OpenAl (so you have to trust OpenAl with the
question being asked, which might contain some
info). The plugin’s response goes through the
model as well. Enterprise Plugin deployments
(via ChatGPT Enterprise) can mitigate this by
restricting who can install the plugin and using
corporate ChatGPT instances.

— You must ensure the plugin or app itself is
secure (it can't inadvertently expose data to the
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Deployment

Description
Strategy

Running a Large
Language Model on-
premises or in a

. private cloud (e.g.,
On-Premises

LLM
Deployment

using open-source
models or an Al
appliance) without
relying on OpenAl or
Azure's managed

service.

Security/Compliance Pros

complete isolation and tailor
security (e.g., custom verification
steps, additional encryption of
certain fields, etc.).

- Ultimate data control: nothing
leaves your data center — good for
ultra-sensitive environments.
Addresses concerns for
organizations that simply cannot
send data offsite under any
circumstance rohan-paul.com
rohan-paul.com.

— Can be configured to meet niche
compliance needs beyond
standard cloud offerings (you
control physical access, custom
logging, etc.).

— No external dependency — won't
be affected by cloud outages or
policy changes by providers.

Integrating ChatGPT and Azure for Secure Enterprise Data

Cons/Considerations

wrong user, must handle errors safely, etc.). This
adds security testing burden.

— Heavy lift: hosting a GPT-scale model is
extremely demanding (requires specialized
hardware like GPU clusters, and ML engineering
expertise). Costly to procure and maintain
infrastructure for it.

— Models may be less capable if using open-
source alternatives (though they are improving).
For GPT-4 level performance, on-prem is
currently impractical for most (some vendors
offer GPT appliances, but they are expensive and
still not as advanced as OpenAl's latest).

— No automatic updates: you don’t get model
improvements unless you retrain or install new
versions. Responsible for your own tuning and
safety mitigations entirely.

— Scaling to many users or large workloads can
be challenging and expensive.

As the table above suggests, most enterprises gravitate toward either Azure OpenAl or Microsoft

365 Copilot, or a hybrid of both, because these offer strong security with relatively lower effort

compared to fully DIY approaches. For instance, a likely scenario is: an organization enables

Microsoft 365 Copilot for general knowledge worker tasks (leveraging its built-in security and
ease of use), and for more specialized applications (say an internal expert chatbot on company

policies), they build a custom app using Azure OpenAl with a Cognitive Search index. This way,

they use Copilot where it shines, and Azure OpenAl where custom integration is needed.

Public vs. Azure API: If an enterprise is deciding between using OpenAl’s API directly or

Azure's, some key factors are: data residency and integration. Azure OpenAl is often chosen if

the data is sensitive (since it ensures no data goes to the public internet and offers compliance
assurances) rohan-paul.com. If the enterprise already has an Azure footprint, it's usually simpler
to go with Azure OpenAl so that identity (AD) and networking (VNets) are consistent. However,
some cutting-edge features or models might appear on OpenAl’s platform first — for example, if
OpenAl releases GPT-4.5 or some plugin feature and Azure doesn’t have it yet, a business might
use OpenAl for that specific capability in a limited way. In those cases, they might still mitigate
risk by using OpenAl's enterprise tier (with a strong contract in place) and not include highly
sensitive data in prompts.

Hybrid and Edge Considerations: Microsoft has indicated interest in bringing Al to the edge in
the future (e.g., via Azure Stack or on-prem containers for limited models). Currently, Azure
OpenAl doesn't have an "on-prem container” offering the way some Cognitive Services do, but if
that emerges, it could allow a sort of middle-ground: running the model within an on-prem
appliance but still under Azure's management umbrella. Until then, truly air-gapped
environments will have to rely on open models or no Al at all, which is why many regulated
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industries are instead leveraging Azure Government cloud (Azure OpenAl is available in Azure
Government as well, meaning it meets even higher compliance like DoD IL5, etc.).

In summary, there isn't a one-size-fits-all deployment — it depends on an enterprise’s risk
tolerance, existing cloud strategy, and needs for control vs convenience. Microsoft's
ecosystem provides a spectrum: from fully managed (Copilot) to fully self-driven (custom
Azure apps), all under a compliance-supported umbrella. By evaluating the options and possibly
combining them, enterprises can roll out ChatGPT solutions that fit their specific use cases while
maintaining security and compliance at every step.

Conclusion

Integrating ChatGPT and generative Al into the enterprise is a transformative opportunity — it can
turn siloed company data into a conversational knowledge base, automate tedious tasks, and
augment employee capabilities. As we have detailed, doing this in a secure, compliant manner
is not only possible but well-supported by Microsoft and Azure's offerings:

e Azure OpenAl Service gives organizations a way to harness OpenAl’s powerful models (like GPT-4)
with enterprise-grade security: Azure AD for identity, network isolation via VNets, encryption of data
at rest and in transit, and a promise that your data stays private to your organization
learn.microsoft.com learn.microsoft.com. It serves as the foundation for custom Al applications that
can tap into private databases, files, and other data sources — using patterns like retrieval-
augmented generation to keep the Al's answers grounded and factual learn.microsoft.com
learn.microsoft.com.

e Microsoft 365 Copilot brings ChatGPT's capabilities directly into the tools employees use every
day, all while respecting the existing security model of Microsoft 365 learn.microsoft.com. It's a
prime example of Al integration that “just works"” with corporate data — no data migrations or
exposures needed — and it carries over Microsoft's compliance commitments (GDPR, HIPAA, etc.) to
the Al realm learn.microsoft.com learn.microsoft.com. With connectors and plugins, Copilot can even
reach beyond Microsoft 365 and pull in data from other enterprise systems, without compromising
on security officegarageitpro.medium.com officegarageitpro.medium.com.

¢ Identity and access control are central across both approaches: Azure AD provides unified
authentication and authorization, ensuring only the right people (or processes) can invoke the Al and
only the right data is used. Techniques like security filtering on search results learn.microsoft.com
and careful scoping of plugin permissions ensure principle of least privilege is maintained, even
when ChatGPT is interacting with vast troves of internal information.

¢ Network and data security measures — from private endpoints to encryption and regional isolation —
create a safe environment for data to flow to the Al models. Enterprises can essentially treat the Al as
an internal microservice, contained within their secure cloud perimeter learn.microsoft.com. All
communications are encrypted learn.microsoft.com, and options like customer-managed keys put
organizations in control of encryption keys learn.microsoft.com, satisfying stringent internal policies.
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¢ Compliance and responsible Al practices overlay all of this, ensuring that using ChatGPT doesn’t
mean bending any rules. Whether it's adhering to data protection laws (with MSFT's DPAs and
certifications) rohan-paul.com, protecting patient or financial data, or simply making sure the Al
outputs don't go off the rails (with content filters and human oversight) learn.microsoft.com,
enterprises have the tools to deploy Al with confidence. Case studies like Morgan Stanley, Ballard
Spahr, and KPMG show that with the right strategy, even highly regulated or sensitive sectors can
reap the benefits of ChatGPT while keeping regulators, clients, and risk managers satisfied that data
is safe and compliance is met.

Moving forward, companies adopting these technologies should continue to involve cross-
functional teams — IT, security, compliance, legal, and the business — to govern Al use. Periodic
reviews, model evaluations, and user training are recommended to maintain trust and
effectiveness. Microsoft and OpenAl will undoubtedly continue to enhance features for private Al
usage (we might see more granular controls, audit-friendly features, or even on-prem
deployments down the line). Staying updated with these developments will help enterprises
refine their deployments.

In conclusion, enterprises can indeed unlock the value of ChatGPT on their private data by
leveraging Azure and Microsoft's rich integration options. By combining state-of-the-art Al with
enterprise identity, connectors, network controls, and compliance support, organizations can
create powerful, secure Al solutions — from intelligent chatbots that “know"” your business, to
copilots that supercharge employee productivity — all without compromising on the safeguards
that enterprise IT demands. The path to enterprise Al is open, and with the right approach, it
leads to innovation with security and compliance built-in every step of the way.

Sources:

e Microsoft Learn — Azure OpenAl Service Documentation (security, networking, RAG):
learn.microsoft.com learn.microsoft.com learn.microsoft.com learn.microsoft.com
learn.microsoft.com learn.microsoft.com

e Microsoft 365 Copilot Documentation — Enterprise data protection and connectors:
learn.microsoft.com learn.microsoft.com officegarageitpro.medium.com
officegarageitpro.medium.com

e Case Studies — Morgan Stanley (OpenAl Blog), Ballard Spahr (MS Customer Story), KPMG (MS
Story): openai.com microsoft.com microsoft.com microsoft.com

e Rohan Paul (Independent analysis) — Data security and privacy for LLMs: rohan-paul.com rohan-
paul.com

¢ Medium (Microsoft Mechanics) — Copilot external data via connectors/plugins:
officegarageitpro.medium.com officegarageitpro.medium.com

e Microsoft Customer Stories — Azure OpenAl in action: microsoft.com microsoft.com
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs
leads the US market in custom Al software development and pharma implementations with proven
results across public biotech and pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies including Scilex
Holding Company (SCLX) and leading CROs across North America.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11
compliance expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years
in software development, multiple successful exits, and patent holder. Recognized as one of the top
Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs,
chatbots, and ERP systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private
cloud Al infrastructure for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data
conversion, automated document analysis, and intelligent data extraction from clinical and regulatory
documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and
custom field force applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants,
and automated customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory

management solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and
real-time pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring,
and custom data visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and

implementation guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only.
We make no representations or warranties of any kind, express or implied, about the completeness,
accuracy, reliability, suitability, or availability of the information contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or
its representatives be liable for any loss or damage including without limitation, indirect or consequential
loss or damage, or any loss or damage whatsoever arising from the use of information presented in this
document.

This document may contain content generated with the assistance of artificial intelligence technologies.
Al-generated content may contain errors, omissions, or inaccuracies. Readers are advised to
independently verify any critical information before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are
the property of their respective owners. All company, product, and service names used in this document
are for identification purposes only. Use of these names, logos, trademarks, and brands does not imply
endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in
pharmaceutical and biotech companies. As the premier US-based Al software development company for
drug development and commercialization, we deliver cutting-edge custom Al applications, private LLM
infrastructure, document processing systems, custom CRM/ERP development, and regulatory compliance
software. Founded in 2023 by Adrien Laurent, a top Al expert and multiple-exit founder with 20 years of
software development experience and patent holder, based in the San Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your
business needs, please consult with appropriate qualified professionals.

© 2025 IntuitionLabs.ai. All rights reserved.
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