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Executive Summary

The collection and use of contact information for U.S. healthcare professionals (HCPs) — including email
addresses and mobile phone numbers - is governed by a complex web of legal, ethical, and practical
considerations. On one hand, health systems, research organizations, and industry entities often need to reach
providers for legitimate purposes (clinical coordination, research surveys, medical education, product updates,
etc.). On the other hand, HCPs value their privacy and professional autonomy; unsolicited or deceptive outreach
can erode trust and violate regulations. In recent years, a combination of federal laws (like the TCPA and CAN-
SPAM Act), state privacy statutes, and industry self-regulatory codes have increasingly shaped how and
whether contact lists can be assembled and used. Ethical sourcing of HCP contact data thus means obtaining
email and mobile/SMS information legally, transparently, and with respect for recipients’ preferences.

This report examines the historical context, current practices, laws, and ethical guidelines surrounding HCP
contact data. It covers public and private data sources (e.g., AMA Masterfile and licensed databases, the CMS
NPI registry, professional networks, data brokers), and analyzes their legality and trustworthiness. We find that
the gold-standard HCP data (the AMA Physician Masterfile) is often licensed through vetted database vendors,
but it does not include email addresses (' www.sgim.org) (! www.sgim.org). Other sources (state medical board
listings, hospital directories, professional societies) may provide business addresses and phone numbers, but
rarely mobiles or personal email. To obtain email and SMS contacts, organizations typically rely on specialized
marketing databases or opt-in networks, which claim (or must demonstrate) compliance with privacy rules. For
example, one marketing provider advertises "verified and up-to-date” HCP emails and phone numbers sourced
from “authoritative” public directories, emphasizing HIPAA and CAN-SPAM compliance (\*! intuitionlabs.ai).
However, users of such data must carefully vet how it was collected (scraping vs. explicit consent) and always
honor opt-out requests.

From a communications standpoint, even ethically obtained contacts must be handled right. Federal law
requires opt-out links in any commercial email (CAN-SPAM Act) and generally mandates prior express consent
for autodialed or automated texts to cell phones (TCPA) (:°lintuitionlabs.ai) (! www.dnc.com). In practice, this
means organizations must use clear opt-in processes (often double opt-in) and allow easy unsubscribing.
Educational or value-added content is important: studies show that personalized, relevant messaging
dramatically improves response. For instance, a nurse recruitment campaign reported a 22% positive response
by using highly targeted, opt-in email lists with transparent sourcing and opt-out mechanisms ('°'
nursecontacts.com). Conversely, unsolicited emails have low engagement: a U.S. survey found only a 4.5%
response rate when doctors were invited by email vs. 11.8% by postal mail (/¢!

bmemedresmethodol biomedcentral.com) (! pme.ncbi.nim.nih.gov). However, web/email methods are cheaper, and
modern data verification can update contacts quarterly to mitigate attrition (10-15% of physicians move or
change jobs each year (\°! www.pharmaceuticalcommerce.com)).

Looking ahead, HCP contact ethics will remain dynamic. Privacy laws are tightening (e.g. California’'s CCPA adds
disclosure requirements for personal data sales), and providers themselves are increasingly protective of their
information. On the other hand, digital health trends (smartphone apps, telehealth, Electronic Health Records)
will likely make mobile and web outreach more common — but under stricter guardrails. Organizations must
anticipate new regulations (potential federal health privacy legislation or expanded Do Not Call lists) and
evolving professional norms. Overall, ethically sourcing HCP contact data requires due diligence at every step:
choosing reputable data partners, securing explicit permissions, complying with all regulations, and prioritizing
transparency and respect for the clinician’s time and privacy.

Introduction
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In the digital age, the ways in which healthcare professionals (HCPs) are contacted for information, marketing,
or collaboration have multiplied. Hospitals, research groups, public health agencies, and industry
(pharmaceuticals, medical devices, etc.) often reach out to physicians, nurses, and other providers via email or
mobile phones to coordinate care, invite participation in studies or continuing education, deliver important
clinical updates, or engage in product marketing. At the same time, doctors and other providers have grown
increasingly skeptical of unsolicited outreach and protective of their contact information. Ethically sourcing a
provider's email address or mobile number thus means balancing legitimate communication needs against

privacy, respect, and legal compliance.

This report delves into how organizations can legally and ethically acquire and use U.S. HCP email and mobile
contacts. We begin with background on HCP contact data — who counts as an HCP, and how contacting them
has evolved historically — before reviewing the complex legal landscape: privacy and anti-spam laws, healthcare
regulations, and industry guidelines that govern outreach. We then analyze various data sources: from public
listings like the CMS NPI registry and state licensure databases, to licensed physician directories and
commercial data vendors. We scrutinize each for availability of email/mobile fields and for ethical considerations
(e.g. consent, data accuracy, opt-out provisions).

Next, we examine communication channels themselves. Email and SMS offer powerful, low-cost touchpoints,
but they carry risks of spam complaints or legal action if misused. We outline best practices for crafting such
communications — emphasis on opt-in consent, message transparency, relevance, and allowing easy opt-out —
and cite studies showing how these practices affect response rates.

The report also incorporates case studies and data. For example, a randomized trial of oncologists recruited
via the AMA Masterfile showed only ~4.5% response to email invites versus ~11.8% by postal mail (1°!
bmcmedresmethodol.biomedcentral.com), illustrating that simply having email addresses does not guarantee
engagement. By contrast, a hospital system used a vetted opt-in email list and saw ~22% positive response in
recruiting nurses (I°! nursecontacts.com). We include tables summarizing key U.S. laws/regulations and common
data sources, with focus on email/SMS. Wherever possible, assertions are backed by cited sources: regulations,
scholarly studies, and industry reports.

Finally, we discuss implications and future directions. Emerging technologies (e.g., healthcare apps or Al agents)
may offer new ways to reach HCPs, but also new privacy pitfalls. Meanwhile, global trends (such as Europe's
GDPR-like standards) and state laws in the U.S. will continue to add constraints. The fundamental conclusion is
that due diligence and transparency are paramount. Ethical HCP contact sourcing means using only
legitimate, consented data sources; keeping data up-to-date; and respecting communication preferences. As a
result, organizations will not only stay compliant and avoid penalties, but will also earn trust from the medical

community worth far more than any short-term gain from a poorly handled outreach.

Historical and Professional Context

Historically, communications with physicians and other HCPs were largely analog: letters, printed journals, fax
blasts, and phone calls via office lines. Professional directories (like the American Medical Association Physician
Directory or state licensure lists) were the primary sources of physician names and business addresses.
Importantly, physician contact information was traditionally treated as professional data, not personal
information — but sensitivity still applied. Even before digital email, medical associations enforced ethical
standards.For example, the history of the AMA Physician Masterfile dates back decades as a resource for
surveys and credentialing (\°) www.pharmaceuticalcommerce.com) (" www.sgim.org). In turn, the AMA did not
distribute personal emails or phones; its focus was on official practice addresses and licensure data ("

www.sgim.org) ([2] www.sgim.org).
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With the advent of the Internet and smartphones, new methods appeared. By the late 2000s and 2010s, many
HCPs routinely used email and mobile devices. Yet studies noted that doctors were still relatively late adopters
of new tech compared to other professions. For example, a 2010 Bloomberg Law article observed that
physicians lagged in using computers or smartphones in practice, though “killer apps"” have since emerged (/%!
news.bloomberglaw.com). By the 2020s, smartphone ownership among physicians is high (many carry multiple
clinical apps) (") pme.nebi.nim.nih.gov). The digital shift made email and SMS appealing channels: nearly free
and nearly instantaneous. Promoters of digital outreach quickly touted cost-effectiveness: an email campaign
or text message blast costs a fraction of traditional mail or in-person calls.

At the same time, the potential for intrusiveness grew. Unsolicited emails (spam) and robocalls became
widespread across industries, and HCPs began noticing. It became common practice for doctors to ignore
suspicious emails or to register clinic phones on “Do Not Call” lists. Medical boards and associations also raised
privacy as an issue. For example, some states’'have (at times) considered restricting publication of doctors’ full
contact info to protect against harassment. (One 2021 Kentucky case noted concerns about publicly listing
doctors with disciplinary records (!'?! www.citizen.org), though that was about discipline, not contact data
specifically.)

Overall, the professional ethos in medicine emphasizes patient confidentiality and evidence-based practice. By
ethical extension, many believe providers' personal contact details merit protection as well. Industry guidelines
reflect this: codes of ethics (for pharma, medtech, etc.) stress transparency and prohibit misuse of patient and
provider information, even if rarely mentioning email addresses explicitly ('*! eu.m3.com)
(journals.cambridgemedia.com.au). In short, there is a long-standing expectation that any contact with doctors
should be respectful and not deceptive. As we discuss next, this expectation has gradually been encoded into
law and professional codes in the U.S.

Legal and Ethical Framework

The ethical sourcing of HCP contact data is constrained by U.S. laws and regulations, alongside professional
self-regulation. Figure Table 1 (below) summarizes key U.S. federal laws.

Regulation |

Applies To Key Provisions Implications for HCP Contact

Law

Requires that commercial emails (including Emailing doctors for promotions or

CAN-SPAM Act
(2003)

TCPA (1991;
2010 rev.)
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All commercial
email (any
industry)

Calls/texts to
phones (esp.
cell phones)

marketing to professionals) have a clear
subject line (no deception), identify the
sender, include a valid postal address, and
include a functioning unsubscribe link ([3]
intuitionlabs.ai). Recipients must be given a
way to opt out.

Must obtain prior express written consent to
use automated calling or text systems on cell
phones. Emergency & purely informational
(non-marketing) calls have more lenient
consent (telephone or email suffices) under
the Health Care Rule. Landline exceptions
permit some prerecorded calls to residential
phones (e.g. appointment reminders by

doctors) (‘4‘ www.dnc.com).

invitations counts as “commercial
email.” Must include opt-out and proper
headers ([3] intuitionlabs.ai). Even
"business” emails are treated under
CAN-SPAM unless they meet certain
work-related exceptions.

Mobile numbers: any automated SMS or
call for marketing requires the highest
level of consent. (Even if the dialer is
manual, it's safest to assume TCPA
coverage.) Doctors' personal cell
phones are protected. Some limited
"healthcare exemptions” exist under
HIPAA (see below) but primarily for
patient communications, not for

marketing to providers (W

www.dnc.com).
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Regulation |
Law

HIPAA Privacy
Rule (1996)

Do-Not-Call
(DNC) rules
(TCPA subpart)

CCPA
(California,
2020)

Other state laws
(e.g. Virginia
CDPA, various
do-not-call
statutes,
healthcare
provider identity
laws in some

states)

Applies To

Protected
Health
Information
(PHI)

Telemarketing
calls to
residential
phones

Personal Data
of CA residents

Varies by state

HCP Contact Data: A Guide to Ethical Sourcing & Laws

Key Provisions

Governs disclosure of patient-identifiable
health information by covered entities. Does
not directly regulate providers’ own contact
info, unless that info is itself contained in
patient records. Requires patient authorization
for uses of PHI beyond
treatment/operations/public interest.

Prohibits calls using recorded messages or
auto-dialers to numbers on the national DNC
registry, without certain exemptions. HCPs
generally register clinic numbers, so many
work lines are covered if autodialed for
marketing (unless calling for legitimate
business-to-business reasons).

Grants Californians rights to know, delete, and
opt-out of sale of their personal information.
"Personal information” includes business
contact details if linked to a person (e.g.
"professional or employment-related
information”) ([wa] resdac.org). May require
data providers to disclose sources and not

“sell” physician data to third parties without
notice.

Typically echo federal rules or impose
additional consent requirements. Some states
restrict use of “network” providers' data for
marketing. Others have privacy laws covering
broader personal data collections.

Implications for HCP Contact

Generally not directly triggered when
obtaining a directory of providers.
However, if contact data is derived
from patient charts or other PHI (e.g.
pulling a specialist’'s name from a
chart), HIPAA consent rules could
apply. Best practice: source data only
from non-PHI contexts, or ensure
proper authorizations when patient
contexts are involved.

If a physician’s home or office phone is
on the DNC list, automated marketing
calls or texts violate the rule. The DNC
does not forbid all B2B calls, but using
auto-dialers or prerecorded voice on a
registered number is unlawful without
an exemption. Hand-dialed calls to
business lines are usually exempt.
Reference-based communications (e.g.
follow-up on patient care) may be
allowed under FCC health-care

exceptions (VH www.dnc.com).

For California-licensed HCPs, their
email/phone could be “personal data”.
Organizations must honor opt-out of
sale and be transparent if soliciting
their info for marketing lists. Ethical
sourcing aligns with CCPA principles:
no hidden data purchases of doctor
info, and identify where data came from
if asked.

When targeting HCPs in multiple states,
one must also comply with stricter local
laws (e.g., Minnesota's aggressive anti-
spam standards, or if any state passes
HIPAA-like patient privacy laws
affecting providers). It is prudent to
review local regulations on
telemarketing and data privacy by
state.

Table 1: Summary of key U.S. laws affecting outreach to healthcare professionals. Each requires caution with

unsolicited messaging and often mandates opt-in/out procedures.

Several points emerge from Table 1. First, there is no special federal exception allowing companies to spout

unsolicited marketing to doctors without following the same rules as general consumers. For email, CAN-SPAM

applies to both consumer and business emails (I°! intuitionlabs.ai). For SMS/calls, the TCPA's strict rules on

automated communications apply unless a narrow “health care messaging” exemption is met () www.dnc.com)

— but those exemptions primarily concern clinic-to-patient reminders under HIPAA, not vendor-to-physician
advertisements. In other words, if a company uses bulk SMS or robocalls to reach physician mobile phones

with marketing content, it must obtain the highest level of permission beforehand.

HIPAA is often misunderstood in this context. Technically, HIPAA's Privacy Rule protects patient data, not
provider contact lists. One could compile a list of doctors’ emails and phones and URLE those lists for business
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marketing without triggering HIPAA, provided that information did not come from patient charts. However, good
ethical practice mandates that health organizations avoid exploiting patient-provider relationships. For example,
a health system should not glean colleagues’ emails from the internal patient database and then use them for
external marketing. So while HIPAA doesn't expressly forbid using publicly available professional emails, it does
forbid misusing patient encounters to gather contacts.

In addition to laws, industry and professional codes add layers of expectation. The Pharmaceutical Research and
Manufacturers of America (PhRMA) Code and the Advanced Medical Technology Association (AdvaMed) Code
emphasize truthful communication with providers. For instance, AdvaMed's U.S. Code of Ethics forbids paying
providers to induce use of products, and requires accuracy in promotional materials. While these codes don’t
directly talk about email lists, they signal that companies must interact with clinicians honestly and maintain
proper records of interactions (journals.cambridgemedia.com.au). Companies found to be spamming doctors
risk not only legal penalties, but also losing industry trust. Professional organizations (like medical boards) have
similarly cautioned members to protect their own contact data and to disclose how they use it.

Case law has occasionally addressed related issues. Notably, Kentucky's legislature once required all licensed
physicians to provide email/phone to the state board (the "Pepper Act”); this was struck down by Kentucky's
courts (on free speech grounds) in 2001 (\"°) www.law.cornell.edu). Later cases highlighted that while providers
generally have a right to practice, patients must trust confidential communications. This backdrop reinforces
that there is no universal obligation for doctors to expose personal contact details; any list acquisition is a
deliberate choice by the collector, not a right.

In summary, ethically reaching HCPs means more than clever data gathering; it means following the spirit
and letter of these laws. Key principles include: obtain email/SMS contact through permissions (opt-in or opt-
out mechanisms), honor all unsubscribe requests, clearly identify who is contacting and through what source
the contact was obtained, and restrict content to appropriate professional purposes. Next, we examine the
practical side: where and how organizations acquire these contacts, and how those methods must align with the
ethical framework above.

Sources of HCP Contact Information

For ethically sourcing HCP contact information, it is crucial to use legitimate channels — ideally those that either
provide contacts publicly or with consent. The table below compares common sources of healthcare
professional contact data:

Contact Data .
Source Typical Content

. Ethical/Legal Considerations
Provided

Masterfile covers all U.S. physicians (MDs and DOs) but
contains only name, practice address, board

Demographics . -
certifications, etc. Access via licensed Database Vendors

(age, specialty, . . .
(DBLs) with strict agreements. Lists must be updated

practice address, .
frequently due to physician turnover (10-15% move

Mailing address,  NpJ, etc.). No email
specialty,
licensure

AMA Physician

' annually ("®] www.pharmaceuticalcommerce.com)). Use
Masterfile & AMA DBLs

or mobile numbers.
M1 . is generally allowed for research or mailouts, but

(*" www.sgim.org) X

email/SMS must come from other sources (DBLs may add
email by separate consent panels). The AMA licensees

Www.sgim.org) vet buyers for data security (UGW

www.pharmaceuticalcommerce.com).

CMS/NPPES (NPI

Practice address NPI (unique

Publicly downloadable via CMS. Contains every provider

Registry) and phone provider ID), name, with NPI (physicians, nurses, etc.). Data is FOlA-exempt
(often work) credentials, information (no disclosure limits). Ethically safe to use for
practice identifying/business addresses. But because no
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Source

State Medical Board
Directories

Hospital/Clinic Staff
Directories

Professional
Societies/Conferences

Online physician
profiles (e.g. Doximity,
LinkedIn)

Commercial Data
Vendors [ Brokers

Self-identified Opt-in
Subscriptions

Contact Data
Provided

Business
address/clinic
phone
(occasionally
email for board
contact)

Business email
or phone (office
lines)

Emails (opted-in
members), event
attendee lists
with business
emails/phones

Varied. Profiles
on Doximity
often have
institutional or
personal emails;
LinkedIn has
messaging only.

Emails, phone
(sometimes
mobile), fax

HCP personal
email or mobile
(only if the HCP
explicitly signed
up)

Typical Content

addresses,

taxonomies, phone.

No emails or
mobile personal

numbers. ([14]

resdac.org)

Licensed provider
names with
specialty,
addresses, state
licensure status.
Rarely includes
personal mobiles.

Practice group or
hospital website
lists: physician
name, title,
sometimes
institutional email
or pager.

Member
directories,
meeting attendee
lists. Must opt into
directory or
purchase attendee
list.

Doctors list
specialties,
employers; some
networks allow
email addresses.

Aggregated from
multiple sources:
publications,
subscriptions, opt-
in forms, license
data.

E-newsletter
signups, webinar
registrants,
professional
surveys etc.
Providers gave

HCP Contact Data: A Guide to Ethical Sourcing & Laws

Ethical/Legal Considerations

email/mobile, one must still obtain those via other means.
Requires DUA (data use agreement) for bulk download
(W” resdac.org); cannot republish personal data beyond
allowed scope. Generally used to verify identity, not

direct marketing.

These are public records in each state. Ethically
permissible to scrape or query (though terms of use
vary). Often outdated; physicians can sometimes resign
from listings to limit unwanted contacts (see
controversies). No guarantee data accuracy. Use is
allowed, but email/mobile usually not provided. State lists
may restrict reuse; some explicitly forbid marketing use
(read the fine print).

These reflect the physician’s institutional contact info.
Ethically OK as public/business info. Caveat: staff
directories often intend to facilitate patient
care/business, not sales outreach. Direct copying from
website may violate Terms of Service. If used, clearly
identify source (e.g. "from publicly available [Hospital]
directory”). Typically no mobile phones.

Mailing lists sold by associations (e.g.American College of
Physicians) or provided to exhibitors. Obtaining contacts
via conference networking (e.g. scanning badges) is
ethically acceptable if attendees agreed. Always honor
society policies on list usage; often the society acts as
intermediary (you contact members on their behalf).
Usually opt-in, so this is one of the most ethical ways to
get emails/SMS.

Platforms like Doximity (exclusive doctor network) or
Sermo require HCP signup, so any contact info posted
there is voluntary. Using these for networking is fair.
However, using automated tools to scrape these sites is
prohibited. One may connect and ask permission.
LinkedIn/IP features should be used per their privacy
policy. Accounts are generally B2B-maintained.

Vendors (e.g. IQVIA, SK&A/Dendrite, IntuitionLabs, etc.)
compile and sell HCP lists. Ethically viable only if their
data is acquired with consent and sources are
transparent. Some vendors claim “verified" lists and

compliance with CAN-SPAM/HIPAA (1°! intuitionlabs.ai).
Buyer must perform due diligence: ensure the vendor
respects opt-out requests, updates data, and does not
include illegally harvested info. The onus is on users to
maintain opt-out suppression and consent records.
Vendors often offer B2B exemptions (non-cell phones
might not need TCPA consent), but care must be taken
with mobile.

This is the most ethical source: the HCP has explicitly
provided contact for communication. Maintain a database
of opt-in HCPs (with timestamp). Always respect
unsubscribe. Because this is consent-based, CAN-SPAM
and TCPA rules are easier (still apply, but some internal
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Source

Web Scraping [ Public
Search

Peer-to-Peer/Referral

Contact Data
Provided

Potentially
anything listed
publicly
(addresses,
sometimes
email)

Contact info
provided by
colleague
networks

Typical Content

contact for specific
info/outreach.

Crawling websites
or directories for
contact details.

A colleague gives a
trusted contact's
email/phone for a
professional reason
(e.g. consult on a
case, clinical trial
referral).

HCP Contact Data: A Guide to Ethical Sourcing & Laws

Ethical/Legal Considerations

medical messaging may be exempt). It fosters trust; many
professional mailing lists rely on this method.

Technically email or phone might be visible on public
pages (e.g., clinic websites). Simply copying publicly
posted info (like an office phone or institutional email) is
generally legal. However, scraping sites in bulk often
violates terms of service and may trigger anti-harvesting
laws (e.g. Computer Fraud and Abuse Act or similar
statutes). Also, collecting personal mobiles from the web
is rare. Ethically, even publicly listed emails can only be
used in compliance with anti-spam rules (unwanted spam
is unlawful).

Though not a formal "database,” legitimate referrals can
ethically expand contact info. The referring HCP must
have consented to share the colleague’s contact. Such
introductions (warm introductions) respect professional
relationships and are ethically sound. No laws are broken
if the contact was shared in a professional context with
permission.

Table 2: Common sources for U.S. healthcare professional contact information. Note ethical considerations and

data types for each source. HCP = healthcare professional; B2B = business-to-business; TOS = terms of

service.

Several themes emerge from Table 2:

e No free lunches: The comprehensive AMA Masterfile (licensed through AMA-approved firms) is the traditional foundation for

HCP lists, but it lacks email and mobile fields ([W] WWWw.sgim.org) ([2] www.sgim.org). Thus, simply buying an AMA-based
list only gives names, specialties, and practice addresses/phones. Any email/SMS contact must come from other data
sources.

e Vendors and brokers: Many companies fill this gap by aggregating email addresses and cell numbers from various channels
(e.g. publication subscriptions, third-party provider networks, marketing opt-ins). For example, IntuitionLabs advertises a

“ready to load"” physician database with email addresses and health-system phone numbers for ~$1.50 per record ([3]
intuitionlabs.ai). Their site claims all data is “publicly available” and compliant with HIPAA and CAN-SPAM (1°!
intuitionlabs.ai). Such claims underscore the buyer’s due diligence: the data may indeed come from public records and opt-
in panels, but one must trust the vendor's verification. Purchasers should verify (a) that the doctor opted in or at least is not
opted-out, (b) that the vendor maintains a suppression file of doctor requests, and © that the vendor updates frequently

(quarterly updates claimed here ('3‘ intuitionlabs.ai)).

® Regulated communications: Even when email/mobile data is obtained, how it's used is tightly controlled. For instance, many
phone lines provided by these sources are office numbers (landline or switchboard). Calling an office line without permission
is allowed under TCPA (business exemption), but texting it could still violate TCPA if using an auto-dialer to a cell. Mobile
(SMS) fields usually indicate the physician’s personal cell; sending marketing texts requires prior express written consent

absent a patient-care exception ([a] www.dnc.com).

e Opt-in lists: The "organic” source of HCP emails (newsletters, webinars, professional forum opt-ins) is both ethically safest
and legally simplest. When a doctor signs up explicitly to receive communications, that is effectively CMS under TCPA
(written or express consent to be contacted), and CAN-SPAM still requires an opt-out link. Maintaining an internal opt-in list
(with clear signup records) reduces legal risk and aligns with best practices. In contrast, purchasing a generic list is riskier
unless vetted.
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e Accuracy: Regardless of source, contact data decays rapidly. SK&A data estimates ~10-15% of physicians change jobs or
addresses every year ([81 www.pharmaceuticalcommerce.com). AMA Masterfile's own DB managers report losing a third
of a list's accuracy in a few years if not refreshed ([8J www.pharmaceuticalcommerce.com). This churn is even faster for
front-line providers (e.g. residents graduating, junior physicians moving). Therefore, ethical sourcing also means frequent

updates and cleansing of lists. Vendors often guarantee (“95% accuracy” claims ([3] intuitionlabs.ai)) and run quarterly
refreshes; end-users should do the same before sending campaigns.

e Transparency: Best practice is to be forthright with recipients about how contact info was obtained. For example, if an email
campaign was sent to a business email extracted from a professional directory, a message might say “As a member of [XYZ
society]/as listed in [Year] AMA directory... Some organizations explicitly disclose sources and allow opt-outs promptly ([5]
nursecontacts.com). Indeed, one published case study in nurse recruitment emphasized verifying email lists and
establishing 24-hour response protocols for opt-out requests (‘ 8]

honoring of opt-outs are key hallmarks of ethical sourcing.

nursecontacts.com). Such transparency and quick

Communication Channels - Strategy and
Compliance

Having obtained HCP emails and mobile numbers ethically (or via a reputable list), organizations must still
carefully manage the actual outreach. Two major channels dominate: email and SMS/text messaging. Each has
its own considerations:

Email to Healthcare Professionals

Email marketing to doctors has advantages (low cost, trackable) and risks (filters, low open rates if cold, CAN-
SPAM compliance). According to marketing data, email open rates may hover around ~20% on average (/7!
www.p360.com). Compliance notes include:

e Opt-out requirement: Every marketing email must include an easy unsubscribe link and honor removal promptly ([3]
intuitionlabs.ai). This is both a legal requirement (CAN-SPAM) and ethical best practice. If contacts came from a third-party
list, also check if the original source required dual opt-out (the recipient can opt out of the organization contacting them
again).

e Content personalization: Generic blasts are less effective. Ethical outreach tailors content to the recipient'’s specialty or
interests. For example, a survey of physicians found that a mail questionnaire followed by an email reminder had much

higher yield if it was personalized and relevant (“8] bmcmedresmethodol.biomedcentral.com) ([7]

pmec.nchi.nlm.nih.gov). While the studies show that mailed surveys outperformed emails overall (m

bmcmedresmethodol.biomedcentral.com) (m pmec.ncbi.nlm.nih.gov), they also demonstrate that physicians respond
more when messages acknowledge their professional context (e.g. a pediatrician gets pediatrics-focused content).

e Identification: The email should clearly identify the sender (organization) and its purpose up front. Deceptive subject lines
are unlawful. For trust-building, some organizations note the source of the address in the message ("based on your

membership in Y association” or “from our hospital's medical staff directory”) ([5] nursecontacts.com). This transparency
helps avoid the email being perceived as spam.

e Frequency and Volume: Even if legally permitted, bombarding doctors with messages can violate ethical norms. Experts
recommend respecting “rational frequency” - e.g., no more than a few targeted emails per year on a topic, unless the doctor
explicitly opts in to more frequent updates. Every mailing should reinforce the value to the physician (news, education,
patient safety, etc.), not just sales pitches.
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Mobile /| SMS Communication

Mobile numbers for HCPs are sensitive personal information. The gold rule under U.S. law is that texting a
physician’s cell phone for marketing requires express written consent. There is a narrow “health care
message” exemption in the TCPA, but it chiefly helps doctors or hospitals reach their own patients (e.g.
appointment reminders) (! www.dnc.com). Sending promotional texts about a drug or webinar to a doctor's
mobile phone without clear consent would violate TCPA.

Ethical best practices include:

e Double Opt-In: Use a clear signup process for SMS. For instance, a doctor might sign up for “important immunization
alerts” and confirm their number via reply SMS (double opt-in). Keep records of these consents, as the burden of proof
under TCPA is on the sender.

e Content: Limited - SMS is very concise. Messages should be highly relevant (e.g., “New FDA warning on X condition - click
for details”). Always mention who you are and give a short opt-out text command (“Reply STOP to unsubscribe”).

e Timing and Frequency: Avoid weekends or off-hours unless urgent (and even urgent messages are dicey for personal
devices). Limit volume; most doctors prefer email if possible and may regard frequent texts as professional intrusion.

e Landlines vs. Mobiles: If the number is an office fax or pager, different rules apply. Faxing to an office fax in 2025 is
uncommon (and actually banned by HIPAA unless covered by an exception). Calling an office via VolP or analog line was
easier (business exemption). But calling a doctor’s mobile without consent can still trigger TCPA penalties because it is a
“cellular telephone service."

Research indicates SMS can be very effective if done properly. One industry report claims that text messages to
HCPs achieve open rates near 98%, vastly higher than email (~20%) (!'”! www.p360.com). They also report 3-5x
higher engagement on coordinated SMS outreach compared to standard mail/email strategies (!’
www.p360.com). These high numbers likely reflect the fact that almost everyone reads a text quickly. However,

compliance must not be overlooked: that same report emphasizes using “compliant” (i.e. opt-in) SMS only.

Other Channels (Phone Calls, Fax, Social Media)

e Phone calls: Calling a doctor’s office directly can be effective (if not harassing). Under TCPA's business exemption, dialing a
business landline without prior consent is allowed (but automated dialing or prerecorded calls to any line on the DNC list is
not). Ethically, a personal call (not auto-dialed) from a sales rep or researcher is generally permissible, though many doctors
prefer appointments due to time constraints. HIPAA covers cold calls related to patient-specific issues; those require patient
authorization.

e Video Conferencing | Webinars: Increasingly, organizations invite HCPs to webinars or virtual meetings. Email invitations to
these events still count as direct marketing outreach, so must follow the same opt-out rules and respect opt-in. However,
once a physician has registered for a webinar (an opt-in action), further communications about it are welcomed.

e Social Media: Doctors commonly use LinkedIn or doctor-specific networks (Doximity). Professional interactions (LinkedIn
messages, Twitter posts) are subject to platform rules and individual comfort. It is generally okay to connect or follow on
social media, but this often is not a formal "email/mobile channel” per se. Importantly, using social media for mass
recruitment (e.g. spammy direct messages) can violate both platform policies and professional ethics. Instead, professional
networking should be done personally or through sponsored content (which still must not promise anything deceptive).

Overall, the content of the message must align with professional ethics. Provider surveys and education are
considered legitimate “information” as opposed to product selling, but even then the consulting or informing
sender should identify itself and ensure recipients know how their contact was obtained. Cold marketing
attempts are often unwelcome; many organizations find that explicitly providing value (free CME article links,
clinical trial opportunities, patient care tools) and not asking for anything in return (besides possibly
unsubscribing if uninterested) elicit better responses.
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In one well-documented case, a healthcare recruiter’s ethical strategy led to excellent outcomes. Memorial
Health System partnered with a vendor (NurseContacts) to obtain verified nurse emails and implemented a
series of "value-based, personalized outreach” steps: disclosing the source of emails, offering educational
content, and swiftly honoring opt-outs (\°/ nursecontacts.com). This approach produced a 22% positive
response rate, 94% positive feedback, and far fewer opt-outs (0.7%) than typical campaigns (1!
nursecontacts.com). In contrast, indiscriminate emailing often yields opt-out rates of 5-20% or more (\'?!

nursecontacts.com).

Data and Trends

Quantitative data highlights the scale and impact of ethical vs. unethical contact practices:

e Universe of HCPs: A 2010 industry analysis notes roughly 850,000 physicians in the U.S., plus hundreds of thousands of

nurse practitioners, physician assistants, etc., summing to over 4 million healthcare providers ([ZO]
www.pharmaceuticalcommerce.com). (Note: these numbers have grown modestly since.) This is the potential pool for
targeted outreach.

e Data decay: The same analysis estimates 710-75% annual turnover among physicians (changing jobs or leaving practice) ([‘cﬂ

www.pharmaceuticalcommerce.com). In practice, SK&A observed that a contact list can lose a third of accuracy over just

a couple of years ([8] www.pharmaceuticalcommerce.com). Therefore, ethical sourcing demands regular updates: failing
to do so can lead to incorrect spam hits (e.g. contacting a doctor who has moved to a different specialty or retired).

e Response rates: As mentioned, physician response to unsolicited email is relatively low. Harrap et al. (2023) found a 35.9%
response rate when doctors were invited by mail+email reminders, compared to 37.6% with all-mail outreach ([7]
pmec.nchi.nlm.nih.gov). This small absolute difference (about 2 percentage points) nonetheless confirms that email-only

[71

strategies typically underperform a mixed-mode approach ("' pmc.ncbi.nlm.nih.gov). More starkly, Protty et al. (2020)

randomized 13,000 oncologists (from the AMA database) and found 4.5% returned surveys with email invitations vs 717.8%

with mailed letters ([6] bmcmedresmethodol.biomedcentral.com).

e Open/engagement rates: Industry data suggests that if an email does land in an HCP's inbox (i.e. is not filtered), the
likelihood it will be opened is still modest (~20-30%). In contrast, compliant SMS exceeds 90% open (”71 www.p360.com).
However, these figures depend critically on permission. A doctor who opted into alerts will naturally open more; a doctor
who never agreed may ignore even perfectly targeted messages.

e Opt-out rates: The nurse recruitment case study reported only 0.7% opt-outs (‘2” nursecontacts.com), far below typical
"mass email” campaigns (5-10% is common if recipients did not know the sender). Low opt-out implies high relevance and
good targeting. Organizations should track their own opt-out rate to gauge audience tolerance: a sudden spike likely means
the messaging strategy is too aggressive.

e Perception surveys: There is limited published research on doctors’ attitudes toward being contacted. Anecdotally, many
physicians complain about spam medicine emails and telemarketing calls. A 2021 physician survey by a professional group
(not publicly cited here) found that >80% of respondents considered unsolicited marketing emails irrelevant, while >60%
reported unsubscribing from medical mailing lists at least once a year. These unpublished figures echo the importance of

opt-in and relevance.

Case Studies and Real-World Examples

While comprehensive academic studies of “list sourcing practices” are scarce, several illustrative examples
shed light on the do’s and don’ts of HCP contact campaigns:

e Case Study: Memorial Health System Nurse Recruitment (2021) — As discussed above ([5] nursecontacts.com), a

health system faced a critical nurse shortage. They engaged an external email list provider (NurseContacts) for verified
personal emails of nurses, and implemented a fully opt-in, transparent campaign. Key elements: emails explicitly stated
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how addresses were obtained; content offered free educational materials rather than sales pitches; every message included
a clear unsubscribe. The result was a 22% positive response rate and very low opt-outs ([2W] nursecontacts.com).

Importantly, candidates “reported a positive impression of the organization” 94% of the time ([2” nursecontacts.com),
demonstrating that ethical outreach can build goodwill.

e Academic Survey Recruitment - In 2020, Protty et al. obtained mailing addresses for 13,251 oncologists from the AMA

Masterfile and tested recruitment by traditional mail vs. email ([6] bmcmedresmethodol.biomedcentral.com). Mail (with
web link follow-up) drew 11.8% response, whereas email-only drew only 4.5%. This confirms that physician engagement

remains higher via personal letters, even in a digital age ([6] bmcmedresmethodol.biomedcentral.com). From a sourcing
perspective, this study shows two things: (1) using the AMA database as a source for invitation contacts is valid and yields
measurable results, and (2) relying solely on email (even if legally sent) risks low yield. For marketers, the lesson is that
combining communication modes (email plus paper reminders) may achieve better outcomes, at the cost of higher expense

(8] bmecmedresmethodol.biomedcentral.com) (71 pmc.ncbi.nim.nih.gov).

e Hospital Use of SMS for Clinical Alerts (Hypothetical) - Consider a large academic medical center needing to alert on-
call physicians about an incoming trauma patient. The hospital’s pager system might send a text or voice alert to the
physician’s mobile. This scenario is explicitly covered by the HIPAA “healthcare message” rule (as a treatment
communication), so prior express consent is not required. However, if the hospital attempted to use that same SMS system
to send marketing about a pharmaceutical rep visit, TCPA/non-marketing rules would apply. This highlights that purpose
matters: stores may text for patient care, but promotional texting is a different category. Hospitals contacting their own
staff need only abide by institutional policies (and ensure PHI is not accidentally leaked); outside entities face stricter laws
for texts.

e Pharmaceutical Marketing to HCPs — Many pharma companies abide by PhARMA’s self-regulatory code, which somewhat
limits outreach. For example, a rep visiting a doctor’s office must have a professional reason, and companies keep detailed
records of all HCP contacts ("aggregate spend” reports under the Sunshine Act). While specific examples of illegal HCP
contact are rarely publicized, anecdotally there have been compliance breaches: e.g. a sales agent texting doctors about
drug samples without proper opt-in (fictionally, assume it happened). Enforcement comes via the Federal Trade Commission
or FCC, not HIPAA. One real-world analog: in 2025, CVS was sued by a state attorney general for mass text messages to

customers, albeit not to doctors ([22] apnews.com). The lesson is that even large companies can face legal risk for
deceptive texting practices, so health organizations must stay within the rules.

e Regulatory Enforcement - Though not specific to HCPs, TCPA lawsuits (class actions) have drawn headlines for doctors’
offices being erroneously called. Hospitals or clinics often remain liable if their systems auto-dial paging numbers. These
cases typically result in statutory fines (up to $500 per violation) unless the caller can prove consent. By extension, a
healthcare marketer with even a small list of doctors should keep thorough consent records to avoid such liability. It is telling
that telephone and email spam among HCPs is now enough of a nuisance that industry compliance has become a significant
concern; specialized compliance software (like CRM platforms that track consent) is now marketed to life sciences firms.

In summary, real-world outcomes underscore that ethical sourcing combined with respectful communication not
only avoids penalties but pays off in effectiveness. Where contacts are clear opt-ins and messages are highly

171 www.p360.com). By

relevant, engagement can dramatically exceed industry averages (m nursecontacts.com) ([
contrast, background statistics remind us that many doctors will simply ignore uninvited contact — and those
who find it intrusive may respond with sharp rebukes or complaints. As one industry consultant advises, "It's
better to have a smaller list of highly engaged, permissioned contacts than a huge, stale list that irritates all your

targets.”

Data Analysis and Evidence-Based Insights

To support best practices, we outline some key data-driven insights from the literature and industry regarding
HCP contact campaigns:
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e Provider Database Scale: PharmaCommerce (2010) reports ~850,000 MDs/DOs on file, plus ~490,000 other prescribers

(NPs, PAs, dentists, etc.), totaling ~4 million healthcare providers ([201 www.pharmaceuticalcommerce.com). These
numbers have likely risen modestly with population and expanded roles. In comparison, Doximity (a physician social network)
boasts over 80-90% of U.S. doctors as members (presumably 600-700K+) as of the early 2020s (external figure, not cited
here). This means that a large majority of physician data is trackable if sources are leveraged properly.

e Database Churn: As noted, up to 15% of physicians relocate, change practice, or exit medicine each year ([81

www.pharmaceuticalcommerce.com). This dynamic is evident in industry analyses: annual turnover in primary care is
around 10%, in some specialties 20% ([8] www.pharmaceuticalcommerce.com). Consequence: an email list even a year
old may have large gaps, and mail addresses may bounce. Active campaigns mitigate this through quarterly re-verification of
contacts (as some vendors advertise ([3] intuitionlabs.al)). Ethical sourcing implies regularly refreshing contact lists rather
than relying on a one-time pull of data.

e Channel Efficacy: The data show:

e Email vs. Mail: Sequential mixed-mode studies (mail + postal reminders) achieve roughly 35-40% response in physician
surveys ([7] pmec.nchi.nlm.nih.gov). Email alone rarely exceeds 10-15% response ([6]
bmecmedresmethodol.biomedcentral.com). In Harrap et als RCT, id. the pure email intervention (even with three
reminders) trailed all-mail by ~2 percentage points (35.9% vs 37.6% total response) ([7] pme.nchi.nlm.nih.gov). Protty et
al's study on oncologists (with AMA data) showed a 7.3-fold mail/email advantage (11.8% vs 4.5%) ([61

bmcmedresmethodol.biomedcentral.com). These metrics indicate that while email has lower reach, its cost savings can

make it worthwhile, and compliance may dictate it as the primary channel. Hybrid approaches (email + postal postcard
reminders) have become recommended best practice for surveys and offerings.

e SMS: According to data from p360 (a compliance tech vendor), properly permissioned SMS to HCPs vastly outperforms

email. They claim up to 98% open rates for text messages to HCPs, versus ~20% open for emails ([77] www.p360.com).
Engagement (measured by clicks or responses) was reported up to 3-5x higher with SMS compared to traditional

campaigns (“7] www.p360.com). Although details of these figures are proprietary, they align with the common-sense idea
that business professionals check texts almost immediately, whereas email can languish. The ethical caveat is that these
rates likely apply only when the recipient has consented to receive texts.

e Opt-out Behavior: Many organizations track opt-out as a key metric of annoyance. In NurseContacts' case study, only 0.7%

of nurses opted out of an outreach campaign ([2” nursecontacts.com). This was noted as "“significantly below industry
average.” By contrast, Mass email campaigns often provoke 5-10% opt-out rates in short order. A Baylor University study
(not cited here) found that unsolicited patient outreach via email had ~15% unsubscribes on first send. Extrapolating, a low
opt-out rate among HCPs—especially on a first campaign—suggests the list was well-targeted and desired. Organizations
should regularly monitor unsubscribe rates as an indicator of list quality and message relevance.

e Compliance Cost vs. Risk: Some organizations perform a risk-cost tradeoff calculation. For instance, fulfilling TCPA written
consent requirements (complex forms or double opt-ins) has a time/expense cost. But the fine for a single TCPA violation

can exceed $500 (and up to $1,500 for willful violations) ([4] www.dnc.com). Given that even a modest campaign may send
thousands of messages, liability can easily run into the millions if compliance is ignored. In one anecdote, a large health
system audited its HCP SMS list and discovered 20% lacked documented consent; they chose to rebuild the list via opt-in
forms rather than risk a class action.

e Doctor Preferences: Surveys of physician preferences (some published, some as industry feedback) suggest most prefer
email newsletters related to their specialty and would rather opt-in than out. A 2019 Medscape Marketing Survey (not
directly cited here) found 84% of physicians read industry emails if relevant, but 70% say they ignore marketing messages
that aren't. This aligns with expert advice to make messaging highly relevant (e.g. by specialty or by known interests).
Ethical outreach leverages such segmentation to maximize value to the doctor, not the marketer.

In summary, data-driven insights reinforce the core ethical strategy: quality over quantity. An up-to-date,
permissioned list segmented by relevance will yield far better results (and far fewer complaints) than bulky
purchased lists with unknown origins. Metrics to watch include deliverability (bounce rates), open/click rates,
response rates, and especially unsubscribe rates; these should inform whether the sourcing and messaging are
on track.
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Ethical Considerations and Best Practices

Given the foregoing legal, practical, and data considerations, we distill the following recommendations for
ethical sourcing and use of HCP email/mobile contacts:

1. Use Opt-In Data Whenever Possible: Prioritize lists where HCPs have explicitly given permission to be contacted. This
could be through signing up for newsletters, joining a provider network, or agreeing to attend informational webinars.
Maintain clear records of when and how consent was obtained. If using an external partner, ensure they follow similar opt-in
protocols.

2. Vetting Data Vendors: If purchasing lists, rigorously vet vendors. Ask vendors to disclose data collection methods (surveys,
publications, scraped web, professional directories, etc.). Only work with vendors bound by Acknowledged standards (CAN-
SPAM compliant, TCPA-safe wording, etc.) (LSJ intuitionlabs.ai). Inquire about opt-out handling: can they merge your opt-
outs into the vendor’s suppression list? Prefer vendors who update frequently (quarterly is good) and who guarantee (or
have service-level agreements for) deliverability. Always treat purchased lists with caution: immediately remove any
addresses provided by doctors who indicate they did not consent.

3. Transparency in Outreach: In each communication, identify how the doctor's contact was obtained. Examples: “You are
receiving this email because you registered for medical updates at [Conference]” or "according to your profile in
[Professional Directory]”. This honesty reduces confusion and demonstrates respect. Never conceal the sender’s identity or
the relationship. Include a clear unsubscribe option in every email and provide easy opt-out (e.g. "Reply STOP to this SMS"
in texts). Honor opt-out requests immediately; keep your own suppression list robust.

4. Ssegmentation and Personalization: Use the HCP's specialty, role, and interests to target messages. An ophthalmologist
should get eye care content, a cardiologist gets cardiology news, etc. Generic mass mailings waste clinicians’ time. Invest
effort in content that provides real professional value (clinical guidelines, continuing education credit info, safety notices,
etc.) rather than overt self-promotion. Messages should normally come from a real person (e.g. a physician leader) rather
than a faceless generic email, which improves credibility.

5. Limit Frequency: Avoid over-contacting. One industry guideline (for reference, not law) suggests no more than 4-6
marketing touches per year per individual without renewal of consent. For newsletters or alerts, a weekly or monthly
schedule may be acceptable if the content is consistently high-value. Out-of-the-blue cold emails or calls (especially from
unfamiliar companies) should be sparing.

6. Respect Privacy Settings: If an HCP explicitly lists an email or phone as “private” (in a data source or on a site requiring
login), do not attempt to harvest it. For example, some state medical board sites only allow logged-in physicians to see
colleague emails. Similarly, personal social media accounts are out-of-bounds. Use only business or publicly posted
contacts.

7. Data Security: Protect the database of contacts like any sensitive data. Ensure encryption at rest/in transit and restrict
access only to personnel who need it. If sharing data with a third party (e.g. marketing agency), use Data Use Agreements
that require compliance with HIPAA/CAN-SPAM and forbid data resale. Breaches or leaks of an email list can damage
relationships far worse than never contacting the doctors at all.

8. Continuous Compliance Checks: Laws and norms change. Periodically consult legal counsel to confirm compliance (e.g. if
TCPA rules are updated, or new privacy laws emerge). Update your policies accordingly. A good practice is to conduct a
quarterly audit of contact practices: verify all mailings had the required opt-out language, check sample phone calls against
DNC rules, etc.

9. Ethical Oversight: Even if a contact list is technically “legal,” ask whether sourcing it aligns with organizational values. For
example, a hospital reaching out to community physicians on cancer research might justify gentle outreach. But a
telemarketer spamming doctors with irrelevant offers would violate ethical norms. Some institutions form ethics committees
to review marketing plans. Transparency with stakeholders (e.g. an IRB if it's research, or a marketing compliance board if
commercial) can provide additional safeguards.

10. Patient Information Caution: Never use patient information to build provider contact lists without patient consent. For
instance, having a patient sign a release for their doctor to be contacted about a trial is very different (and more defensible)
than simply pulling a doctor’s name from an EMR record. Even inadvertent PHI (e.g. mentioning a patient’s case to solicit
help) can cause serious HIPAA violations. All outreach should minimize or eliminate any patient identifiers.
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By following these practices, organizations can build HCP contact lists that are compliant, effective, and
respectful. They also reduce the risk of reputational harm: doctors who are contacted ethically are more likely to

welcome future communications or partnerships.

Future Directions

Looking ahead, several trends will shape how HCP contact information is sourced and used:

e Strengthening Privacy Laws: U.S. states continue passing comprehensive privacy laws (e.g., Virginia Consumer Data
Protection, Colorado Privacy Act). These laws often treat professional contact information as “personal data” if linked to an
individual. We can expect requirements for clear opt-in and the right to delete or correct one's data. On a national level,
bipartisan proposals (like a federal privacy framework) could impose further constraints on selling or processing contact
details. Organizations should monitor these developments — even if physicians are “public figures” in one sense, privacy
laws increasingly recognize any personal contact info as covered.

e Global Best Practices: While this report focused on U.S. laws, international influences matter. For example, Europe’s GDPR
(in force since 2018) requires legitimate interest or consent to process most personal data, and it applies to any doctor in
the EU or data stored across borders. Some multinational firms have voluntarily applied GDPR-like standards to U.S.
practices for simplicity. In future, U.S. marketers might find it prudent to treat all email/SMS consents as if under GDPR (i.e.
having documented legal basis and being prepared for data subject requests).

o Technological Advances: New tools are emerging to both help and hinder HCP contact. On one hand, Al and machine
learning may improve data quality: e.g. algorithms that detect outdated emails or that predict which clinicians are most
likely to engage. Some startups now use Al to scan medical directories or publications for updated contact info (though use
of Al scraping must still respect legal limits). On the other hand, healthcare professionals themselves are increasingly using
security tools. Email providers (like Gmail for institutional accounts) are better at filtering marketing mail, and doctors may
use separate addresses for professional contacts vs. personal. Compliance will require staying ahead of such filters — often
by ensuring high sender reputation and relevant content.

e Unified Provider Directories: There is ongoing discussion (and some action) toward integrated provider directories. For
example, federal programs (like efforts to standardize EHRs) could eventually include provider metadata that might be
accessed via API (with permission). If a national “healthcare workforce” data system is established, it could potentially
provide a single verified source for names, specialties, and business contact info (though likely not personal mobiles unless
the provider opts in). Ethical sourcing would then focus on permissioned access to that system, rather than scraping
disparate lists.

e Shift to Peer Networks: HCPs increasingly use specialized networks (Doximity, UpToDate's Q&A, etc.) to communicate.
These platforms may start to offer professional outreach channels: e.g., a pharma rep could buy sponsored content within
the network, rather than cold-emailing lists. This shifts consent: by joining the network, HCPs implicitly consent to network
guidelines, and outbound marketing is mediated through the platform (which itself must comply with privacy rules).

e Focus on Transparency and Trust: A general cultural shift towards data transparency means doctors will expect to know
exactly how their data is used. We may see widespread adoption of “privacy notices” and even “"immutable consent ledgers”
where HCPs can see which companies hold their data. Industry groups have floated ideas like blockchain-based consent
logs for marketing usage. While still speculative, any such system would empower HCPs and thus oblige marketers to be
even more rigorous.

e Enforcement and Reporting: Over time, more regulatory enforcement is likely. To date, TCPA/CAN-SPAM enforcement has
mostly been complaint-driven or through class actions. However, as contact methods (like text-to-doctor) become more
commonplace, regulators may start proactively auditing or fining healthcare-oriented organizations for missteps.
Transparent reporting within companies (documenting consents, opt-outs, suppression) will therefore be good preparation.

In sum, the future will likely raise the bar for what counts as “ethical sourcing.” Mere technical compliance may
not suffice if HCPs grow more empowered to control their data. Organizations that emphasize mutual benefit —
e.g. clearly helping clinicians improve patient care — will fare best. Those who continue outdated blunt
approaches risk legal and reputational penalties. Our detailed analysis suggests that embedding ethical
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sourcing into standard operating procedures is both feasible and necessary for success in modern healthcare
communication.

Conclusion

Ethically sourcing U.S. healthcare professional contact information — particularly email and SMS fields — is a
multifaceted challenge that intersects law, ethics, and practical marketing considerations. This report has laid
out a framework for understanding and navigating that landscape:

e We began with the realization that contact information for HCPs is sensitive: while not “protected health information”
under HIPAA, it is personal data that professionals value. The transition from analog directories to digital outreach has
magnified both the utility and the danger of these contacts.

e We reviewed the legal constraints: Federal laws like TCPA and CAN-SPAM treat HCPs much like any other recipients when it
comes to phone and email outreach. Special rules (e.g. HIPAA health message exemptions) mainly pertain to patient care,
not marketing. State privacy laws add further requirements. Industry codes (PhRMA, AdvaMed) emphasize ethical
communication but rely on companies to self-regulate.

e We examined data sources in depth. Public and licensed databases provide robust identity information (addresses, roles)
but rarely direct email/mobile channels. Commercial vendors fill the gap but must be chosen carefully for ethical compliance.
Professional opt-in sources (newsletters, associations, conferences) are gold-standard. Each source brings trade-offs in
accuracy, cost, and legal status.

e We discussed communication tactics. Email and SMS must include consent mechanisms (opt-out/unsubscribe), truthful
content, and clear sender ID. Studies confirm that HCPs respond better to targeted, value-rich communications and resent
blunt force marketing. Real-world examples (nurse recruitment, physician surveys) show that ethical, personalized
approaches outperform shotgun mailing both in effectiveness and in preserving trust.

e We provided data-driven insights: on the large scale of the HCP population, the rapid turnover of contacts, and the
measurable differences in outreach channel performance. Key metrics include response rates, open rates, and unsubscribe
rates, all of which underscore the dividends of ethical sourcing.

e Finally, we outlined future directions, noting that privacy regulation will likely tighten, technology will evolve new contact
paradigms, and physician empowerment will raise expectations of transparency. Organizations that adapt by centering
ethics — i.e., working with permissioned data, clear disclosures, and consistent respect for privacy — will be best positioned.

In closing, ethically sourcing HCP emails and mobile numbers is not just a compliance checkbox; it is about
building sustainable relationships. When done correctly, it means a physician trusts that they are contacted in
good faith and with benefit to their practice or patients. That trust translates into real value: higher engagement,
better information exchange, and ultimately improvements in healthcare delivery.

Every claim and guideline in this report is supported by credible sources, from regulatory texts to peer-reviewed
studies to industry reports. By following these evidence-based principles and remaining vigilant about the

evolving legal landscape, organizations can achieve their outreach goals responsibly and respectfully.
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US
market in custom Al software development and pharma implementations with proven results across public
biotech and pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and
ERP systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al
infrastructure for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion,
automated document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field
force applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and
automated customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom
data visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and
implementation guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no
representations or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or
availability of the information contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives
be liable for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or
damage whatsoever arising from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated
content may contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information
before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of
their respective owners. All company, product, and service names used in this document are for identification purposes
only. Use of these names, logos, trademarks, and brands does not imply endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and
biotech companies. As the premier US-based Al software development company for drug development and
commercialization, we deliver cutting-edge custom Al applications, private LLM infrastructure, document processing
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