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Executive Summary

Regulated industries such as pharmaceuticals, biotechnology, and medical devices operate under strict Good
Practice (GxP) guidelines (cGMP, GLP, GCP, etc.) that mandate data integrity, traceability, and documented
quality controls (sgsystemsglobal.com) (www.fda.gov). In recent years, generative Atrtificial Intelligence (Al) —
including large language models — has shown great promise for accelerating R&D, documentation, and
compliance tasks, with analysts estimating tens of billions in value for the life sciences sector
(www.mckinsey.com). However, a fundamental “elephant in the room” question persists: Can regulated
companies use Al without creating new compliance risks?

This report addresses that question by defining a GxP-safe Al layer: an Al-based system architecture and
governance model explicitly designed to meet GxP requirements and inspection readiness. We outline
guardrails and best practices to ensure Al augments, rather than undermines, compliance. Key guardrails
include:

» Citations-backed Outputs (RAG approach): Al outputs should be grounded in verified, validated
sources. By constraining generative models to retrieve or cite from approved internal and external
references, companies can reduce unsubstantiated “hallucinations” and improve traceability of
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information, although retrieval and citations can still fail, so each cited claim still needs verification
(www.clinicaltrials101.com) (air-governance-framework.finos.org). This approach aligns with ISO and
industry guidance calling for transparency and traceability in Al systems (air-governance-
framework.finos.org) (www.clinicaltrials101.com).

« Draft vs Record Separation: Al-generated content must be treated as drafts (working documents), not
final official records. Humans must review and sign off on any Al-derived content before it enters the
regulated system of record (www.clinicaltrials101.com) (sgsystemsglobal.com). The final, signed record
is always captured in a validated repository or DMS, maintaining the integrity of audit trails and e-
signatures as required by 21 CFR Part 11 and Annex 11 (www.clinicaltrials101.com) (www.fda.gov).

« Role-Based Access and Segregation of Duties: Access to Al tools and datasets must be tightly
controlled. Only authorized personnel may query the Al and approve its outputs. Role-based user
access management with unique credentials and least-privilege assignments is mandatory
(www.fda.gov) (sgsystemsglobal.com). No one should both produce and approve the same content
(preventing self-approval conflicts). Segregating development, test, and production environments (per
Annex 11) ensures safety and minimizes colliding privileges (sgsystemsglobal.com) (www.fda.gov).

« Comprehensive Audit Trails: Every Al interaction (data input, query prompt, model version, output,
and user action) must be logged in an immutable trail. These logs form a chronological record (“who,
what, when, and why”) that regulators can inspect (intuitionlabs.ai) (www.clinicaltrials101.com). Robust
audit trails are core 21 CFR 11/Annex 11 requirements and a proven deterrent against data
manipulation (intuitionlabs.ai) (www.fda.gov). Properly architected Al systems automatically capture
timestamps, user IDs, and content changes, satisfying GxP data integrity principles (ALCOA+)
(sgsystemsglobal.com) (www.fda.gov).

« Data Isolation and Privacy: Sensitive GxP data (raw lab results, patient information, proprietary
formulas) must never be exposed to unvetted Al services. All Al processing should occur in secure,
internal environments or approved clouds. Personal or proprietary information should be de-identified,
excluded, or processed only under the safeguards that applicable law (such as GDPR or, for regulated
entities, HIPAA) and company policy require (www.clinicaltrials101.com). Isolation ensures that Al
models cannot inadvertently incorporate or leak confidential training data.

« Systems Validation and Continuous Monitoring: The Al system (model, data pipeline, interface)
should be validated as any other GXP computerized system. This includes defining requirements, testing
in-line with GAMP 5/CSV guidance, and implementing quality assurance processes (ispe.org)
(www.ey.com). Continuous performance monitoring identifies drift or failures (e.g. rising error or
hallucination rates) and triggers retraining or human intervention. A risk-based quality management
approach (as per ICH Q9/Q10 and company QMS) governs the frequency and scope of validation and
oversight (ispe.org) (www.ey.com).

By designing Al solutions with these guardrails, companies can harness generative Al while remaining
“inspection-ready.” Indeed, one vendor-reported case study of Al-assisted GxP document auditing cites ~20—
30% faster processing and 30-50% productivity gains, with every action logged for traceability
(www.hcltech.com) (www.hcltech.com). Regulatory authorities in the US and EU have explicitly emphasized
principles (access control, audit trail, data integrity) that align with these practices (www.fda.gov)
(sgsystemsglobal.com). Thus, proactive Al governance (citations mapping, draft safeguards, access
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restrictions, logs, isolation) transforms Al from a compliance concern into a compliance enabler. This report
explores each of these aspects in depth, references relevant regulations (ICH, Annex 11, 21 CFR 11, etc.), and
presents data, frameworks, and case studies to demonstrate how Al can be safely integrated in GxP
environments.

Introduction and Background

The Promise and Peril of Al in Regulated Industries

Artificial Intelligence, and especially generative Al (large language models that produce human-like text), is
rapidly transforming many industries. In pharmaceuticals and life sciences, potential applications include
accelerating drug discovery, automating regulatory submissions, and aiding quality management. Analysts
estimate that generative Al could unlock tens of billions of dollars annually in the pharmaceutical/medical
products industries (www.mckinsey.com) by speeding R&D, clinical trials, manufacturing, and regulatory tasks.
For instance, McKinsey’s Global Institute calculated that generative Al might generate $60-110 billion per
year for pharma and medical-product firms, largely by boosting productivity in discovery, development, and
marketing (www.mckinsey.com). Major companies are already exploring pilot programs: intelligent assistants
can draft protocols and reports, computer vision can monitor manufacturing lines, and data-mining bots can
assist pharmacovigilance and audits.

These possibilities promise improved efficiency and innovation. Al can consistently apply best-practice
knowledge, catch errors quickly, and free human experts to focus on high-value decisions. For example, expert
authors recommend “starting with clear, low-risk use cases” (e.g. drafting routine text, harmonizing
terminology, first-pass summaries) and expanding only after demonstrating safety and quality
(www.clinicaltrials101.com). In one vendor-reported case study, a global biopharma company used a
generative Al platform to automate GxP document audits for its IT quality team (gap detection and
summarization), reporting 20-30% faster processing and 30-50% productivity gains (www.hcltech.com)
(www.hcltech.com). Such efficiencies can translate into shorter cycle times for regulatory approvals or time-
sensitive post-market actions.

However, the challenges are equally significant. GxP environments place strict demands on data integrity,
traceability, and oversight. Regulators inspect production, lab, and clinical processes to ensure every product’s
safety, efficacy, and quality are documented. Al's probabilistic, black-box nature raises compliance questions:
How do we know an Al’s output is correct? Who takes responsibility for it? Can we keep the required audit log
of computer decisions? These questions have led to widespread caution. An April 2024 ZoomRx survey
reported by Fierce Pharma found that 65% of the top 20 global pharma companies had banned employee use
of ChatGPT (www.fiercepharma.com). Fears center on data leaks (e.g. a user inadvertently “training” OpenAl
with proprietary data), output hallucinations, and lack of validation frameworks. Even where Al is attractive,
many firms lack clear policies or training: under 60% of life sciences companies surveyed had provided
guidelines on Al usage, leaving staff to experiment without guardrails (www.fiercepharma.com).
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In short, regulated companies know the potential gains of Al but fear non-compliance. They worry that
unguarded Al could generate incorrect documents, obscure auditability, or violate data protection rules — any of
which could lead to regulatory action, product hold or recall, or tarnished reputation (intuitionlabs.ai)
(www.fiercepharma.com). The challenge is to bridge these worlds: harness Al's power while explicitly
meeting GxP obligations. This requires reimagining Al not as an uncontrolled “black box,” but as one
component in a well-governed computerized system with all the traceability and controls that inspectors
demand.

Regulatory Framework Overview

Regulated companies must comply with a web of guidelines from global regulatory authorities. Key references
include:

e 21 CFR Part 11 (FDA, US): The seminal U.S. regulation on electronic records and signatures. It applies
to electronic data that serve as records or support submissions under FDA regulations. Part 11
mandates controls to ensure e-records are equivalent to paper records. These include system
validation, audit trails (time-stamped logs of all data changes), limited access, e-signatures with
accountability, and training of personnel (www.fda.gov) (www.fda.gov). Part 11 is enforced throughout
inspections of drug, biologics, and device manufacturers and laboratories.

« EU GMP Annex 11 (EMAJ/EU): The European counterpart, embedded in EudraLex Vol. 4. Annex 11
covers computerized systems in GMP contexts. It requires a documented, risk-based lifecycle (planning,
specification, validation, change control) for any system impacting product quality. Data integrity
(“ALCOA+": Attributable, Legible, Contemporaneous, Original, Accurate, etc.) must be assured
(sgsystemsglobal.com). Annex 11 strongly encourages electronic audit trails for all GMP-relevant data
changes (with justification required if a trail is omitted) (intuitionlabs.ai) (sgsystemsglobal.com). It
mandates user roles, password controls, and validated configurations (sgsystemsglobal.com)
(sgsystemsglobal.com). Like Part 11, Annex 11 expects auditability and traceability of records and
signatures (e.qg. linking e-signatures to a user’s ID, the content signed, and the intent of the signature)
(sgsystemsglobal.com).

» ICH Guidelines (International Council for Harmonisation): While not law, ICH publications influence
GxP standards globally. For example, ICH Q7 covers GMP for APIs, Q9 on Quality Risk Management,
and Q10 on pharmaceutical quality systems. These emphasize a systematic, risk-based approach to
quality: identifying and controlling risks, and ensuring management oversight (e.g. management review
for data integrity issues) (ispe.org) (www.ey.com). In practice, ICH Q9/Q10 support the idea that Al-
related risks should be assessed and controlled under the existing QMS framework — meaning Al
systems used in GxP should undergo QRM processes just like any other automated system (ispe.org).

« Other Standards: In the U.S., FDA's GMP Data Integrity Guidance and Part 11 Compliance Policy
Guide provide interpretive details (e.g. defining audit trail attributes). EU guidelines like PIC/S
complement Annex 11. Industry guides (e.g. GAMP®5) give best practices for computerized systems.
Emerging standards (ISO 42001 on Al management systems) and regulatory proposals (EU Al Act,
FDA's Al frameworks) are beginning to address Al specifically, but the core GxP mandates remain the
current enforceable baseline. In July 2025 the European Commission also opened a consultation on a
draft new EU GMP Annex 22 on artificial intelligence (health.ec.europa.eu); the draft, which is
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consultation guidance rather than an enacted requirement, would keep generative Al and large

language models out of critical GMP applications and limit them to non-critical uses under qualified
human oversight.

In sum, any tool used in a GxP process - including Al - must comply with the same integrity, validation,

and documentation rules as traditional computerized systems. The regulatory text doesn’t mention Al
explicitly, but its requirements are technology-neutral. Crucially, the safeguards regulators require (see Table 1

below) directly inform the guardrails we propose. For example, 21 CFR 11 explicitly mandates that an

electronic system must “limit system access to authorized individuals” and “hold individuals accountable for

actions under their electronic signatures” (www.fda.gov). FDA guidance further advises that audit trails or
equivalent measures are often needed to ensure record trustworthiness (www.fda.gov). Similarly, Annex 11

sharply emphasizes validation, user access control, and audit trails for GMP data (intuitionlabs.ai)

(sgsystemsglobal.com). These provisions lay the foundation for our discussion of a GxP-safe Al architecture.

Regulatory Requirements and Guidelines for
Al in GxP

While core GxP regulations were written for “classic” computerized systems, all their principles apply to Al. We
review each major requirement category, summarizing the regulation and highlighting Al implications. A

comparative view is provided in Table 1.

Requirement

ScopelAppli
cability

Validation

21 CFR Part 11 (FDA)

Applies to electronic records and
signatures used for FDA-regulated
activities (www.fda.gov). Any electronic
data that meet predicate rule
requirements (e.g., GMP, GLP) fall
under Part 11 if maintained or submitted
electronically (www.fda.gov).

§11.10(a) requires systems to be
validated to ensure accuracy, reliability,
consistent intended performance. FDA's
2003 scope-and-application guidance
states that FDA intends to exercise
enforcement discretion on the Part 11
validation requirement (predicate-rule
requirements still apply, and validation
decisions should rest on a justified,
documented risk assessment), and
separately describes discretion for
legacy systems (www.fda.gov).
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EU GMP Annex 11

Applies to computerized systems
affecting GMP/quality. If a system
can alter a batch outcome or
product decision, Annex 11
applies (sgsystemsglobal.com).
Broader than Part 11 in covering
all lifecycle stages (from design
through decommissioning) for
GMP systems.

Annex 11 mandates
computerized system validation
(CSV) for both software and
configurations in a lifecycle
(URS - IQ/OQ/PQ). It is risk-
based: test what's needed to
assure patient safety, quality, and
data integrity
(sgsystemsglobal.com)
(www.ey.com).

ICH/GxP Context

ICH text is high-level (emphasizes
GMP requirements for products
and data). Specific systems
guidance falls to regional rules
(FDA/EU/PIC). Quality system
extant.

ICH Q9 (Risk) and Q10 (QMS)
encourage a risk-based validation
approach. Computer systems in
the GMP QMS must be proven fit
for intended use. FDA also
promotes Computer Software
Assurance (CSA) as a risk-based
approach (see Guardrail 6 below).
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IntuitionLabs

Requirement
Data

Integrity
(ALCOA+)

Audit Trails

Electronic
Signature

21 CFR Part 11 (FDA)

While Part 11 does not enumerate
ALCOA, predicate rules require data to
be Attributable, Legible,
Contemporaneous, Original, Accurate.
FDA's guidance and data integrity Q&A
emphasize these principles, and
encourage audit trails to ensure records
remain trustworthy and reliable
(www.fda.gov).

§11.10(e): Systems must generate
secure, computer-generated, time-
stamped audit trails independently
recording who did, what change, and
when (intuitionlabs.ai). Trails may be
disabled only under strict controls (e.g.
archival) and must retain entries with
durations equal to record retention
(intuitionlabs.ai) (www.fda.gov). FDA
enforces this except where justified
(legacy systems or minimal changes),
still expecting controls to ensure record
traceability (www.fda.gov).

§11.100(a): E-signatures must be unique
to one individual and not reused or
reassigned. §11.70: Signatures must be
linked to their records so they cannot be
excised, copied, or transferred
(www.ecfr.gov). §11.50: Signed records
must show signed and printed names,
date/time, and meaning (review,
approval, etc.); policies must hold
individuals accountable for e-signature
actions (www.fda.gov).

Pharma & biotech Al consulting - Custom software - Data engineering

EU GMP Annex 11

Annex 11 does not use the term
ALCOA+, but its requirements
(accuracy checks, data storage,
audit trails, archiving) are
commonly interpreted through
ALCOA+ principles
(completeness, consistency,
durability, availability)
(sgsystemsglobal.com). Systems
must produce trustworthy,
reviewable records; offline edits
or shadow spreadsheets are
disallowed. Audit trails must
capture identity, reason, and
before/after values for all
create/modify/delete actions
(sgsystemsglobal.com).

Annex 11 89: GMP-relevant
systems should have audit trails;
“considered for all changes and
deletions.” The reason for each
change must be documented
(intuitionlabs.ai). Audit trails must
be reviewable and protected from
tampering; regular review of logs
is expected. Both EU and US
encourage, by risk assessment,
audit trails as default for GxP data
(intuitionlabs.ai) (www.fda.gov).

Annex 11 §14: electronic
signatures are expected to have
the same impact as handwritten
signatures within the company, be
permanently linked to their
respective record, and include the
time and date they were applied
(health.ec.europa.eu)
(sgsystemsglobal.com). Signature
processes must ensure only
certified individuals sign, akin to
FDA.

ICH/GxP Context

ICH GLP/GMP fundamentals
require accurate records. Quality
risk assessments (Q9) must
consider data integrity in risk
control steps. PIC/S guides also
enforce ALCOA principles.

ICH does not specify audit trails,
but underlying GMP rules (ICH Q7,
Q10) require recordkeeping. Thus,
in practice, audit trails are
expected to satisfy these record
integrity demands.

ICH broadly: all sign/approvals
must be recorded. Some ICH
modules (e.g. GLP) expect
documentation of
training/certification before
qualification (data sign-off).
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https://www.ecfr.gov/current/title-21/chapter-I/subchapter-A/part-11
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IntuitionLabs

Requirement

User Access
&
Authorizatio
n

Data
Retention &
Records

21 CFR Part 11 (FDA)

§11.10(d), (9), (h), (i): Systems must
limit access to authorized individuals (d)
and use authority checks (g) and device
checks (h), and personnel must have
appropriate education, training, and
experience (i). Passwords and MFA are
common implementations
(www.fda.gov). FDA guidance explicitly
reinforces “limiting system access to
authorized individuals” and requiring
qualification/training for users
(www.fda.gov). No user should review or
approve their own work to prevent
conflicts (segregation of duties).

§11.10(c): Records must be protected to
enable accurate and ready retrieval
throughout the retention period.
§11.10(b): Copies must be made in
common formats for FDA review
(www.fda.gov). US drug GMP records
are generally retained at least 1 year
after batch expiry, or 3 years after
distribution for certain OTC products
without expiry dating (www.ecfr.gov); EU
GMP Chapter 4 requires batch
documentation for at least 1 year after
expiry or 5 years after QP certification,
whichever is longer
(health.ec.europa.eu). Longer product-
or record-specific periods apply in some
cases.

EU GMP Annex 11

Annex 11 812 (Security): physical
and/or logical controls should
restrict access to authorized
persons. Implement role-based
access with unique IDs, least
privilege, segregated duties (e.g.,
no one can approve their own
work) (sgsystemsglobal.com).
Shared accounts and
uncontrolled administrator
privileges are widely treated as
data-integrity weaknesses;
administrator access should be
restricted and attributable.
Periodic review of access rights is
required.

Annex 11: As part of CSV, have
archival policies. Electronic
records are considered primary
(paper is secondary) unless
justified (sgsystemsglobal.com).
Systems must ensure records are
maintained (and copies
producible) for the applicable
lifecycles under GMP laws.

ICH/GxP Context

ICH/GxP: Quality systems must
define responsibilities and train
personnel. Access controls support
these principles.

ICH: Different programs
(GMP/GCP/GLP) have specific
retention (e.g. US investigator
records under 21 CFR 312.62(c)
are kept 2 years after marketing
approval or, if no application is
approved, 2 years after the
investigation is discontinued and
FDA notified (www.ecfr.gov), while
trials under EU Regulation
536/2014 require the trial master
file to be archived for at least 25
years after the trial ends (eur-
lex.europa.eu)). Regulated parties
must comply. Al outputs
incorporated into records inherit
these rules.

Table 1. Key electronic-records requirements in 21 CFR 11, EU GMP Annex 11, and ICH/GxP context.
This summary highlights that both Part 11 and Annex 11 demand strong controls for system access, audit

trails, record retention, and data integrity (www.fda.gov) (sgsystemsglobal.com). In practice, any Al system
influencing GxP records must satisfy these same requirements. Notably, FDA guidance explicitly warns that

audit trails and validations should be applied whenever regulated records can be created or modified

(www.fda.gov). Similarly, Annex 11 expects such controls “for all GMP-relevant changes and deletions”
(intuitionlabs.ai). ICH guidelines reinforce a science- and risk-based approach: one must justify any deviation

from these practices via documented risk assessments.

Key Implication: The regulations did not foresee generative Al specifically, but their principles are
unambiguous: data must be accurate and traceable, systems must be validated, and operations must be

controlled by authorized, trained personnel (www.fda.gov) (sgsystemsglobal.com). To use Al in a GxP context

without incurring compliance violations, one must embed these controls into the Al's design and use. The
following sections develop the detailed guardrails that do exactly that.
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IntuitionLabs

Core Guardrails for a GxP-Safe Al System

Building a GxP-safe Al layer requires melding state-of-the-art Al practices with traditional quality controls. We
identify several guardrails — technical and procedural controls — that directly address known intersection
points between Al capabilities and regulatory requirements. Each guardrail is supported by regulatory rationale
and practical guidance.

1. Evidence-Based Outputs: Citations and Traceability

Guardrail: Force the Al system to ground all generated content in verifiable sources. Outputs should include
explicit references or links to origin documents (internal SOPs, regulatory texts, controlled glossaries, validated
datasets), not just untraceable narrative.

Rationale

Unchecked generative models often produce plausible-sounding but unverified “hallucinations.” In a GxP
context, such fabrications are unacceptable. Instead, outputs must be verifiable — that is, one should be able
to follow an audit trail from any Al-generated statement back to source evidence. This aligns with data integrity
principles: every factual claim in a regulated document should be attributable to a source. Industry guidance
and best practice underscore this: for example, a recent fintech Al governance framework notes that providing
verifiable citations is a “crucial detective mechanism” to detect and mitigate hallucinations or misinformation
(air-governance-framework.finos.org). By including citations, the Al output gains transparency and
accountability, letting SMEs and inspectors audit the chain of reasoning.

The concept of Retrieval-Augmented Generation (RAG) exemplifies this approach. In RAG, the Al model
dynamically retrieves relevant passages from a pre-approved knowledge base and then generates output
referencing those passages. A prominent expert in clinical documentation emphasizes RAG as “the safest
pattern”: “the model is constrained to cite from validated sources (protocol/SAP/CSR, controlled glossaries,
approved labels) rather than from its pretraining alone. RAG reduces free-form speculation and enables robust
hallucination mitigation (www.clinicaltrials101.com).” In practice, such a system may refuse to answer or flag
the output if no relevant source can be found, ensuring that no answer goes unsupported.

Implementation

« Develop an Approved Knowledge Base: Assemble all relevant source documents (SOPs, batch
records, regulations, validated reference libraries) in a controlled repository. Only allow these vetted
documents as input to the Al. This narrows the model's knowledge scope, although it does not by itself
prevent hallucination; outputs still need citation checks and human review.

« Tie Outputs to Sources: Architect the system to produce output that includes citations. For example, if
the Al generates a sentence about a specification, it should append a footnote or inline reference to the
document and section used. (If the Al cannot find a source for a claim, it should explicitly say "no
available reference" or refuse to answer).
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IntuitionLabs

e Log Source Links: Each output link must be included in the audit log (who asked, what documents
were retrieved, etc.). This is critical for both human review and regulator scrutiny (they will want to know
what evidence underlies each statement).

+ User Interface and SOPs: Provide clear Ul cues for citations (e.g. clickable footnotes) and train users
to check them. Include “cite your sources” as a standard prompt in Al procedures. Enforce it via SOP:
e.g. a Standard says “All Al-generated text must include references to its source documents, following
our documentation style.”

Supporting Guidance: This approach resonates with ISO/IEC and industry recommendations. For instance,
FINOS (a financial Al governance initiative) explicitly advises that RAG systems must maintain auditable links
between chunks of source text and the Al output for accurate citations (air-governance-framework.finos.org). It
also highlights that citations should be specific, pointing to exact sections or paragraphs wherever possible
(air-governance-framework.finos.org). Similarly, the clinical writing guidelines note that in GxP writer workflows,
"mandatory citations to the internal source for every data-bearing sentence" should be enforced
(www.clinicaltrials101.com). These principles translate directly to Al: every fact or figure in a regulated
document needs a stamp of provenance.

In summary, citation-backed outputs (via RAG) serve as an information “safety net.” They reduce, but do not
eliminate, Al fabrications: retrieval can surface the wrong passage, and a model can cite a source that does
not support its claim, so each citation must be checked. The aim is that every Al statement has a source trail a
reviewer can verify, consistent with the expectation that content is supported by evidence.

2. Draft vs. Official Record Separation

Guardrail: Treat any Al-generated content strictly as a draft. All final regulated records (e.g. SOPs, batch
records, lab reports) must be created, approved, and stored by authorized personnel in a validated system —
not by the Al. The Al should assist, but it never replaces the final sign-off process.

Rationale

Regulations typically presume human authorship of finalized records. For example, 21 CFR 11 distinguishes
between a system that “creates/modifies records” and the person who signs them (www.fda.gov). The FDA
expects that, in the end, a qualified individual signs off on each record, taking responsibility. If the Al were
allowed to write and auto-sign real records, it would jeopardize accountability. Thus, separating “Al draft” from
“human-approved record” preserves GxP requirements: the final record remains under full human control, with
change control and electronic signatures as usual (www.fda.gov).

Concretely, one should ensure Al is never the approver of the official record. Instead, Al content enters
workflows as proposed text or annotations. Staff then review, revise, and approve the finalized version. This
approach aligns with inspection best practices: inspectors expect evidence of review (for example, query logs,
draft change logs, and finalized documents). The clinical writing guidance explicitly recommends that “Drafts
created with Al enter the same DMS pipeline as human drafts...with only addition of a ‘machine assistance’
disclosure and a prompt log attached as working papers” (www.clinicaltrials101.com). In other words, Al output
is just part of the working papers — it is not the signed, electronic “official copy”.
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Implementation

« Mark Al Content as Draft: Every Al suggestion (paragraph, table, etc.) must be labeled “Al-draft” or
similar. It could even be watermarked or commented (depending on the system) to show that it's not
final.

» Disallow Auto-Save to VeevalLIMS/ELN: Configure systems so that Al tools cannot directly push
content into validated production modules without human mediation. For example, an Al chat interface
would be separate from the Document Management System (DMS). Reviewed content should move
into the controlled system only through human action or a validated, traceable integration that preserves
provenance, signatures, and change control.

» Retention of Prompt Logs: Maintain a working-paper trail of the prompts and Al responses linked to
each document. FDA inspectors may request to see the Al interaction history that led to a section of a
submission. Including prompt logs in the working documentation (as suggested by industry experts
(www.clinicaltrials101.com)) provides this transparency.

« Approval Rule: Define in SOP that only authorized persons can approve and sign final versions. The
SOP could read: “No Al-generated content may be included in a controlled document without human
review, revision as needed, and final approval with electronic signature from an authorized person.”

Supporting Guidance: This principle is consistent with Part 11 requirements for closed systems. The FDA
guidance reminds that certain controls (validation, audit trails, e-signatures) must be enforced for records
subject to Part 11, but it also describes enforcement discretion for specific validation, audit-trail, record-
retention, and record-copying requirements, and separately for legacy systems (www.fda.gov) (www.fda.gov).
Predicate-rule requirements remain enforceable either way, and which controls a new deployment needs
should be decided by a documented, justified risk assessment. EU Annex 11 similarly presumes a human-
centric document lifecycle: electronic signatures must be linked to a person and the content
(sgsystemsglobal.com). By making final records explicitly human-signed, we ensure compliance with these
rules.

In short, keeping Al in the “draft zone” ensures that official regulated documents (official records) remain fully
compliant computer records, with all controls (version history, signatures, audit trails). The Al simply populates
the “working draft” (analogous to an author’s first draft). This separation is not only prudent—it aligns exactly
with what inspectors expect: evidence that each record had a human owner who is accountable under Part
11/Annex 11 provisions (www.fda.gov).

3. Role-Based Access and Segregation

Guardrail: Implement strict identity and role management for the Al system. Access to the Al environment and
its functions must be restricted by role (e.g. author, reviewer, administrator) with clearly defined permissions
and boundaries. Critically, no one person should have all roles (to avoid conflicts of interest), and all user
actions must be authenticated and authorized.
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Rationale

Both 21 CFR 11 and Annex 11 explicitly mandate limiting system access to authorized individuals
(www.fda.gov) (sgsystemsglobal.com). This is more than basic cybersecurity; in GxXP it enforces accountability.
If an Al system is used to draw conclusions or draft regulated content, only those sufficiently trained and
responsible should access it. For example, a quality unit lead might be allowed to query the Al about
procedural templates, but an untrained temporary user should not. If an error occurs, regulators will ask: who
had access, and who was responsible?

In addition, segregation of duties is key. No user should be able to generate Al content and also unilaterally
approve it without oversight; inspector guidance says “nobody approves their own work”
(sgsystemsglobal.com). We must also segregate development/test from production data. Shared or default
admin accounts are unacceptable. This mitigates insider threats or unintentional misuse (e.g. an operator
cannot secretly manipulate the system or hide audit data).

Implementation

« User Authentication: Integrate the Al tool with corporate identity management (Single Sign-On, MFA).
Log all user logins and authority changes. Each user’s badge or login is unique; multi-person/shared
credentials are forbidden (sgsystemsglobal.com).

» Role Definitions: Define roles such as Author (creates/prompts content), Reviewer (approves or
modifies content), Al Steward (oversees model performance), and Quality/Audit (periodically reviews
logs and compliance). According to ClinicalTrials101 best practices, having roles like Author, Reviewer,
and QA ensures clear separation of duties (www.clinicaltrials101.com). For example, the Author can
suggest text; a separate Reviewer must verify it before acceptance.

« Least Privilege Access: Only grant permissions strictly needed. If a user only needs to read Al outputs
for factual checks, don't give them rights to change model settings or access training data. Use time-
bound or feature-bound privileges (e.g. elevated access only during an authorized writing session, then
revoked). The SG Systems Annex 11 guidance puts it bluntly: “Hard rule: nobody approves their own
work. Segregate development, test, and production. Shared admin accounts are indefensible in a GxP
environment” (sgsystemsglobal.com).

« Access Reviews: Periodically audit who has access and why. Annex 11 and FDA guidance expect
routine review of user rights and qualification status. This is especially important because Al teams may
involve outsiders (e.g. cloud vendors); all must be under contract (quality agreement) that enforces GxP
controls (sgsystemsglobal.com).

« Authority Checks and Training: Ensure that users authorized to use Al for regulated tasks have
documented training in both technology and GxP regulations. 21 CFR 11 requires that “persons who
develop, maintain, or use electronic systems” be trained (www.fda.gov). Include Al tools in your
computer system training and qualification records.

Supporting Guidance: FDA's Part 11 guidance explicitly lists as enforceable controls: limiting system access,
authority checks, and appropriate training/qualifications for users (www.fda.gov). EU Annex 11's TL;DR even
highlights user roles: business owner, QA oversight, IT support, defining who approves changes and signs
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releases (sgsystemsglobal.com). The SG Systems Annex-11 summary makes clear: implement role-based
User Access Management with unique users and multifactor authentication, and “nobody approves their
own work” (sgsystemsglobal.com).

In summary, role-based access ensures that Al operations are performed by accountable, qualified personnel
only. It also enforces segregation of duties so that no one person can covertly introduce erroneous content. By
treating the Al system like any other critical GXP system (with user management, training, and sign-off
controls), we align it with both letter and spirit of compliance requirements.

4. Audit Trails and Change History

Guardrail: Ensure complete, time-stamped logging of all Al-related events. This includes user queries, input
data versions, model inferences, output generation, and any subsequent edits. The audit trail must be tamper-
evident and retained according to regulatory retention times, enabling full reconstruction of how an Al-derived
record was produced.

Rationale

Audit trails capture who did what and when, which is the cornerstone of data integrity. In regulated contexts,
missing or unreviewed trails are a recurring citation. The FDA guidance reminds that if users can
create/modify/delete records, “it may be important to have audit trails or other measures in place to ensure the
trustworthiness and reliability of the records” (www.fda.gov). Both Part 11 and Annex 11 require secure audit
trails for regulated data: 21 CFR 11 explicitly mandates computer-generated, time-stamped logs for record
changes (intuitionlabs.ai), while Annex 11 expects logs of “all GMP-relevant changes and deletions” with
reason documented (intuitionlabs.ai).

For Al, the risk is twofold: (1) Al outputs might be wrong or manipulated, and (2) without logs, one cannot prove
what happened. Thus, logging even extends beyond traditional records. We must record every decision point
in the Al pipeline. For example, if an LLM uses an internal knowledge base to generate a paragraph, the
system should log which documents were searched, which passages were retrieved, and how the model used
them. Moreover, any post-generation changes (by human or other systems) must be logged too. In short: if an
Al-assisted line changes the contents of a batch record, we must know exactly when and why.

Implementation

« System Logs: Configure the Al platform to generate immutable logs. For closed systems, this means
disabled deletion of log entries. Every query and result, including metadata like model version and
confidence scores, is recorded. (E.g., record the prompt, the exact response, time-stamp, user, and data
ID).

« Document Versioning: Use version control for documents and models: every change to an SOP or to
the knowledge base (e.g. adding a new approved training set) should be versioned and recorded
(ispe.org). The system should show a full history of edits (author, date/time, reason for edit).

« Prompt and Response Logging: Following recommendations, save final prompts and generated texts
as part of the paper trail (www.clinicaltrials101.com). For instance, when a user asked the Al to draft a
section of the Investigational Plan, include that prompt and response in the document’s working files.
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This link is essential evidence for inspectors: they may ask “how did this paragraph come to be?”, and
the answer is found in the prompt log.

« Link Actions to Identities: Ensure logs tie each Al action to a specific user. If an Al output was
incorporated into a document, the audit report should show “User A generated draft X on date/time; User
B incorporated/edit/approved it at date/time.” This meets Part 11's requirement that e-signature events
and system actions be attributable (www.fda.gov) (intuitionlabs.ai).

» Retain Logs Per Retention Policy: Store logs according to the applicable record retention period
(often at least as long as the records themselves). Back them up and make them readily accessible for
audits or inspections.

Supporting Guidance: Two sources particularly underscore this need. The IntuitionLabs audit-trails report
confirms that 21 CFR 11 demands the audit trails record operator actions (create/modify/delete) with
timestamps (intuitionlabs.ai). It also notes that Annex 11 requires such logs for “all GMP-relevant changes”
(intuitionlabs.ai). The article includes a comparison chart showing both regulations aim for comprehensive,
intelligible trails of data changes (intuitionlabs.ai). FDA guidance adds that audit trails are often needed to
ensure trustworthiness of records (www.fda.gov) — without them, a document’s history is opaque.

Furthermore, industry practice echoes this: the HCLTech case study of Al in GxP explicitly highlights “Audit
trail generation: Every action was logged—enabling traceability, audit readiness and robust
compliance” (www.hcltech.com). In that project, even Al's actions became part of the permanent log, so that
audit checks were automated. This real-world example shows the positive impact of strong audit design.

In summary, complete audit logging is hon-negotiable. A GxP-safe Al system must serve as a source of truth,
recording all interactions so that inspectors (or internal QA auditors) can reconstruct any Al-assisted process.
By doing so, the system meets the explicit requirements of Part 11/Annex 11 and provides the assurance that
Al use has not obscured or altered record integrity.

5. Data Isolation and Privacy Controls

Guardrail: Enforce strict data isolation and privacy measures. Sensitive or proprietary data must not be
exposed to public internet-based Al services. Only pre-approved datasets (anonymized where necessary) are
admitted into the Al environment. Further, any exchange of data with external vendors (e.g. cloud LLM
providers) must comply with privacy/regulatory rules (GDPR, HIPAA, etc.) and be documented in quality
agreements.

Rationale

Generative Al systems pose unique data-leakage risks. If a user inputs protected information (e.g. patient data,
proprietary formulas) into an unsecured model, that data could end up inadvertently memorized or shared.
Regulators expect privacy laws and product confidentiality to be upheld. For example, HIPAA forbids sharing
identifiable health data without safeguards, and GDPR demands lawful processing—with fines for breaches. In
an April 2024 ZoomRx survey, 65% of the top 20 pharma companies had banned ChatGPT, mainly over
concerns that internal data could be leaked (www.fiercepharma.com).
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Thus, preventing uncontrolled data flow is paramount. Annex 11 even implicitly addresses this by treating
cloud/third-party services carefully: it advises that if infrastructure is outsourced, the provider’s change control
and data handling must be qualified (sgsystemsglobal.com). In the Al context, this means any off-site model
must be vetted. Better yet, many companies will perform Al operations on-premises or in a dedicated secure
cloud region.

Implementation

» Approved Data Only: Clearly define what data may be used as Al input. Maintain a separate, access-
controlled “Al input” repository. Before feeding data to Al, scrub or anonymize identifiers. For example,
redact names or IDs from case reports. The ClinicalTrials101 guidance strongly admonishes: “do not
feed personal data to third-party models; run de-identification or anonymization upstream and keep
PHI/PII out of prompts” (www.clinicaltrials101.com).

» On-Prem/Private Instances: Where possible, use private Al infrastructure. Host LLMs on in-house
servers or private cloud with strict network controls. This guards against inadvertent exfiltration. If public
APIs (e.g. OpenAl) are used, only non-confidential prompts should be allowed, never sensitive content.
Explicitly block internal generation of PHI by training and policy.

« Network Segmentation: Keep the Al development and production networks segmented from other
networks. For example, the writing chatbot may live on a secure GxP intranet only, not on a general
internet segment. This prevents accidental penetration from outside. Use firewalls and data diodes if
needed.

« Data Classification: Label data according to sensitivity. E.g. label "Restricted (GxP Data)" vs "Public".
Configure Al system to reject any input above a certain classification. Some large organizations enforce
this by scanning prompts for keywords (like drug names, patient IDs) and blocking them.

« Vendor Contracts: If using a SaaS or cloud Al vendor, ensure contracts explicitly address GxP needs:
how they protect data privacy, how they handle backups, and what happens to data used for model
training. Quality agreements should define incident response and audit rights.

« Privacy Laws Compliance: Document compliance with regulations. For EU data, ensure GDPR
standards (consent, data subject rights) are met before that data enters any Al workflow. If engaging in
global Al projects, implement “Privacy by Design” and appoint a data privacy officer if needed.

« Retention and Deletion: Do not keep sensitive raw data longer than necessary. Implement expiration
or archival of used data after tasks complete, but only after documented record classification: prompts,
responses, and logs that support a GxP record or decision are themselves evidence and must be
retained with their metadata for the applicable retention period (and any legal hold) before deletion.

Supporting Guidance: The ClinicalTrials101 article emphasizes anonymization and logging as cornerstones
of privacy and audit integrity (www.clinicaltrials101.com). Similarly, Annex 11 guidance instructs that cloud
environments (multi-tenant SaaS) require clear documentation of how the provider qualifies updates and
supports re-validation (sgsystemsglobal.com). In effect, any external Al service must be treated like an
outsourced system under Annex 11 and contractual control.

Ultimately, data isolation guardrail ensures that Al does not become a vector of data breach or privacy
violation. By keeping training and inference within the strict walls of company-approved data and infrastructure,
the firm aligns Al usage with existing obligations under HIPAA, GDPR, etc. This also positively demonstrates to

Pharma & biotech Al consulting - Custom software - Data engineering Page 15 of 25


https://sgsystemsglobal.com/glossary/annex-11/#:~:text=with%20your%20data%20volumes%2C%20integrations,re%E2%80%91validation%20cadence%20without%20surprise%20downtime
https://www.clinicaltrials101.com/ai-assisted-writing-validation-risk-based-adoption-gxp-controls-and-inspector-ready-outputs/#:~:text=AI%20assistance%20is%20only%20as,cornerstone%20of%20audit%20trail%20integrity
https://www.clinicaltrials101.com/ai-assisted-writing-validation-risk-based-adoption-gxp-controls-and-inspector-ready-outputs/#:~:text=AI%20assistance%20is%20only%20as,cornerstone%20of%20audit%20trail%20integrity
https://sgsystemsglobal.com/glossary/annex-11/#:~:text=with%20your%20data%20volumes%2C%20integrations,re%E2%80%91validation%20cadence%20without%20surprise%20downtime

IntuitionLabs

regulators a precautionary stance: “Yes, we understand the secrecy of our data and are taking active steps to
protect it.” Such diligence removes a major concern (data leakage) that regulators and companies both harbor
(www.fiercepharma.com).

6. Validation, Monitoring, and Quality Assurance

Guardrail: Treat the Al system itself as a validated GxP computerized system. This means applying the

principles of computer validation (CSV) to the Al solution and continuously monitoring performance. The
validation approach should be risk-based: higher-risk Al uses demand more stringent validation, ongoing
monitoring, and tighter acceptance criteria.

Rationale

All computerized systems in GXP must be validated to verify they meet their intended use (ispe.org).
Generative Al is no exception—even if it is more stochastic than traditional software. Regulators have not
exempted Al from validation. FDA's guidance on Part 11 requires validation of systems, and Annex 11 calls for
risk-based lifecycle validation. The good news is that industry experts are already applying these concepts:
ClinicalTrials101 outlines treating Al models just like any other software in GxP, using risk-based validation
(GAMP®5 guidance can be applied) (www.clinicaltrials101.com). Similarly, EY’s report on Al in pharma
underscores that existing validation and software assurance principles must “be guaranteed for use” in all Al
tools (www.ey.com).

Validation here involves both technical performance and compliance attributes. For example, if an LLM is used
to format regulatory text, one must verify it consistently follows style guidelines, citations, and does not
hallucinate forbidden content. Because generative Al can change with retraining or updates, validation is not
“once-and-done”; rather, continuous monitoring is essential. Think of it as a “computer software assurance”
approach: focus on key controls, use statistical acceptance criteria, and retire unnecessary testing for low-risk
features.

Implementation

» Risk Assessment: For each Al use case, evaluate the impact on patient safety, product quality, and
data integrity. Clinical writing experts categorize use cases: e.g. phrasing for a plain-language summary
(low risk) vs. generating tabulated TFL results (high risk) (www.clinicaltrials101.com). High-impact uses
require stricter controls: mandatory human review (HITL), rejection criteria, and traceability for every
output. Low-impact use may require lighter controls. Document this classification in the validation plan.

« Validation Planning: Develop a Validation Master Plan (VMP) for Al. Identify requirements (functional,
performance, security). Use GAMPS5 concepts: User Requirements, Functional Requirements
Specifications, 1Q/OQ/PQ tests (modified for Al). For example, test cases might include: On known
input, the model retrieves the correct reference; it does not produce any content shorter/longer than a
specified length; it flags unanswerable questions with a refusal, etc. Include tests of access control and
audit logging.
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» Model Performance Testing: Before deployment, test the Al model on representative data. Check for
correctness (does it cite accurately?), consistency (does it give repeatable outputs for same input?), and
reliability (does it handle adverse inputs safely?). Measure hallucination rates and error rates. For
generative outputs, define quantitative pass/fail criteria (e.g. citations present for >99% of facts, zero
disallowed content).

« Continuous Monitoring: After go-live, continuously track key metrics: cycle time improvements,
error/hallucination incidents, citation omissions, etc. Chart these on dashboards (as suggested in the
writing guidelines: a user dashboard of “hallucination rate, citation omissions”
(www.clinicaltrials101.com)). If metrics degrade (e.g. Al drift), trigger investigation, retraining, or possible
pitfall mitigation.

» Model Change Control: Any change to the Al model (new training data, model update) must go through
change control similar to software patches. Major retraining triggers re-validation of impacted use cases.
Maintain version control for model artifacts (ispe.org). Each deployed model should have a “model card”
(documenting architecture, training data, known issues) ready for audits (www.clinicaltrials101.com).

« Document Management Integration: Validate that Al outputs (drafts) correctly import into the
company’s DMS/EDMS workflow without data loss. Confirm e-signature flows still function after Al
integration.

» SOPs and Training: Establish procedures (SOPs) for Al use and include Al topics in system training.
Roles like Model Steward or Al Compliance Officer can own oversight—as recommended by experts
(www.clinicaltrials101.com).

Supporting Guidance: ICH Q9 explicitly calls for risk-based controls. The earlier ISPE article points out ICH
Q9's requirement for risk assessment and control applies to Al systems just as to any new technology
(ispe.org). The EY report also emphasizes that traditional CSV (IQ/OQ/PQ) is still expected under Annex 11
(www.ey.com). FDA has also published guidance on “Computer Software Assurance” (CSA), a risk-based
assurance approach (www.ey.com). That guidance (final, February 2026) covers software used in medical-
device production and quality management systems (www.fda.gov), so applying it to pharma Al tools is an
analogy rather than an exemption: intended-use validation, documented risk assessment, and justified test
coverage still apply.

By validating the Al system for its intended uses and continuously monitoring it, companies demonstrate a
quality mindset. They can argue that “We treat this Al model exactly like any other validated system: we tested
it, we monitor it, and we have procedures to catch any errors” — a core regulatory expectation for GxP
computerized systems.

7. Record-keeping and Documentation

Guardrail: Document everything. Develop clear policies, SOPs, and training materials around the Al use and
the above guardrails. Create technical documentation (system description, validation reports, model cards)
and include them in audits as evidence of compliance.
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Rationale & Implementation

Though not a technical control, documentation is crucial. Well-documented Al governance assures regulators
that controls exist and are followed. The FDA Part 11 guidance itself mandates “written policies that hold
individuals accountable” for actions under their electronic signatures (www.fda.gov) — analogous to requiring
documented Al policies.

Key documentation includes:

« Al Governance Policy: Outline Al ethics, fairness, data privacy, and security principles. These can
reference corporate policies (HIPAA, GDPR) and standards (ISO/IEC 42001).

« Validation and Impact Assessments: Include the results of risk assessments, validation plans, test
results, and change management logs in the permanent record.

+ Model Cards & Datasheets: For each model used, include a high-level description (purpose, training
sources, limitations, known biases) (www.clinicaltrials101.com). These should be part of regulatory
submissions if questions arise (future guidance may require Al disclosures).

« Audit Trail Reports: As part of inspection readiness, prepare the audit logs and show reviewers. These
reports can include sample logs illustrating how changes were captured.

« Prompt Engineering SOP: Postulate what kinds of prompts are allowed/disallowed, as recommended
by writing experts (www.clinicaltrials101.com). For example, banning prompts that reveal confidential
data or ask the Al to “invent” missing values.

« Release and Approval Procedures: Explain how Al-generated drafts are reviewed and signed. E.g.
clearly describe in an SOP that the final step involves an e-signature in the controlled system (and show
example screenshots or flows).

By proactively providing these documents during audits or to stakeholders, the organization demonstrates
transparency. Regulators increasingly expect firms to explain their Al use (just as they expect computer system
documentation). For instance, the ClinicalTrials101 author advises preparing for inspector questions: “You will
be asked which model(s) you use, what controls you have, where data reside, and how approvals are
captured” (www.clinicaltrials101.com). Anticipating these queries and having documentation ready is a key part
of inspection readiness.

Data and Evidence Supporting Al Integration

This section presents data and examples that illuminate the context, benefits, and concerns of Al in GxP
settings, supporting the feasibility of the above guardrails.

Survey and Industry Trends

« Corporate Caution vs. Inevitability: An April 2024 ZoomRx survey of 200+ life sciences professionals,
reported by Fierce Pharma, found 65% of the top 20 global pharma companies had banned
ChatGPT usage (www.fiercepharma.com). The primary reason was the fear of data leakage —
executives worried employees might copy proprietary or patient data into public Al tools, inadvertently
training the model or exposing secrets (www.fiercepharma.com). Yet, interestingly, many companies
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have not issued formal guidelines: less than 60% provided any ChatGPT training or rules
(www.fiercepharma.com). Usage nonetheless continues: about a quarter of surveyed professionals
reported using ChatGPT more than once a week (www.fiercepharma.com). This illustrates real risk:
uncontrolled usage is happening despite companies’ concerns.

» Market Predictions: Industry analysts remain bullish on Al's impact. A McKinsey report (Jan 2024)
predicts $60-110B in annual value for pharma from Al (www.mckinsey.com). Even more conservative
adopters must reckon with broad value: generative Al is already enabling virtual assistants for medical
writing, intelligent QA systems, and advanced data mining. In clinical trials and manufacturing,
efficiencies like faster protocol drafting or automated batch record checking can shave months from
timelines and catch quality issues sooner.

« Regulatory Dialogue: European and U.S. authorities are actively considering Al. The EU Al Act (now
applying in phases) and FDA's advisory committee work on Al indicate that regulators expect companies
to take proactive measures. Recent FDA guidance drafts address Software as a Medical Device (SaMD)
with Al, and considerations for Al in regulatory decision-making were released (www.fda.gov)
(www.fda.gov). While these focus on products, they signal that regulators see Al governance as integral
to compliance. In regulated industries, aligning with emerging standards (ISO 42001, IEEE 7000-series,
etc.) is prudent.

Case Studies and Proof Points

« Audit Readiness Transformation (HCLTech case): A leading biopharma implemented an Al-powered
audit platform to automate GxP document review (www.hcltech.com) (www.hcltech.com). The results
were striking: 20-30% faster processing of audit documents and 30-50% increased productivity
from automation, while consistent compliance checks made outcomes “traceable and predictable”
(www.hcltech.com). Crucially, “every action was logged” to ensure audit readiness (www.hcltech.com).
This real-world example demonstrates that compliance systems can be smarter and faster with Al—
when engineered with audit logs, rule-based checks, and user roles baked in.

e Continuous Audit Readiness (PDA Letter commentary): Writing in the PDA Letter, Abhinav Arora
discusses how generative Al can shift audit readiness from sporadic to continuous (www.pda.org). He
gives illustrative examples: e.g. NLP tools that automatically cross-check SOPs against current
regulations (flagging a missing acceptance criterion in line with Annex 15) (www.pda.org), or Al drafting
assistance that ensures text references match 21 CFR 211.68 (equipment qualification) (www.pda.org).
In Arora’s view, “GenAl and ML...turn static documentation into a continuously monitored, risk-based
system” (www.pda.org). This narrative emphasizes that with the right integration of Al, compliance can
actually improve in rigor and timeliness.

« lllustration of RAG for Compliance: As a hypothetical illustration (not a published study): an LLM
connected to an internal document database is asked, “What are the inclusion criteria from Trial X?” and
responds with a natural language summary, each statement footnoted by page/section of Trial X’s
protocol. Validating such a system means having qualified reviewers independently check, against the
cited sources, whether each statement is correct and actually supported by its citation, and tracking
accuracy and citation-support rates over time.
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« Non-Compliance Risks (Warning Letters): Even without Al, regulators have repeatedly cited lack of
audit trails and poor data integrity. A 2021 survey of FDA Warning Letters noted multiple citations for
“lack of audit trails” or “altered data” (intuitionlabs.ai). These traditional failings illustrate why any new
data tool (like Al) must be built on ironclad audit logs. Failure to do so has real consequences: e.qg.
regulatory sanctions (import bans, seized products, warning letters) have followed when companies
could not demonstrate data integrity (intuitionlabs.ai).

Overall, the evidence suggests: Companies are cautious about Al (with many banning basic tools), yet the
potential efficiency gains are real. By learning from early case studies and regulators’ past enforcement
themes, we can see exactly which risk controls matter. This strengthens confidence that an Al system can be
made “as compliant as current digital tools”. In fact, when properly designed, Al may reduce error rates
(automation is consistent once validated) and improve oversight (360° logging outperforms manual
paperwork).

Data and Statistics

Statistic Source

65% of top 20 pharma companies banned ChatGPT usage ZoomRXx survey via Fierce Pharma, Apr 2024
(www.fiercepharma.com)

~25% of surveyed life sciences professionals use ChatGPT more than Same survey (www.fiercepharma.com)

once a week

$60B—$110B annual value for pharma from generative Al (potential) McKinsey MGl report, Jan 2024 (www.mckinsey.com)
20-30% reduction in audit processing time (case study) HCLTech Biopharma case (www.hcltech.com)
30-50% productivity gain via Al auditing (case study) HCLTech Biopharma case (www.hcltech.com)
Citations should be specific and accurately attributed (a principle, not a FINOS Al Governance Framework (air-governance-
measured statistic) framework.finos.org)

While some figures are projections or case-specific, they underscore that digital transformation with Al is
not speculative—it is occurring now, and with the right precautions, it yields measurable benefits.

Discussion of Implications and Future
Directions

Balancing Innovation and Compliance

Integrating Al in GxP is a multi-faceted change. On one hand, it modernizes processes: tedious tasks can be
automated, analysis can scale, and ultimately patient safety can improve through faster issue detection. On
the other hand, it expands the “attack surface” for data integrity and privacy.
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Short-Term Change Management: Companies should recognize that regulators’ agenda has historically been
to embrace technology, not shun it, so long as controls are in place. As FDA guidance noted when modernizing
Part 11, the agency does not want to “unnecessarily restrict the use of electronic technology in a manner
inconsistent with protecting public health” (www.fda.gov). The same sentiment extends to Al. Indeed, FDA and
EMA have participated in Al summits, showing interest. Regulators are watching how industry addresses risks.

Given the current environment (2026), many forward-looking firms already have pilot projects. The strategic
guestion is not if, but how. This report shows “how” by laying out implementation guardrails. This framework
can be integrated into vendor qualifications, change control boards, and quality systems. Ahead-of-the-curve
companies will document these controls and share them with inspectors. Those who wait risk falling behind or
being surprised by regulatory scrutiny when Al is found in use without oversight.

Regulatory Evolution

« Guidance and Compliance: The number of regulatory guidances specific to Al in pharma is increasing.
FDA has draft guidances on Al-enabled software (e.g. SaMD) and Al in regulatory decisions
(www.fda.gov). The EU Al Act entered into force in August 2024 and applies in phases: prohibitions
from February 2025, general-purpose Al obligations from August 2025, transparency obligations from
August 2026, and, after the Digital Omnibus amendment, high-risk obligations for Annex Il use cases
from December 2027 and for Al in Annex | regulated products from August 2028 (digital-
strategy.ec.europa.eu). Whether a given pharma Al tool is high-risk depends on its intended use and on
the organization's role as provider or deployer, including for systems put into service internally. The Act
signals the direction of expectations: transparency, data governance, and real-time monitoring. The
global regulatory stance is shifting to be more explicit about Al, likely requiring things like technical
documentation (model “nutrition label”), risk management plans, and post-market monitoring of Al
performance.

« Industry Standards: In parallel, new standards are emerging. ISO/IEC 42001:2023 (Al Management
Systems), published in December 2023, sets requirements for an end-to-end Al management system
(www.iso.org). IEEE, NIST, and industry consortia are defining best practices (e.g. “Al Model Cards”,
“Datasheets for Datasets”). These provide additional structure for citing model provenance and
limitations. GxP companies should consider adopting relevant parts of these frameworks. For example,
publishing ISO 42001-aligned policies (ethical use, data governance) can underpin regulatory
compliance for aspects not explicitly covered by GxP law (e.g. fairness / bias controls).

» Expectations for Al in Submissions: Regulators may soon expect sponsors to disclose Al use in
regulatory submissions. This could range from noting “Parts of this report were drafted with Al
assistance” to including an addendum on Al validation. Forward-thinking teams should prepare a
“Regulatory Al Disclosure Annex” explaining exactly how Al was used (model, data, governance) and
attaching model cards as documentation (www.clinicaltrials101.com). This transparency will likely
become standard. Indeed, clinicaltrials experts advise having this ready: “Scope your tech stack for
inspector questions... describe exactly how approvals happen and where Part 11 e-signatures live”
(www.clinicaltrials101.com).
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Future Technology Trends

« Emerging Architectures: The Al technology landscape is evolving quickly (fusion of retrieval, fine-
tuning, and privacy techniques). In future, one can imagine personalized “biotech GPT” models that run
on-premises or in secure clouds. The trend is toward more explainable and controllable Al. For instance,
some new models output provenance natively. Also, specialized pharma LLMs trained on medical
literature or proprietary data (with strict access controls) are appearing. Using these, instead of generic
public LLMs, mitigates many of the risks (chatbot content is tuned to domain-specific vocabulary and
compliance norms). Companies should watch these trends and consider how they could integrate into
the safe layer.

« Regulatory Tooling: Conversely, regulators may start using Al themselves during inspections (e.g., to
scan e-QMS records or identify data integrity anomalies). This means that companies should ensure
their Al-generated records are in a format amenable to such analysis (structured data, searchable
sources). There could even be government Al compliance checkers in the future; being ready for that
(through citations and logs) will pay dividends.

« Lifecycle Management: Al models have their own lifecycle: they can degrade, become outdated, or
reflect new regulations. Organizations should plan periodic “requalification” of models: re-assessing their
fit for use as SOPs or regulations evolve. This is akin to re-validation after major changes. Integrating Al
governance with the existing Quality Management System ensures that as the Al (and underlying data)
changes over time, controls evolve too.

« Ethical and Bias Considerations: While not strictly required by current GxP (which focus on product
quality), Al introduces ethical questions (e.g. if models inadvertently encode biases or make unfair
resource allocations). Industry best practice is to periodically audit models for bias (similar to fairness
audits) even if regulators haven't mandated it. Doing so can preempt future scrutiny and align with
broader corporate social responsibility.

Conclusion

In the regulated world, the default posture has been caution. Many organizations have delayed using
generative Al, fearing that its inherent unpredictability conflicts with GxP demands. However, this report has
shown that these fears can be addressed head-on. By embedding the Al layer within a framework of
traditional controls — access restrictions, audited processes, validation, and clear documentation — companies
can reap Al's benefits without compromising compliance.

Key conclusions:

« Alis not inherently non-compliant. Like any computerized tool, it can be governed. Indeed, by
implementing measures such as a retrieval-based, source-citing architecture, Al can be made to
significantly enhance data traceability (rather than degrade it) (www.clinicaltrials101.com) (air-
governance-framework.finos.org). Systems can be designed to refuse actions that would violate ALCOA
principles.
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« Guardrails align with existing regulations. The main controls we propose (citations, draft
management, roles, logs, isolation) directly map to the expectations of 21 CFR 11 and Annex 11
(www.fda.gov) (sgsystemsglobal.com). There is no “new science” here—just applying known rules to
new technology. This should reassure QA, regulators, and leadership that Al adoption isn't bypassing
compliance, but is being regulated into submission.

« Inspection readiness is enhanced, not hindered. Instead of ad-hoc, sporadic preparation for audits,
Al —when properly governed — can make readiness continuous. Automated checkers can scan
documentation in real time, language models can flag outdated references, and interactive systems can
keep training up to date. This means fewer last-minute scrambles and more consistent quality reports
(www.pda.org).

» Vigilance remains essential. Sustained compliance requires monitoring. We must track Al's
performance, stay alert to emerging regulatory guidance, and update our controls accordingly. The
framework we outlined is robust but not set-it-and-forget-it. Over time, as Al and regulation co-evolve,
these guardrails will need updates (just as 21 CFR 11 was revisited).

In closing, the obstacle of “Al equals new compliance risk” can be overcome. With evidence-based
design and thorough documentation, an Al system can be inspection-ready from day one. For every concern
that “what if Al hallucinates a batch record?”, we have shown a countermeasure: cite sources or refuse. For
every worry that “who will be responsible?”, we have clear roles and signatures. By proactively addressing
these issues with reference to the very guidelines (ICH, 21 CFR 11, Annex 11) that companies already comply
with, generative Al’s integration becomes not a blocker, but a bridge to improved compliance and quality.

Recommended Action: Regulators and companies alike should foster pilot projects that use these guardrails
as criteria. Document successes and lessons learned. Over time, these practices will form the basis of new
guidance (indeed, several industry groups and standards bodies are already working on GxP-specific Al
guidance). The first adopters in this space will not only gain efficiency, but also shape the future of regulated Al
— ensuring that innovation in pharma and biotech marches forward hand-in-hand with the imperatives of
patient safety and data integrity.
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About IntuitionLabs

IntuitionLabs is an Al consulting, custom software development and data engineering firm serving
pharmaceutical, biotechnology, medical-device and other life-science organizations. We work with clinical,
regulatory, medical-affairs, commercial, quality and IT teams to connect technology decisions with the work
people need to accomplish.

Al consulting and adoption

Our Al enablement services cover readiness assessments, use-case selection, governance and policies, team
workshops, adoption measurement and ongoing advisory support. We help organizations structure the
information layer behind Al: source material, context, permissions and maintained knowledge that make
generated answers useful and reviewable. Private LLM inference and hosted Al options support teams
evaluating how to operate Al with appropriate control over their data and infrastructure.

Software, data and life-science workflows

IntuitionLabs develops custom software for pharma and biotech, integrates enterprise systems, and builds
data engineering and business intelligence solutions. Areas of focus include Al agents, regulatory research,
medical writing, medical affairs, CMC information, competitive intelligence and clinical-document workflows.
Our eTMF intelligence work includes cross-system reconciliation and inspection-readiness support.

Enterprise platforms and regulated delivery

We provide Veeva services, application support, managed services, integrations and custom applications,
alongside enterprise content work involving platforms such as Egnyte. For regulated workflows, our services
include GxP enablement, computer-system validation and software development addressing 21 CFR Part 11
requirements. The applicable controls, validation responsibilities and acceptance criteria are defined for each
engagement.

Work with IntuitionLabs

Explore Al enablement, pharma and biotech software development, data engineering and Bl, and Veeva
services. Contact IntuitionLabs to discuss your workflow, information sources and implementation needs.

IntuitionLabs publishes educational research to help life-science teams make informed technology decisions.
Coverage of a product or organization does not imply a client relationship, endorsement or partnership.

Website: https://intuitionlabs.ali

This article is educational. Verify consequential medical, legal, financial, regulatory and technical decisions with appropriate professionals and the
cited primary sources. Company services are described separately from the article's research findings.
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