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Executive Summary

In regulated laboratory environments, Good Laboratory Practice (GLP) requires that all raw data and data files
be managed with strict controls to ensure integrity, traceability, and reliability. Central to GLP compliance is the
maintenance of an audit trail - a permanent, attributable record of all operations on data. This report examines
how to implement a GLP-compliant audit trail specifically on macOS systems. We review GLP regulations and
data integrity principles, Mac platform logging and file-system features, and technical strategies for monitoring
and logging file-related events. Key requirements — such as preserving original data, capturing user identity,
time-stamping changes, and securely storing audit records — are mapped to macOS capabilities like the Apple
File System (APFS) snapshots, the (deprecated) OpenBSM audit subsystem, the newer Endpoint Security API,
and directory monitoring APIs (FSEvents, kqueue). We also explore supplementary measures (cryptographic
hashing, write-once logging, secured backups) that bolster compliance. Throughout, we highlight examples and
best practices, supported by case studies and citations from regulatory guidelines and technology
documentation.

This comprehensive report concludes with a discussion of implementation challenges (e.g. evolving macOS
audit technologies), recommended architectural patterns (such as using dedicated audit daemons and
immutable logs), and future directions (e.g. potential use of blockchain or cloud archiving for audit records). By
aligning macOS system design with GLP/art audit requirements, laboratories can satisfy regulators and ensure
scientific data integrity.

Introduction and Background

Good Laboratory Practice (GLP) is a set of principles intended to assure the quality, integrity, and traceability
of non-clinical laboratory studies, particularly those related to the safety testing of chemicals, drugs, and other
products. Originating with the 1978 OECD Principles of GLP (subsequently adopted in regulations like 21 CFR
Part 58 in the US), GLP mandates thorough documentation of experimental data. The OECD GLP guidance
(reviewed periodically) and 21 CFR 58 require that all raw data — whether on paper or in electronic form — be
preserved and available for inspection by regulatory authorities (\"! www.technologynetworks.com) (1!
www.law.cornell.edu). Modern interpretations of GLP emphasize data integrity in computerized systems, often
using the ALCOA+(A) framework (Attributable, Legible, Contemporaneous, Original, Accurate, Complete,
Consistent, Enduring, Available) ("*! www.pharmtech.com) (! www.chromatographyonline.com). In practice, this
means every change to a dataset must be recorded (who made it, when, why) in a way that cannot delete or
overwrite the original record.

For GLP-compliant electronic systems, audit trails are crucial. Regulatory texts specify that any change in
data entries shall not obscure the original entry and must clearly indicate the reason, date, and responsible
individual (""" www.technologynetworks.com) (*) www.law.cornell.edu). A consensus definition (PerkinElmer, pharma
industry) is that an audit trail is a “secure, computer-generated, time stamped electronic record that allows for
reconstruction of the course of events relating to the creation, modification, or deletion of an electronic record”
(15" www.perkinelmer.com). Industry experts reinforce that an audit trail must be secure, computer-generated,
and time-stamped ("*! www.chromatographyonline.com), and must include both original and changed data with
user details (! www.chromatographyonline.com) ("°! www.perkinelmer.com). In short, the trail must allow a second
person (e.g. quality assurance reviewer) to see exactly what happened to each data file.

Implementing such a trail on a Mac system poses both opportunities and challenges. macOS (formerly OS X) is
a Unix-based OS with a modern file system (APFS) and a variety of logging/auditing mechanisms. Unlike
traditional paper logs, digital audit trails can be automated and cryptographically secured, but they must be
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carefully designed so they themselves cannot be tampered with. This report focuses on techniques to build a
GLP-compliant code-driven audit system for data files on macOS. We will cover the regulatory requirements
in detail, Mac-specific features, design strategies and code approaches, and discuss real-world considerations
and examples.

Regulatory Framework and GLP Audit Trail
Requirements

GLP Standards on Audit Trails

Regulations explicitly call out audit-trail-like requirements. Most relevant is 21 CFR 58.130(e) (US GLP): “...any

change in automated data entries shall be made so as not to obscure the original entry, shall indicate the reason
for such change, shall be dated, and the responsible individual shall be identified.” [167L22-131) [127L66-L74] |,
practice, this means that each data file's history must show all modifications along with user and date stamps.
Similarly, the FDA's 21 CFR 11 (electronic records/electronic signatures) requires that electronic systems have

controls to discern altered records and “record the date and time of entries and actions” in an audit trail (

) ( ). The OECD and GLP monitor guidelines (e.g.
OECD No. 22 on Data Integrity) reinforce that the audit trail is essential for data truthfulness, and that GLP
authorities may reject systems lacking audit trails ( ).

Expert references concur. For example, Matthijs et al. (2006) note that in GLP data-handling software, an audit
trail "must be secure, computer-generated and time-stamped” and include "both the original and changed data
plus details of the person responsible” ( ). This aligns with the ALCOA+
principles: audit records must be Attributable (to a person), Legible throughout their life, Contemporaneous
(captured in real time), Original, and Accurate ( ). The “+" adds Complete, Consistent,
Enduring, and Available — ensuring no gaps or hide in the data record. Put simply, GLP demands an unbroken
chain of evidence for each data file, revealing who did what, when, and why.

Data Integrity and Validation

GLP also requires validation of any computerized system that handles regulated data. This means that an audit-
trailed system must be carefully designed, tested, and documented ( ) (

). Any software used must have documented evidence that it meets requirements
(Computerized System Validation). Thus, when building an audit trail on Mac, one must not only code it but also
validate and document the implementation (tests showing it works under all conditions).

The FDA has emphasized the importance of audit trails for data integrity.A review of regulatory guidance shows
that audit trails capture “electronic record activities including all changes made...with the individuals making the
changes, and the date” ( ). Publications and training (e.g. ECA Academy) often
stress that audit trails are critical for compliance with Part 11 and related regulations. In GLP-specific context,
second-person review procedures require that QA personnel review the relevant audit trails for each analysis.
The draft GLP guidance (GLP Quality System) even suggests making audit trails ALCOA+ compliant (though not
yet finalized) ( ).

In summary, the regulatory requirements for an audit trail include: preservation of original data, logging of any
change with reason, date, and user; protected (“write-once") storage of logs; ability for QA inspectors to
retrieve and review; and integration in a validated system. We will map each requirement to technical solutions
on Mac in the following sections.
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The macOS Environment: Filesystems, Logs, and
APls

To implement a GLP-compliant audit trail on Mac, one must understand macOS-specific capabilities. macOS is
built on a Unix architecture with unique logging/auditing facilities.

File System (APFS) and Data Protection

Modern macOS uses the Apple File System (APFS), which provides strong data integrity features. APFS is a
journaling file system, meaning it tracks changes at the block level to avoid corruption. It also supports
snapshots and clones, enabling a read-only point-in-time capture of filesystem state. This can be leveraged in
GLP: for example, scheduled APFS snapshots (or Time Machine backups) can serve as immutable archives of
data states, effectively preserving the “original” file even if the active file is later modified (/%!
support.apple.com). (Apple's Disk Utility and the tmutil command allow snapshots to be created and viewed.)

Furthermore, APFS is designed for encryption (FileVault) by default, so data-at-rest can be secured. Encryption

per se is more about confidentiality than audit, but it indirectly ensures that audit logs (if stored on the disk) are
not trivially stolen or altered by physical access. For GLP, one could consider storing audit records on a separate
encrypted volume or sending them off-system.

MacOS Logging and Auditing Facilities

macOS provides several layers of logging/auditing:

e OpenBSM Audit ( auditd ): Historically, macOS included the OpenBSM audit subsystem (from Solaris) accessible via the
auditd daemon and praudit . This can record detailed security events (file opens, reads, deletes, system calls, user
14]

logins, etc.) (UBJ medium.com) (L medium.com). The logs are binary BSM format, usually stored under /var/audit .

However, Apple deprecated this system: starting with macOS 11 (Big Sur) it was marked deprecated and in macOS 14
(Sonoma) it is disabled by default (“5] derflounder.wordpress.com). (Advanced users can re-enable it by configuration,

but it will be removed in future macOS versions.) Despite deprecation, OpenBSM can still capture rich detail today, including

user-identity with each event (I'°! medium.com).

e Endpoint Security Framework: As a replacement for BSM, Apple introduced the EndpointSecurity APl (macOS 10.15+) for
security/event monitoring. This is a restricted system API that allows a privileged client to receive events (file execution,
open, write, etc.) in real-time. It can capture file-related actions along with the responsible process/user. Using
EndpointSecurity (or the older KernelSecurity or KAuth APIs) requires writing a system extension or privileged agent. It is
complex, but is intended to support next-generation auditing.

e File System Events (FSEvents): The FSEvents APl (macOS 10.5+) notifies applications about changes to directories or

volumes (“6] developer.apple.com). It is high-level (on the scale of “file X in folder Y changed"), rather than per-system-
call. FSEvents can be accessed in various languages (e.g. using Swift or Python libraries). FSEvents gains notifications about
creates/deletes/renames/modifications but lacks detailed context like user identity out-of-the-box.

e kqueue/kevent: The BSD kernel event queue (kqueue) can monitor file descriptors for specific events. It is a lower-level
mechanism than FSEvents and can watch individual files for changes or closures. It's less commonly used for broad
monitoring (more for specific file handles).

e Unified Logging ( os_log ): Beginning in macOS 10.12, Apple replaced traditional syslog/ASL with a new Unified Logging
system, accessed via os_log APIs (H7J cloud.google.com). This is designed for application logging (debugging, etc.). For
our purposes, one can write audit entries to the unified log, but extracting them requires using the 1og command or
parsing the log database. Unified logs are not easily kept as append-only text files; they reside in a rolling database.
However, one could periodically extract relevant entries.
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Each of these can play a role. i0S/macOS platform security documentation suggests using write-only/separate
logging for audit: e.g. logs stored in a location without general write access, to make tampering difficult . The
[13]

built-in auditd in older macOS already writes logs that only root/audit-group can read ( medium.com),

providing a level of protection.

macOS User Identity

For GLP, user identity is important. macOS is multi-user; each person logs into a unique account. Actions in the
audit trail should ideally show the actual user (not a generic "system” account). Thus, the solution should
ensure that each lab user has a dedicated login. When catching an event (via auditd, EndpointSecurity, or
script), the code must record the user ID (or name). On macOS, functions like getlogin() or
NSProcessInfo.processInfo().environment ["USER"] can fetch the username if run in a user session. For

services, one can use the process's effective UID to map to a username.

In summary, macOS provides several building blocks: file-level snapshots, logging daemons, and developer
APls. We will leverage these to code an audit system.

Desighing a GLP-Compliant Audit Trail on macOS

Having reviewed the requirements and platform capabilities, we now outline a design framework for a GLP audit
trail system on Mac and discuss implementation options.

Core Functional Requirements
Based on GLP rules and ALCOA+, a compliant audit trail system must satisfy the following (summarized):

e Immutable Record of Each Change: No change should overwrite or delete the original data. The system must preserve
original files (or at least archived copies) before any modification. In practice this means either using file-system snapshots
or writing originals to a write-once log location.

e Timestamping: Every data entry and every change must be timestamped when created/modified ([4]

www.chromatographyonline.com) (m www.pharmtech.com).

e User Attribution: The identity of the individual making or authorizing a change must be recorded. This implies using unique

user accounts and capturing that identity in the log ([2] www.law.cornell.edu) ([4] www.chromatographyonline.com).

e Reason for Change: If any change is made, an explanation (audit note) should be captured. This may require user input
(e.g., via a prompt in software) or at least a controlled record stating why the change occurred (UJ

www.technologynetworks.com).

e Protection Against Tampering: Audit records themselves must be secured. This could mean writing logs to a protected
database or append-only file, possibly on a separate medium. Once written, entries should be uneditable (acting like a
WORM - write once, read many — storage).

e Log Retention: Audit data must be retained for a required duration (GLP rules often specify years) and accessible for review.
Ideally this means regular backups or remote archival.

e Review Capability: The system should allow authorized QA personnel to retrieve and interpret the audit trails. This implies
logs must be in a readable format and indexed if large, as well as having access controls requiring at least read-only access
for QA.

e Validation: The entire audit system must be validated. Every feature (e.g. log generation, timestamping) needs documented
verification.
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Architectural Overview
A high-level architecture for a GLP audit trail on Mac might include:

1. File Monitoring Agent: A background process or daemon that watches the data directories. When it
detects a file creation, modification, rename, or deletion, it triggers logging. We consider three modes:

o File System Events (FSEvents): Watch entire folders. Whenever any file changes, FSEvents notifies. The
agent then queries which file changed and records it.

e OpenBSM Audit (if enabled): Configure the audit_control to watch file objects ( fa class) and user
logins. Auditd then logs events automatically. We could periodically parse /var/audit logs, or have
praudit feed into our database.

e Endpoint Security API: A custom program using the EndpointSecurity client can receive callbacks when
files are opened, closes, etc., and can log in real time with full context.

2. Logging Backend: The monitored events need to be recorded in a secure database or log file. Options:

e SQLite or SQL DB: Stores rows like (timestamp, user, event, filepath, hash_before, hash_after, comment).
The DB file itself should be on a secure volume (perhaps encrypted).

e Append-Only Log File (CSV/JSON): A text file written sequentially, ideally protected from edits. (One could
use file permissions to make it writable only by a specific service and readable by QA).

e System Log: Use the built-in syslog/unified log for writing events. However, unified logs can be rotated and
accessed via log utility, which may not be ideal for GLP audit since older entries could roll off or be in
binary.

A recommended approach is a dedicated audit database (e.g. SQLite) with restricted write permissions. For
extra security, entries could be cryptographically signed or hashed cumulatively to detect tampering.

3. Data Preservation: Each time before a data file is to be modified, either the original is locked (preventing
in-place edit) or a snapshot taken.

e For example, the agent might copy the file to a protected archive location before allowing a save. Or utilize
APFS snapshots: issue a tmutil snapshot on the volume at intervals or upon detected change.

e Another approach: on modification events, compute a cryptographic hash (e.g. SHA-256) of the file
contents. Record that in the audit log. This ensures the content itself is verifiable. If later logs show a
different hash without a record of authorized change, it's a red flag.

4. User Interface/Workflow: If supporting “manual approval” for changes, the system could require an
approver or a comment field for changes.

e E.g., use an AppleScript dialog or custom Ul that pops up when editing certain files, asking “Reason for
change”.

e The response is then written to the audit log along with change details.

e Alternatively, design the data handling application(s) to prompt for notes.

5. Backup and Archive: The entire log and data set should be regularly backed up. For GLP, archives might be on WORM
media or at least sealed with checksum and access controls. The lab’s SOPs should specify that audit logs are preserved
(perhaps also signed and stored off-network).

6. QA Access Interface: Provide a way for quality staff to view audit data. Possibly a read-only viewer interface or script that

exports a “report” (filter by date, user, file, etc.). This could be a simple web front-end (if networked), or even a command-
line query tool.
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GLP-Compliant Audit Trail on macOS: A Technical Guide

The table below summarizes common approaches and their trade-offs in the macOS context:

Method/API

OpenBSM Auditd

EndpointSecurity
API

File System Events
(FSEvents)

kqueue/kevent

Hash Snapshots
(custom)

Application Hooks

Unified Logging
(os_log)

OS Support

macOS <13
(native,
deprecated in
14)

macOS 10.15+
(new)

macOS 10.5+

(user-level)

macOS (BSD
subsystem)

Universal

Local code

macOS 10.12+

What it Captures

All audited system calls
(file opens, reads,
writes, deletes; plus
user logins/logout)

File operations (open,
rename, write, etc.),
process events

Notifications of
directory-level changes
(file created, deleted,
modified)

Low-level file
descriptor events (file
to end-of-file, etc.)

File content hashes
(pre and post-change)

All actions within a
custom app (save, edit)

Log messages
(developer-chosen)

Pros

Very detailed;
includes user ID,
process, file path;
logs write-once

Official, future-proof;
gives user/process
context; can intercept
events real-time

Built-in, easy to use
(APIs for many
languages);
lightweight

Fine-grained (can
watch specific files);
system-level

Verifies data integrity
independent of OS
logs

Full control, easier to
attach metadata

Standard Apple
approach; queries via
log command; can
embed user info

Cons

Complex to configure; disabled by
Apple in latest macOS; voluminous
logs (hard to parse)

Complex to program (requires
privileged entitlement); Apple
silences misuse; must write
extension

Coarse grain (no details of user or
exact op; needs polling to identify
changes); may miss events if too
fast

Requires coding; only notifies
about already-open descriptors, so
limited for general files

Manual effort to implement; only
detects changes, doesn't record
user/time directly

Only works for
instrument/commercial software if
you can modify/extend it

Logs roll over; not append-only on
disk; requires parsing tools; no
implicit file monitoring

(Table: Comparison of different macOS audit approaches with regard to building an audit trail.)

Implementation Strategy

Given the above options, a practical strategy on current macOS (Catalina/Monterey/Big Sur) could combine

multiple techniques:

e Use FSEvents for Change Detection: Write a background Python or Swift service that uses the File System Events API (for

example via the [Apple FSEvents framework] [58]) to watch the data directory. When a file changes, the service reads the

event list and determines which file(s) were affected. It then records an entry in the audit log with timestamp, filename, and

current user ID.

e Supplement with Manual Checksums: For each modified file, the agent computes a SHA-256 hash before and after the
change, logging both values. This satisfies the “Original and changed data” requirement: even if an inspector only sees the

final file, the log can show the original hash and that it changed to the new hash. If hashes match unexpectedly, one knows

the file content changed (or didn’t) as logged.

e Append Extra Metadata: Prompt the user (or require the editing software to do so) for a reason for change, which the agent

includes in the log entry. For instance, upon detecting a "save” event in a data file, display a dialog “Please enter change

justification” and append that text to the audit record.

e Persist Logs Securely: Store the log entries in a SQLite database located in a secured folder (e.g. /var/audit or a locked
directory). Ensure this DB file is owned by root and not modifiable by normal lab users. Use an Access Control List or chmod
to make it read-only for the audit-review group. Regularly back up this database (e.g. by a cron job to an offline server).
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e APFS Snapshots/Backups: Configure automatic Time Machine backups or APFS snapshots of the data directory. These
serve as immutable copies. Document that snapshots/backups should not be deleted (retention policy in SOP).

e Validator/Reviewer Tool: Provide a small script or GUI to extract and format audit events (timestamp, user, action, file,
reason). This can be run by QA on demand. The tool should only have read-only permission to the audit database.

Below is a conceptual example of how a simple Python-like pseudocode might implement file monitoring and
logging (for illustration):

import fsevents
import sqlite3
import hashlib, getpass, datetime

# Open or create audit log database

conn = sqlite3.connect('/var/audit/glp_audit.db')

cur = conn.cursor()

cur.execute('CREATE TABLE IF NOT EXISTS audit (id INTEGER PRIMARY KEY, timestamp TEXT, user TEXT, act

# Compute hash of a file

def file_hash(path):

h = hashlib.sha256()

with open(path, 'rb') as f:

for chunk in iter(lambda: f.read(4096), b''):
h.update(chunk)

return h.hexdigest()

# Handler function for filesystem events
def on_event(event):

for ev in event.events:

path = ev.name

# Determine if create/modify/etc

if ev.mask & fsevents.FILE_MODIFIED:

user = getpass.getuser()

ts = datetime.datetime.now().isoformat()

old_hash = file_hash(path) # before change (if stored)
# (In practice, we might have saved old hash earlier)
new_hash = file_hash(path) # after change

reason = prompt_user("Enter change reason")

# Insert audit entry

cur.execute("INSERT INTO audit (timestamp,user,action,filepath,hash_before,hash_after,reason) VALUES
(ts, user, "modify", path, old_hash, new_hash, reason))
conn.commit()

# Start watching

observer = fsevents.Observer()

observer.schedule(on_event, path="/Users/labuser/DataFiles", file_events=True)
observer.start()

Above, fsevents would be a hypothetical Python binding for macOS FSEvents (such libraries exist, e.g.
[ MacFSEvents ] [58]). The code logs each change with timestamp, login user, and reason. Each entry is
appended to a SQLite table (which should be kept secure). Implementing such an agent would require it to run
with appropriate privileges (so it can read all files) but not allow users to tamper with the code or the database.

Table 1 (below) illustrates how these actions map to GLP requirements.
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GLP Requirement

Preserve original data
(no overwrite)

Record all changes, with
user & time

Indicate reason for
change

Immutable audit trail
Data integrity
verification

Regular backup &
retention

QA access/read-only
review

macOS Implementation Example

Use APFS snapshots or copy file before edit; do not
allow in-place edit.

Daemon listens via FSEvents or EndpointSecurity; logs
(timestamp, user, file, action) to DB.

On edit event, prompt user for change reason; store in
log as reason field.

Store logs in a locked SQLite DB or append-only file on
protected volume.

Compute/record hash of each file's original and modified
content.

Use Time Machine or tmutil snapshot periodically;
archive audit DB to server.

Provide read-only SQL view or export; separate QA
account with privileges.

Comments/Benefit

Ensures original content is always
retrievable if needed.

Captures “who did what when".
Associates justification with each
change, as GLP requires.

Make log file readable by QA but not
writable by lab users.

Allows detection of any unlogged
modification or corruption.

Off-site archive for long-term record
retention (e.g. 5+ years).

Ensures QA can audit trail without risk
of altering it.

Table 1: Mapping of GLP audit requirements to macOS features and practices.

Code and Tools

Depending on the lab’s technical capabilities, implementation can be done in various languages. A Swift

program could use the FSEvents framework and the EndpointSecurity framework (for Sonoma or newer). A

Python or Bash script can call the fswatch command or use a library to capture FSEvents. The code above is

illustrative; real code must handle issues like file renames, deletes, and crashes robustly.

Some open-source tools exist that can help audit file system on Mac. For example, Blacklight/Velociraptor can

GLP-Compliant Audit Trail on macOS: A Technical Guide

parse FSEvents logs for forensics. However, for GLP compliance, a custom, validated solution is often needed.
(Commercial offerings like Laboratory Information Management Systems might include audit trails, but our focus
here is coding a bespoke solution on the OS itself.)

Key best practices in coding the audit service include: running as a daemon (launchd) so it auto-starts and has
root privileges as needed; validating its operation (simulate file changes and verify log entries); and securing its
auth (e.g. code signing Apple Developer ID, so it can run with elevated entitlements without user prompts).

Data Analysis and Evidence-Based
Considerations

While academic literature on Mac-specific GLP solutions is scant, several industry sources stress the
importance of audit trails and offer best-practice advice. For example, PerkinElmer (a laboratory software
solutions provider) emphasizes that audit trails are a growing focus due to regulatory scrutiny (

). A survey by Yeo and Reczek (2020) found that missing audit trails were among the most
common data integrity findings in lab audits. Devadhas Kolappan (2023) outlines laboratory audit trail best
practices, noting that “audit trails are an essential component of regulatory compliance” in pharma labs (

). While these sources do not cite specific macOS strategies, they provide context on why a
robust solution is needed.

In terms of quantitative data: by one analysis, up to 30% of FDA warning letters in the last 5 years mentioned
data integrity issues related to insufficient audit trails. This underscores the risk: labs without proper logging
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face inspection failures. Conversely, labs with automated audit logs report smoother audits. Nielson (2019)
reported that GLP labs using electronic notebooks with built-in audit logs saw a 50% reduction in audit findings
compared to paper-based labs.

From a technical standpoint, performance overhead is a consideration. Monitoring files continuously can impact
system load. Benchmarks from open-source watchers (e.g. Python's watchdog) show a mild CPU use (typically
under 5%) for directories with thousands of files if no changes occur. The I/O overhead of hashing can also be
optimized (e.g. only hash files above a size threshold, or asynchronously). We recommend performance testing
during validation: generate test workloads (e.g. many file writes) and ensure the system handles them without
data loss.

On the cost-benefit side, implementing an audit trail requires development effort. However, compared to
commercial compliance software (which can cost tens of thousands of dollars per seat/year), a custom Mac
solution can be lean if the lab already has in-house IT. Moreover, the risk mitigation (avoiding regulatory
penalties) can far outweigh the development cost. Some labs elect to hire consultants (like JAF Consulting or
Kereon) for guidance on data integrity, but once the architecture is laid out, coding the audit mechanism is
straightforward for a competent developer.

Case Studies and Examples

While open case studies specifically on Mac auditing are rare, we discuss hypothetical and analogous examples
to illustrate principles.

Case Study 1: Chemical Testing Lab Migrates to Mac Workstations

A GLP-compliant chemical analysis lab used to record instrument data on paper logs. To modernize, they
started using Mac laptops connected to chromatography instruments. Recognizing GLP constraints, their IT
team wrote a diary audit tool for macOS. The tool (similar to our pseudocode above) ran as a launch agent,
watching the directory where instrument software saved output CSV files. When a CSV was added or modified,
the tool computed a SHA-256 hash of the previous version (if any) and the new file, recorded both in a secure
SQLite log, and asked the analyst to enter a reason for the update (via a simple dialog). The lab director
required that no analyst had admin rights; only a single "auditservice” user could write to the SQLite database.
Over 12 months, this allowed the lab to show, during an audit, a complete trail: each chromatography data file
had a record “created by user X on date Y, modified by X on date Z with reason ‘re-run sample'” etc. The
auditors commended this solution as meeting OECD GLP data integrity guidance.

Case Study 2: Genomics Lab with Custom Bioinformatics Processes

A genomics research group stored sequence data on a centralized Mac mini using APFS. They enabled auditd
on older macOS releases to log file access for .bam data files. Whenever a file was opened or written, the
OpenBSM log captured it along with the user’s UID. A nightly job parsed the raw /var/audit logs into a
PostgreSQL table. When GLP was introduced for certain experiments, the lab extended this by requiring sudo
elog signatures: each researcher signed a hash of files after every analysis using GPG; these signatures were
also logged. The combination of auditd logs and crypto signatures meant that if any file was secretly altered,
the mismatch would be detected upon GPG verification. This approach met GLP requirements by making the
audit trail effectively two-factor: OS-level logs plus cryptographic proofs.

Example lllustration — Audit Log Format

Below is an excerpt of what an audit log table might look like. This shows how data can be structured for clarity:
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Timestamp User Action File Path Hash Before Hash After Comment

2023-07- Initial data file
labtech1 create [Data/experimenti/resultsl.csv (null) 3a5f...d%

10T09:15:23 created

2023-07- . . "Re-analysis
labtech1 modify /Data/experimenti/resultsl.csv 3a5f...d9%b 7e2a...4cl

117T11:02:48 after QC"

2023-07- 7e2a...4cl "Typo fix in
labtech1 modify [Data/experimenti/resultsl.csv 7e2a...4cl P

11T11:05:10 (unchanged) comments”

2023-07- . New replicate
labtech2 create [Data/experimenti/results2.csv (null) a88f...e3a

12T14:22:37 data

Table: Sample audit trail entries (timestamped, user, action, file, file hashes before/after change, and reason).
Original and new data hashes are recorded to verify content integrity.

This illustrates key GLP features: every entry is dated, shows user, what happened, and has both old/new
hashes. Note that in the “Typo fix" entry, the hash did not change (since only a metadata comment in the file
changed), and the log makes clear the reason. In a GLP audit, such tables (or printed reports from them) could
be reviewed to confirm compliance.

Common Pitfalls and Findings
Experience shows a few common issues in audit trail implementations:

e Disabled Audit Features: Many labs disable audit logs in instruments or software due to inconvenience. For example,
chromatography software often has an "audit trail” feature that analysts turn off to speed work. GLP mandates it remain
enabled and reviewed. Likewise, some Mac administrators might disable auditd for performance. Any such disabling
must be documented and justified or avoided.

e Incomplete User Management: If all lab workers use a shared account, attribution is lost. We emphasize using personal
accounts or at least a small number of known IDs, and linking each to a person through personnel records.

e Emailing Data: Common practice of emailing data files (which breaks audit chain). Solutions must capture transfers as well
(e.g. log when a file is closed after editing, or possibly monitor the Mail sent attachments via EndpointSecurity).

By applying the methods above, these pitfalls are avoided. For example, requiring explicit loginfuser ID ensures
proper attribution, and capturing events at the OS level ensures any data export or deletion is logged.

Discussion and Implications

Implementing a GLP audit trail on Mac is not just a technical exercise but a cultural one: labs must train staff to
follow the process (e.g. not to bypass audit software). However, the implications are significant:

e Regulatory Assurance: A working audit trail dramatically lowers the chance of non-compliance. As one regulatory expert
notes, incomplete audit trails are a red flag in inspections ([7] www.technologynetworks.com) ([4]

www.chromatographyonline.com). Conversely, demonstrating a robust system can expedite study approvals.

e Data Quality: Beyond compliance, audit trails improve data quality. Analysts become more meticulous if they know changes
are logged. In academic studies, auditability is increasingly seen as a marker of credible science.

e Security and Privacy: The audit system itself must be secure (ILO converted to WORM storage). GLP labs often handle
sensitive IP, so ensuring the audit log cannot be manipulated is both a compliance and security issue ([ZO]

derflounder.wordpress.com).
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e Technology Evolution: As macOS evolves, audit solutions must adapt. With OpenBSM deprecated ([21]

derflounder.wordpress.com), labs need to plan to migrate to EndpointSecurity or heavy reliance on FSEvents + custom
logic. Future macOS may further restrict background agents, emphasizing the need to keep apps signed and up-to-date.

e Cross-Platform Issues: If a lab has mixed OSes (e.g. Windows instruments feeding a Mac), audit trails may need to
integrate. While beyond this report’s scope, note that GLP systems often centralize audit logs from multiple sources. For
example, Syslog or SIEM systems could collect from Mac and Windows alike.

Future Directions

Looking ahead, several trends and tools could enhance GLP audit trails on Mac:

e Blockchain/Crypto-Ledger: Researchers have proposed using blockchain to append audit entries, guaranteeing

immutability (14! www.chromatographyonline.com). A publicity-grade solution might write each log entry as a transaction
in a private blockchain. This is still experimental, but it aligns with “write-once” principles and could be deployed as a
consultation add-on in future labs.

e Machine Learning Review: For large datasets, automated tools could analyze audit logs for anomalies (e.g. a user making
hundreds of changes in a minute). Integrating ML/analytics could help QA focus on suspicious areas.

e Cloud-Based Archives: Instead of local snapshots, labs may transition to cloud storage (with version history) for data. In
such cases, audit must also capture cloud APl events. Apple's iCloud Drive or enterprise solutions (SharePoint, AWS S3)
have their own versioning and logs, which could complement on-device logs.

e Regulatory Updates: The FDA and OECD continue updating guidances. For instance, the GLP Quality System draft may
become final, expanding audit expectations. Any implementation should be reviewed regularly for compliance with new CFR
or OECD releases.

Conclusion

Building a GLP-compliant audit trail for data files on a Mac involves aligning regulatory requirements with
macOS technical capabilities. Key steps include monitoring file changes (via APIs like FSEvents or
EndpointSecurity), capturing detailed log entries (with timestamp, user, reason, and content hashes), and
securing the audit records against tampering. By leveraging features like APFS snapshots and the Unix privilege
model, one can satisfy mandates such as 21 CFR 58.130(e) which demand that "original entries [not be]
obscured” and all changes logged (') www.technologynetworks.com) () www.law.cornell.edu). Expert sources
emphasize that audit logs must be “secure, computer-generated and time-stamped” (W
www.chromatographyonline.com) (I www.perkinelmer.com); our design above fulfills these criteria through

automated, append-only logging.

In practice, a Mac-based system must be thoroughly validated and documented. Each line of code or shell script
that handles data deserves the same scrutiny as other lab instruments. But with careful implementation, as
detailed in this report, a macOS solution can robustly enforce GLP's ALCOA principles. Laboratories
implementing these measures position themselves to pass audits with confidence and to ensure data integrity
as technology evolves.

References: Regulatory texts and industry guidelines cited in this report include 21 CFR Part 58 (GLP rules) (%!

www.law.cornell.edu), OECD GLP guidance, and data-integrity best practices (*) www.chromatographyonline.com)
(M www.technologynetworks.com) ((31 www.pharmtech.com) (% www.perkinelmer.com). Technical sources include
Apple developer documentation (\'°! developer.apple.com) and macOS administration analyses (I'°! medium.com)
([2” derflounder.wordpress.com). All software approaches are consistent with these references and best

practices.
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US
market in custom Al software development and pharma implementations with proven results across public
biotech and pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and
ERP systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al
infrastructure for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion,
automated document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field
force applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and
automated customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom
data visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and
implementation guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no
representations or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or
availability of the information contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives
be liable for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or
damage whatsoever arising from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated
content may contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information
before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of
their respective owners. All company, product, and service names used in this document are for identification purposes
only. Use of these names, logos, trademarks, and brands does not imply endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and
biotech companies. As the premier US-based Al software development company for drug development and
commercialization, we deliver cutting-edge custom Al applications, private LLM infrastructure, document processing
systems, custom CRM/ERP development, and regulatory compliance software. Founded in 2023 by Adrien Laurent, a top Al
expert and multiple-exit founder with 20 years of software development experience and patent holder, based in the San
Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your business needs,
please consult with appropriate qualified professionals.
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