
INTUITIONLABS / RESEARCH & PRACTICAL GUIDANCE

FDA ESG NextGen API Integration and
Cutover Guide

Build practical AI for pharma and biotech with IntuitionLabs. We help life-science teams turn complex
information and workflows into useful software, governed knowledge systems and AI tools.

Published by IntuitionLabs · 2026-09-19 · fda esg nextgen api · esg nextgen integration · electronic submissions gateway · fda
acknowledgements · regulatory submissions · oauth 2.0 · as2 · unified submission portal · pharma software validation

Original article: https://intuitionlabs.ai/articles/fda-esg-nextgen-api-integration-cutover

IntuitionLabs

Pharma & biotech AI consulting · Custom software · Data engineering Page 1 of 17

https://intuitionlabs.ai/articles/fda-esg-nextgen-api-integration-cutover


In this article
1. Executive Summary

2. Introduction and Background

3. ESG NextGen Channels and Decision Framework

4. Registration, Roles, and Credential Custody

5. End-to-End API State Machine and Data Model

6. Acknowledgements, Status, and Reconciliation

7. Reliability, Error Handling, and Security Controls

8. Testing, Validation Evidence, and Phased Cutover

9. Data Analysis and Evidence

10. Implications and Future Directions

11. Frequently Asked Questions (FAQs)

12. Conclusion

Executive Summary
As of September 19, 2026, FDA Electronic Submissions Gateway Next Generation, or ESG NextGen, offers
three paths: the browser-based Unified Submission Portal (USP), Applicability Statement 2 (AS2), and REST-
style application programming interfaces (APIs). The USP replaced legacy WebTrader, while FDA still says
it will support legacy AS2 accounts (fda.gov). The API is the appropriate target when a company needs
programmatic upload, status polling, acknowledgement retrieval, and reconciliation with a regulatory
information management system. It does not change what FDA reviews. ESG NextGen is a conduit and "does
not open or review submissions" (fda.gov).

The current integration baseline is API Guide 1.2.1, approved in August 2026 (fda.gov), and API
Specification 1.2, dated March 2026 (fda.gov). The workflow is deterministic: obtain an OAuth 2.0 token,
resolve the submitting user and company, post submission metadata, receive a core ID and temporary upload
credentials, create a payload, upload one binary object, submit it with a SHA-256 checksum, poll submission
status, then retrieve acknowledgement records. FDA states that access tokens expire after one hour
(fda.gov); the OAuth standard independently recommends short-lived bearer tokens of one hour or less (rfc-
editor.org). Treat the long-lived client secret, temporary credentials, core ID, payload ID, acknowledgement ID,
and checksum as different control objects. Token handling must preserve confidentiality in transit and storage
(rfc-editor.org).

An operational state machine must distinguish ACK1 gateway upload, ACK2 Center transmission, and
ACK3 or ACK4 Center response. ACK2 is not scientific or filing acceptance. FDA expressly says ACK3 and
ACK4 provide the Center response (fda.gov). The system of record should therefore close a submission only
against its expected Center-specific terminal acknowledgement, not merely an HTTP success, upload
completion, or ACK2.

Cutover should be phased, with objective rollback checkpoints (docs.aws.amazon.com). Controls should
include durable queues, duplicate suppression, correlation IDs, checksum comparison, secret rotation, time
synchronization, and retained audit evidence. Audit records should follow the applicable retention policy
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https://www.fda.gov/industry/getting-started-esg-nextgen/user-guides#:~:text=ESG%20NextGen%20will%20continue%20to%20support%20legacy%20ESG%20AS2%20account%20users.
https://intuitionlabs.ai/articles/regulatory-submission-software
https://intuitionlabs.ai/articles/regulatory-submission-software
https://www.fda.gov/industry/electronic-submissions-gateway-next-generation-esg-nextgen#:~:text=ESG%20NextGen%20itself%20does%20not%20open%20or%20review%20submissions
https://www.fda.gov/media/194410/download
https://www.fda.gov/media/191612/download
https://www.fda.gov/media/194410/download#:~:text=Note%3A%20Access%20tokens%20expire%20after%20one%20hour
https://www.rfc-editor.org/info/rfc6750/#:~:text=short-lived%20%28one%20hour%20or%20less%29%20bearer%20tokens
https://www.rfc-editor.org/info/rfc6750/#:~:text=short-lived%20%28one%20hour%20or%20less%29%20bearer%20tokens
https://www.rfc-editor.org/info/rfc6749/#:~:text=MUST%20be%20kept%20confidential%20in%20transit%20and%20storage
https://www.fda.gov/industry/getting-started-esg-nextgen/submission-acknowledgements#:~:text=Provides%20the%20Center%E2%80%99s%20response%20on%20the%20submission.
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-migration-cutover/cutover-stage.html#:~:text=Defined%20checkpoints%20that%20set%20off%20a%20rollback%20during%20the%20cutover


(nvlpubs.nist.gov). No public FDA performance benchmark supports a throughput promise, so capacity
planning should use the organization's own submission volume, payload size, retry rate, acknowledgement
latency, and retention period.

Introduction and Background
FDA ESG NextGen API integration is not simply a file-transfer project. It is a regulated transaction workflow
joining identity, authorization, publishing metadata, large-object transfer, routing, acknowledgement
interpretation, and evidence retention. The engineering question is whether an organization needs occasional
manual submission, an existing gateway connection, or a new automated path embedded in publishing and
regulatory information management processes.

FDA describes ESG NextGen as the single entry point for receipt, acknowledgement, routing, and notification.
That boundary matters. Transport receipt, Center receipt, and scientific or technical acceptance are
separate events. A design that calls any successful HTTP response "FDA acceptance" creates a material
reconciliation error. The transport client should also follow the current OAuth recommendation to audience-
restrict tokens to the intended resource server (rfc-editor.org).

The documentation also requires engineering judgment. Guide 1.2.1 still points to specification v1.0 even
though FDA currently links specification 1.2 (fda.gov). The guide labels a credential step as GET, while
specification 1.2 defines metadata submission as POST. The upload section title and its authentication block
also differ. Teams should baseline the actual test environment, record approved assumptions, and preserve
request and response evidence rather than coding from a diagram alone.

The network baseline should include TLS 1.3 support, which NIST has required for federal systems since
January 1, 2024 (csrc.nist.gov). Validation scope should remain risk based across the computerized-system
lifecycle (health.ec.europa.eu).

The authorization design should restrict each access token to its intended resource audience where supported
(rfc-editor.org).

IntuitionLabs is an adjacent implementation and validation advisor, not one of the submission channels. Its
published integration approach emphasizes "data reconciliation, intelligent routing, and comprehensive audit
logging" (intuitionlabs.ai). That perspective is useful here because the durable deliverable is an operated,
evidenced workflow, not merely a connector.

ESG NextGen Channels and Decision Framework
The channel choice should follow volume, automation need, existing infrastructure, and operating ownership.
USP, AS2, and API all deliver into ESG NextGen, but they place control at different layers.

Table 1 summarizes the practical decision. It does not rank the channels universally. A sponsor may
reasonably use more than one during migration or for contingency.
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/800-171r3/NIST.SP.800-171r3.html#:~:text=Retain%20audit%20records%20for%20a%20time%20period%20consistent%20with%20the%20records%20retention%20policy.
https://www.rfc-editor.org/info/rfc9700/#:~:text=access%20tokens%20SHOULD%20be%20audience-restricted%20to%20a%20specific%20resource%20server
https://www.fda.gov/media/194410/download#:~:text=refer%20to%20the%20ESG%20NextGen%20API%20Specification%20v1.0.docx
https://csrc.nist.gov/pubs/sp/800/52/r2/final#:~:text=requires%20support%20for%20TLS%201.3%20by%20January%201%2C%202024
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=Risk%20management%20should%20be%20applied%20throughout%20the%20lifecycle%20of%20the%20computerised%20system
https://www.rfc-editor.org/info/rfc9700/#:~:text=access%20tokens%20SHOULD%20be%20audience-restricted%20to%20a%20specific%20resource%20server
https://intuitionlabs.ai/services/integrations#:~:text=data%20reconciliation%2C%20intelligent%20routing%2C%20and%20comprehensive%20audit%20logging


Decision factor Unified Submission Portal AS2 ESG NextGen API

Primary
interaction

Human-operated web
interface and submission
history

Existing gateway-to-gateway
exchange

Programmatic workflow integrated with
publishing systems

Best fit Low or irregular volume,
manual oversight, rapid
onboarding

Organizations with a mature AS2
gateway and established
operations

Repeated automated submission, status,
and acknowledgement reconciliation

Identity and
transport

USP account and interactive
authentication

Routing ID plus managed digital
certificate

USP registration, API client credentials,
OAuth bearer token, and temporary upload
credentials

Certificates Submitter-managed PFX or
SSL certificate is not
supported

Digital certificate is required Submitter-managed PFX or SSL certificate
is not supported (fda.gov)

Acknowledgem
ents

Email and USP submission
history

Returned over AS2 Email, USP history, and programmatic
retrieval

Automation
burden

Lowest build effort, highest
manual effort

Existing specialized gateway
operations

Custom client, queueing, monitoring,
validation, and support ownership

Current posture Replaced WebTrader FDA says support continues New automation path; no public
performance guarantee

The table points to a simple rule. Choose USP when human preparation and oversight dominate. Keep AS2
when its gateway, certificates, monitoring, and validated procedures already work and automation benefits do
not justify migration. Choose API when the business needs direct workflow automation, structured status, and
acknowledgement retrieval. FDA has not published an AS2 retirement deadline in the current materials, so an
urgent migration should not be justified by an invented date.

Important channel facts include:

Channel continuity: USP is the browser path and replaces the legacy WebTrader interface (fda.gov).
AS2 remains available for established gateway users.

API scope and visibility: the API supports submission, status checks, and acknowledgement retrieval,
not review of regulatory content. USP history can provide a human verification surface alongside
automated processing.

Cutover posture: a phased migration should use gradual traffic movement and explicit rollback
checkpoints (docs.aws.amazon.com).

Access and identity: limit the surrounding system to authorized individuals (ecfr.gov) and uniquely
identify and authenticate users (nvlpubs.nist.gov).

The decision record should scale in formality with the actual quality risk (database.ich.org).
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https://www.fda.gov/industry/resources/esg-nextgen-frequently-asked-questions#:~:text=not%20required%20or%20supported%20for%20API%20or%20Unified%20Submission%20Portal%20submissions.
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https://www.ecfr.gov/current/title-21/chapter-I/subchapter-A/part-11/subpart-B/section-11.10#:~:text=Limiting%20system%20access%20to%20authorized%20individuals.
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/800-171r3/NIST.SP.800-171r3.html#:~:text=Uniquely%20identify%20and%20authenticate%20system%20users
https://database.ich.org/sites/default/files/ICH_Q9%28R1%29_Guideline_Step4_2025_0115_0.pdf#:~:text=The%20level%20of%20effort%2C%20formality%20and%20documentation%20of%20the%20quality%20risk%20management%20process


Registration, Roles, and Credential Custody

Enrollment and authority

Every implementation begins outside the API. A company must establish its USP identity and transaction
authority. FDA requires a Non-Repudiation Letter to register as an ESG NextGen transaction partner
(fda.gov). An agent submitting for another company also needs the corresponding authorization relationship on
file.

Only the Power User role can reach API Management and generate API credentials (fda.gov). This is an
administrative privilege, not a reason to run the integration under a person's desktop session. The controlled
process should separate business authorization for who may submit, credential administration for who
may create or replace secrets, runtime execution for which workload identity may call FDA, operational
review for who may inspect status and acknowledgements, and quality approval for intended use, risk
controls, tests, and release.

Secret lifecycle

FDA shows the API secret only once (fda.gov). Regeneration immediately makes the prior credentials invalid
(fda.gov). Because FDA does not document an overlap window, rotation must be treated as a coordinated
cutover: pause new work, drain or safely persist in-flight work, replace the secret in the vault, obtain a fresh
token, run a smoke test, then resume.

OAuth 2.0 restricts the client-credentials grant to confidential clients (rfc-editor.org). Its access tokens must
remain confidential in transit and storage (rfc-editor.org). That excludes browser code, mobile applications,
shared spreadsheets, pipeline logs, and developer shell history as custody locations.

Required controls include:

Vault storage: store the client secret in a managed secrets system with fine-grained authorization
(cheatsheetseries.owasp.org).

Redaction: mask or encrypt secrets rather than logging plaintext values (cheatsheetseries.owasp.org).

Auditability: record who requested access, for which system, and under which role
(cheatsheetseries.owasp.org).

Rotation: schedule periodic rotation, but coordinate it with FDA's immediate invalidation behavior
(docs.cloud.google.com).

Token cache: cache an access token only in protected process memory and refresh before the one-
hour expiry.

Audience restriction: bind access tokens to the intended API resource where the authorization server
supports it (rfc-editor.org).

Privileged logging: log execution of credential-administration functions (nvlpubs.nist.gov).

Authorization history: retain creation, change, and cancellation of access grants
(health.ec.europa.eu).
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https://www.fda.gov/industry/getting-started-esg-nextgen/letters-non-repudiation-agreement#:~:text=is%20required%20to%20register%20as%20a%20transaction%20partner%20with%20FDA%20ESG%20NextGen.
https://www.fda.gov/media/194410/download?attachment=#:~:text=Only%20USP%20users%20with%20the%20role%20of%20Power%20User
https://www.fda.gov/media/194410/download?attachment=#:~:text=Secret%20Key%20will%20not%20be%20displayed%20again.
https://www.fda.gov/media/194410/download?attachment=#:~:text=replace%20your%20current%20API%20access%20credentials%2C%20rendering%20them%20invalid.
https://www.rfc-editor.org/info/rfc6749/#:~:text=The%20client%20credentials%20grant%20type%20MUST%20only%20be%20used%20by%20confidential%20clients.
https://www.rfc-editor.org/info/rfc6749/#:~:text=MUST%20be%20kept%20confidential%20in%20transit%20and%20storage
https://cheatsheetseries.owasp.org/cheatsheets/Secrets_Management_Cheat_Sheet.html#:~:text=configure%20fine-grained%20access%20controls%20on%20each%20object%20and%20component
https://cheatsheetseries.owasp.org/cheatsheets/Secrets_Management_Cheat_Sheet.html#:~:text=masking%20approach%20in%20place%20to%20avoid%20logging%20plaintext%20secrets
https://cheatsheetseries.owasp.org/cheatsheets/Secrets_Management_Cheat_Sheet.html#:~:text=Who%20requested%20a%20secret%20and%20for%20what%20system%20and%20role.
https://docs.cloud.google.com/secret-manager/docs/secret-rotation#:~:text=Secret%20Manager%20lets%20you%20schedule%20periodic%20rotations%20of%20your%20secrets.
https://www.rfc-editor.org/info/rfc9700/#:~:text=access%20tokens%20SHOULD%20be%20audience-restricted%20to%20a%20specific%20resource%20server
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/800-171r3/NIST.SP.800-171r3.html#:~:text=Log%20the%20execution%20of%20privileged%20functions.
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=Creation%2C%20change%2C%20and%20cancellation%20of%20access%20authorisations%20should%20be%20recorded.


Regular secret rotation shortens the useful life of exposed credentials (cheatsheetseries.owasp.org). The
schedule should be justified by risk, tested, and coordinated with operations.

The credential-control design should also preserve a lifecycle record of authorization changes
(health.ec.europa.eu).

End-to-End API State Machine and Data Model
The integration should be modeled as a persisted state machine. Each transition records its request hash,
response code, response body location, timestamps, correlation ID, retry count, and operator disposition. A
W3C trace ID can provide the cross-service identifier because Trace Context is designed to supply a unique
identifier for requests (w3.org). The trace identifier should be globally unique across participating components
(w3.org).

Table 2 maps the documented sequence into engineering inputs and durable outputs.

Step and
transition

Method and
logical
endpoint

Controlled input Persisted output and next state

1. Authenticate POST OAuth
token endpoint

Client ID, secret, client_credentials grant,
approved scope

Token expiry time and token
fingerprint, never the token value;
TOKEN_READY (rfc-editor.org)

2. Resolve identity GET companies
lookup

Registered user email user_id, submitting company_id,
permitted company context;
IDENTITY_RESOLVED

3. Create
submission
context

POST
production or
test credentials
API

User, company, Center, submission type, name,
protocol, one-file count, description, authorizing
company where applicable

core_id, temporary username,
temporary password;
SUBMISSION_CREATED (fda.gov)

4. Create payload GET file-upload
payload

Bearer token as confirmed in the test
environment

payloadId, upload link, submit link;
PAYLOAD_CREATED

5. Upload binary POST payload
file

Exactly one file, multipart form data Transfer result, byte count, client
checksum; PAYLOAD_UPLOADED

6. Finalize payload POST payload
submit

Temporary username, temporary password,
SHA-256 checksum

Submission response tied to core ID;
PAYLOAD_SUBMITTED (fda.gov)

7. Poll status GET submission
by core ID

core_id and bearer token Status, protocol, code, description;
repeated until a defined state or
timeout

8. Retrieve ACK GET
acknowledgeme
nt by ID

Acknowledgement ID and bearer token Type, status, message, creator,
creation date, raw acknowledgement
object; reconciliation state
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https://cheatsheetseries.owasp.org/cheatsheets/Secrets_Management_Cheat_Sheet.html#:~:text=You%20should%20regularly%20rotate%20secrets
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https://www.fda.gov/media/191612/download?attachment=#:~:text=Core%20Id%20and%20Temporary%20Credentials%20generated%20and%20stored
https://www.fda.gov/media/191612/download?attachment=#:~:text=sha256_checksum%3A%20The%20SHA-256%20checksum%20of%20the%20payload%20to%20ensure%20data


The table makes three identifier boundaries explicit. The core ID anchors the FDA submission transaction. The
payload ID addresses the temporary upload object. The acknowledgement ID retrieves a specific
acknowledgement. They should never be collapsed into one generic submission_id field.

Temporary upload material should be treated as expiring capability, not as a reusable account. Comparable
presigned-object workflows expire when their backing credential expires (docs.aws.amazon.com). They can
verify object integrity with checksums (docs.aws.amazon.com). Reusing an object key may replace the
existing object, which reinforces the need for unique payload keys and duplicate protection
(docs.aws.amazon.com).

At the HTTP layer, a Content-Digest field can communicate a digest of actual message content (rfc-
editor.org). FDA's documented SHA-256 value remains the submission-specific control, while any intermediary
digest is supplemental. Client and server checksum comparison is the relevant transfer-validation pattern
(docs.cloud.google.com).

Any temporary upload capability should be isolated to its intended object and workflow because its usable life
follows the backing credential (docs.aws.amazon.com).

Canonical submission record

A durable internal record should contain a business key for the regulatory application or publishing job; a
routing tuple for Center, submission type, environment, protocol, and companies; FDA keys for the core,
payload, acknowledgements, and status; integrity evidence for bytes, SHA-256, name, and immutable
source; time evidence with explicit time zone; control evidence for software, configuration, credential,
identity, and approval versions; and outcome evidence preserving raw objects, normalized state, and
exception reason.

FDA documents one file in the credential request (fda.gov). A package with directory structure should
therefore be assembled and validated into the permitted archive form before the API workflow starts. The
source publishing package remains the system of record; ESG NextGen does not become a document
repository.

Acknowledgements, Status, and Reconciliation
Acknowledgements are business events, not interchangeable success flags. The state model should preserve
the source message and derive a normalized state without erasing Center-specific detail.

Table 3 defines a conservative reconciliation model.

Observed event What it demonstrates Normalized
state

Required action

HTTP success for
metadata or upload call

The immediate API operation
returned successfully

API_STEP_OK Persist response and continue; do not call
the submission received

Payload submitted Client finalized upload with
temporary credentials and
checksum

SUBMITTED_TO
_GATEWAY

Poll by core ID; protect against duplicate
finalization
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html#:~:text=the%20URL%20expires%20when%20the%20credential%20expires
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Observed event What it demonstrates Normalized
state

Required action

ACK1 Submission was uploaded into
ESG NextGen (fda.gov)

GATEWAY_RECE
IVED

Reconcile package identity and await routing

ACK2, when applicable Submission was transmitted to the
Center (fda.gov)

CENTER_RECEI
VED

Record transport milestone; do not infer
scientific acceptance

ACK3 or ACK4, when
applicable

Center response CENTER_RESPO
NSE_RECEIVED

Parse Center-specific result, route
exceptions, and close only under approved
rules

No expected ACK by
threshold

The expected event has not
arrived within the internal control
window

ACK_OVERDUE Re-query, compare USP and email, then
escalate with identifiers and timestamps

Contradictory or duplicate
ACK

Multiple messages require
deterministic reconciliation

RECONCILIATI
ON_EXCEPTION

Preserve all messages, suppress duplicate
side effects, obtain regulated operations
review

This model prevents a common category error: ACK2 is Center receipt, not scientific acceptance. The
terminal event depends on Center and submission type. FDA's acknowledgement matrix includes different
formats and, for some types, no ACK3 or ACK4. The reconciliation rule must therefore be configuration, not a
single hard-coded "wait for ACK3" condition.

Recommended acknowledgement controls are:

Expectation matrix: version the expected acknowledgement sequence by Center, submission type,
environment, and effective date.

Dual observation: during cutover, compare API retrieval with USP history and acknowledgement email.

Raw retention: store the unmodified acknowledgement payload separately from parsed fields.

Idempotent parsing: repeated retrieval of the same acknowledgement ID must not create duplicate
downstream events.

Aging clocks: measure time from payload submission to ACK1, ACK1 to ACK2, and ACK2 to terminal
Center response.

Escalation packet: include core ID, payload ID, acknowledgement IDs, timestamps, routing tuple, API
response codes, and redacted correlation data.

No secret logging: exclude bearer tokens, client secrets, and temporary passwords from every support
artifact.

Metadata context: retain the fields that give status and acknowledgement data their meaning
(assets.publishing.service.gov.uk).

Enabled audit trail: keep risk-required audit trails active through normal operation and recovery
(assets.publishing.service.gov.uk).
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https://www.fda.gov/industry/getting-started-esg-nextgen/submission-acknowledgements#:~:text=if%20the%20submission%20was%20uploaded%20into%20ESG%20NextGen.
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OpenTelemetry permits log records to carry trace and span identifiers (opentelemetry.io). This makes an
acknowledgement visible as the continuation of the original publishing transaction rather than an unrelated
poller event. A user-oriented service-level indicator should cover the complete submission outcome
(opentelemetry.io). Audit information and logging tools also require protection from unauthorized modification
or deletion (nvlpubs.nist.gov).

The operating record should keep the metadata needed to give each status transition context and meaning
(assets.publishing.service.gov.uk).

Reliability, Error Handling, and Security Controls

Retry without duplication

Retries must be classified by operation. HTTP semantics warn that a client should not automatically retry a
non-idempotent request without evidence that repetition is safe (rfc-editor.org). This is especially important for
metadata creation and payload finalization, where a retry might create a second submission.

Use these categories:

Safe lookup retry: GET status or acknowledgement after timeouts, with bounded exponential backoff
and jitter.

Conditional create retry: before repeating a timed-out create, query by known identifiers or reconcile
the prior response channel.

No blind finalize retry: persist the outgoing request hash and investigate ambiguous payload-submit
results before replay.

Rate response: honor Retry-After, which may be an HTTP date or a number of seconds (rfc-
editor.org).

Terminal client error: quarantine schema, routing, authorization, or package defects instead of
consuming retry budget.

Dead letter: route permanent processing failures to a controlled exception queue (learn.microsoft.com).

Backoff: use exponential backoff with jitter only when response and idempotency criteria permit retry
(docs.cloud.google.com).

Token binding: keep the resource audience narrow to reduce token misuse across services (rfc-
editor.org).

Queue-based load leveling allows the queue to buffer demand while workers process at a controlled rate
(learn.microsoft.com). Workers should be idempotent, meaning the same input produces the same outcome
(learn.microsoft.com).

An asynchronous service should acknowledge receipt only after durable persistence (docs.aws.amazon.com).
Message-digest metadata can further support end-to-end content verification (rfc-editor.org). TLS 1.3 support
should remain part of the qualified network baseline (csrc.nist.gov).

IntuitionLabs

Pharma & biotech AI consulting · Custom software · Data engineering Page 9 of 17

https://opentelemetry.io/docs/specs/otel/logs/#:~:text=including%20TraceId%20and%20SpanId%20in%20the%20LogRecords
https://opentelemetry.io/docs/concepts/observability-primer/#:~:text=A%20good%20SLI%20measures%20your%20service%20from%20the%20perspective%20of%20your%20users.
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/800-171r3/NIST.SP.800-171r3.html#:~:text=Protect%20audit%20information%20and%20audit%20logging%20tools%20from%20unauthorized%20access%2C%20modification%2C%20and%20deletion.
https://assets.publishing.service.gov.uk/media/5aa2b9ede5274a3e391e37f3/MHRA_GxP_data_integrity_guide_March_edited_Final.pdf#:~:text=Metadata%20are%20data%20that%20describe%20the%20attributes%20of%20other%20data%20and%20provide%20context%20and%20meaning.
https://www.rfc-editor.org/rfc/rfc9110.html#:~:text=A%20client%20SHOULD%20NOT%20automatically%20retry%20a%20request%20with%20a%20non-idempotent%20method
https://www.rfc-editor.org/rfc/rfc9110.html#:~:text=can%20be%20either%20an%20HTTP-date%20or%20a%20number%20of%20seconds
https://www.rfc-editor.org/rfc/rfc9110.html#:~:text=can%20be%20either%20an%20HTTP-date%20or%20a%20number%20of%20seconds
https://learn.microsoft.com/en-us/azure/architecture/best-practices/background-jobs#:~:text=detect%20permanent%20failures%20and%20route%20those%20messages%20directly%20to%20a%20dead-letter%20queue
https://docs.cloud.google.com/storage/docs/retry-strategy#:~:text=You%20should%20generally%20use%20exponential%20backoff%20with%20jitter%20to%20retry%20requests
https://www.rfc-editor.org/info/rfc9700/#:~:text=access%20tokens%20SHOULD%20be%20audience-restricted%20to%20a%20specific%20resource%20server
https://www.rfc-editor.org/info/rfc9700/#:~:text=access%20tokens%20SHOULD%20be%20audience-restricted%20to%20a%20specific%20resource%20server
https://learn.microsoft.com/en-us/azure/architecture/best-practices/background-jobs#:~:text=the%20queue%20buffers%20demand%20and%20the%20background%20task%20processes%20work%20at%20a%20controlled%20rate
https://learn.microsoft.com/en-us/azure/architecture/best-practices/background-jobs#:~:text=Design%20every%20background%20job%20so%20that%20the%20same%20input%20produces%20the%20same%20outcome
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/asynchronous.html#:~:text=the%20service%20should%20not%20send%20the%20acknowledgement%20until%20the%20object%20is%20durably%20persisted
https://www.rfc-editor.org/rfc/rfc9530.html#:~:text=The%20%60Content-Digest%60%20HTTP%20field%20can%20be%20used%20in%20requests%20and%20responses
https://csrc.nist.gov/pubs/sp/800/52/r2/final#:~:text=requires%20support%20for%20TLS%201.3%20by%20January%201%2C%202024


Correlation identifiers should remain globally unique across all retry attempts and components (w3.org).

Integrity, time, and observability

FDA requires the SHA-256 checksum at finalization. The implementation should calculate it from the exact
transmitted bytes, persist it, and compare it with any returned integrity evidence. Cloud storage guidance
similarly describes validating data by comparing client and server checksums after upload
(docs.cloud.google.com).

Minimum telemetry includes:

Availability: successful calls divided by eligible calls, separated by endpoint and environment.

Latency: token, metadata, upload, finalize, status, and acknowledgement latency distributions.

Queue health: ready depth, oldest-message age, dead-letter depth, and retry count.

Business completion: percentage reaching the expected Center-specific terminal acknowledgement.

Integrity: checksum mismatch count and byte-count mismatch count.

Credential health: days since rotation, failed token grants, and unauthorized access attempts.

Reconciliation: duplicate, missing, contradictory, and manually resolved acknowledgements.

Dead-letter depth and message age should have alerts (learn.microsoft.com). A service-level indicator should
reflect the user's experience, not merely component uptime (opentelemetry.io). Here, the most meaningful
measure is time from approved publishing package to the expected Center response.

Audit timestamps should be synchronized to an authoritative time source (csrc.nist.gov). MHRA guidance also
expects changes to carry a date, time, and time zone where applicable (assets.publishing.service.gov.uk).

Testing, Validation Evidence, and Phased Cutover

Environment and test design

Test eligibility is not uniform. FDA's Center Submission Types matrix governs production support, test support,
file thresholds, and whether new users must complete testing. The platform may support files up to 3 TB, but
Centers apply their own thresholds (fda.gov). The FAQ separately gives the API a 1 TB current upload limit
(fda.gov). Use the lower applicable limit and confirm the exact Center row.

A controlled inventory should cover:

Identity: permitted and unpermitted companies, agent authorization, role changes, and deactivated
users.

Authentication: valid token, expired token, invalid secret, rotated secret, clock skew, and unavailable
token service.

Metadata: each supported Center and submission type, omitted required fields, invalid combinations,
and test versus production routing.
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https://www.w3.org/TR/trace-context/#:~:text=The%20value%20of%20%60trace-id%60%20SHOULD%20be%20globally%20unique.
https://docs.cloud.google.com/storage/docs/data-validation#:~:text=validates%20the%20data%20by%20comparing%20both%20checksums%20after%20the%20upload%20completes
https://learn.microsoft.com/en-us/azure/architecture/best-practices/background-jobs#:~:text=Set%20up%20alerts%20on%20dead-letter%20queue%20depth%20and%20message%20age
https://opentelemetry.io/docs/concepts/observability-primer/#:~:text=A%20good%20SLI%20measures%20your%20service%20from%20the%20perspective%20of%20your%20users.
https://csrc.nist.gov/CSRC/media/Projects/risk-management/800-53%20Downloads/800-53r5/SP_800-53_v5_1-derived-OSCAL.pdf#:~:text=SYSTEM%20TIME%20SYNCHRONIZATION%20%7C%20SYNCHRONIZATION%20WITH%20AUTHORITATIVE%20TIME%20SOURCE
https://assets.publishing.service.gov.uk/media/5aa2b9ede5274a3e391e37f3/MHRA_GxP_data_integrity_guide_March_edited_Final.pdf#:~:text=changes%20should%20be%20dated%20and%20time%20stamped%20%28time%20and%20time%20zone%20where%20applicable%29.
https://www.fda.gov/industry/getting-started-esg-nextgen/center-submission-types#:~:text=While%20ESG%20NextGen%20supports%20submissions%20up%20to%203TB%2C%20Center%E2%80%99s%20have%20set%20their%20own%20file%20size%20thresholds.
https://www.fda.gov/industry/resources/esg-nextgen-frequently-asked-questions#:~:text=ESG%20NextGen%20API%20currently%20can%20support%20upload%20size%20of%20up%20to%201TB.


Payload: smallest supported package, representative package, near-threshold package, invalid archive,
wrong file count, and checksum mismatch.

Network: timeout before response, timeout after possible commit, connection reset, DNS failure, and
Retry-After response.

Status: every documented response code, unknown code, delayed transition, and contradictory
descriptions.

Acknowledgements: each expected sequence, duplicate ACK, missing ACK, malformed body, late
ACK, and Center-specific failure result.

Recovery: worker restart, queue replay, dead-letter redrive, database restore, secret rotation, and
rollback to the prior channel.

Part 11 calls for validation that ensures accuracy, reliability, and consistent intended performance (ecfr.gov). It
also requires operational checks that enforce permitted sequencing (ecfr.gov). A persisted state machine is
therefore both an engineering pattern and a control mechanism.

The same rule set calls for secure, computer-generated, time-stamped audit trails (ecfr.gov). Annex 11 expects
lifecycle risk management (health.ec.europa.eu) and recorded authorization changes (health.ec.europa.eu).

Evidence should include intended use, approved requirements, risk assessment, configuration, code and
dependency versions, test data, objective results, deviations, approvals, deployment record, and monitoring
procedures. FDA's 2026 guidance recommends retaining who performed the assessment and when (fda.gov).
EU Annex 11 likewise expects evidence of appropriate test methods and scenarios (health.ec.europa.eu).

The degree of documentation should scale with risk (database.ich.org). A lifecycle approach is consistent with
GAMP principles (ispe.org).

Testing should demonstrate the intended sequence as well as the error paths because Part 11 calls for
operational checks on permitted sequencing (ecfr.gov).

Migration runbook

A practical cutover has six phases:

1. Baseline: freeze the documented API version, endpoint catalogue, Center matrix, acknowledgement
matrix, assumptions, and escalation contacts.

2. Build and qualify: implement the state machine, secret custody, queues, checksum, evidence store,
observability, and approved tests.

3. Pilot: select low-risk eligible submissions, compare API results with USP history, and keep the prior
channel available.

4. Parallel control: reconcile counts, bytes, core IDs, status, and acknowledgements daily across both
operating views.

5. Scale: increase eligible volume by Center and submission type only after predefined completion,
latency, and exception criteria pass.
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https://intuitionlabs.ai/articles/21-cfr-part-11-compliance-guide-pharma
https://www.ecfr.gov/current/title-21/chapter-I/subchapter-A/part-11/subpart-B/section-11.10#:~:text=Validation%20of%20systems%20to%20ensure%20accuracy%2C%20reliability%2C%20consistent%20intended%20performance
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https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=Risk%20management%20should%20be%20applied%20throughout%20the%20lifecycle%20of%20the%20computerised%20system
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=Creation%2C%20change%2C%20and%20cancellation%20of%20access%20authorisations%20should%20be%20recorded.
https://www.fda.gov/media/188844/download#:~:text=Record%20of%20who%20performed%20testing%2Fassessment%20and%20date%20the%20testing%2Fassessment%20was%20performed.
https://health.ec.europa.eu/system/files/2016-11/annex11_01-2011_en_0.pdf#:~:text=Evidence%20of%20appropriate%20test%20methods%20and%20test%20scenarios%20should%20be%20demonstrated.
https://database.ich.org/sites/default/files/ICH_Q9%28R1%29_Guideline_Step4_2025_0115_0.pdf#:~:text=The%20level%20of%20effort%2C%20formality%20and%20documentation%20of%20the%20quality%20risk%20management%20process
https://intuitionlabs.ai/articles/gamp-5-computerized-system-validation-pharma
https://ispe.org/topics/gamp#:~:text=Promotes%20a%20system%20life%20cycle%20approach%20based%20on%20good%20practice
https://www.ecfr.gov/current/title-21/chapter-I/subchapter-A/part-11/subpart-B/section-11.10#:~:text=Use%20of%20operational%20system%20checks%20to%20enforce%20permitted%20sequencing%20of%20steps%20and%20events


6. Retire or retain: decommission an old route only after retention, support, contingency, and rollback
obligations are resolved.

A phased approach is explicitly a gradual cutover over a defined period (docs.aws.amazon.com). Restore
timing should be tested in lower environments before cutover (docs.aws.amazon.com). Rollback triggers
should be objective, such as missing acknowledgement beyond threshold, unexplained duplicate submission,
reconciliation mismatch, or unavailable support path.

The rollback decision should use predefined checkpoints rather than an improvised judgment during an outage
(docs.aws.amazon.com).

Data Analysis and Evidence
Public FDA material supplies limits and dates, but not transaction-per-second benchmarks or guaranteed
acknowledgement latency. The defensible capacity model therefore uses reader inputs rather than invented
performance figures.

For a planning period, define:

N: approved submissions per period.

S: average compressed payload size in gigabytes.

P95: 95th-percentile payload size in gigabytes.

R: expected transfer retry fraction, expressed as a decimal.

A: average acknowledgement and metadata footprint per submission.

D: retained duplicate copies, including source, staging, evidence, and backup.

T: retention periods held online.

Then calculate base transfer volume = N × S. Expected transfer volume including retries is N × S × (1 + R).
Online payload storage is N × S × D × T, plus acknowledgement and metadata storage of N × A × T. Peak
worker and network capacity should be tested against the observed P95 size and actual arrival bursts, not the
average alone. Capacity planning should identify limits across messaging, database, and downstream APIs
(learn.microsoft.com).

FDA publishes no transaction-per-second guarantee. The integration must measure its own latency distribution
and qualify capacity against representative and peak workloads. A user-oriented service-level indicator should
cover the complete submission path (opentelemetry.io).

Data retention should follow the applicable record-retention policy, as NIST states for audit records
(nvlpubs.nist.gov). Logging systems themselves need protection from unauthorized access, modification, and
deletion (nvlpubs.nist.gov).

Presigned-upload guidance illustrates why the expiry of temporary capability matters (docs.aws.amazon.com).
Globally unique trace identifiers help relate capacity and latency observations across services (w3.org).
Regular secret rotation and current TLS support should be included in the operating-cost model
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https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-migration-cutover/cutover-stage.html#:~:text=The%20phased%20approach%20involves%20a%20gradual%20cutover%20over%20a%20defined%20period%20of%20time.
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/800-171r3/NIST.SP.800-171r3.html#:~:text=Protect%20audit%20information%20and%20audit%20logging%20tools%20from%20unauthorized%20access%2C%20modification%2C%20and%20deletion.
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html#:~:text=the%20URL%20expires%20when%20the%20credential%20expires
https://www.w3.org/TR/trace-context/#:~:text=The%20value%20of%20%60trace-id%60%20SHOULD%20be%20globally%20unique.


(cheatsheetseries.owasp.org) (csrc.nist.gov).

The quantitative conclusion is not that API is always faster. It is that API creates measurable control points:
queue age, upload bytes, checksum, state-transition time, acknowledgement latency, duplicate rate, and
manual intervention rate. Those measurements can justify scaling after a pilot.

Capacity evidence must not contain live bearer credentials because OAuth requires token confidentiality in
transit and storage (rfc-editor.org).

Implications and Future Directions
Continuing FDA documentation changes show that the identity and API surface are still evolving. Change
control should monitor the User Guides page, specification, Center Submission Types matrix,
acknowledgement matrix, maintenance page, and FAQ as separate controlled sources.

Three architectural implications follow:

Configuration over code: Center routes, submission types, size limits, expected acknowledgements,
and retry classifications should be versioned configuration.

Evidence over assumption: when guide and specification differ, a test result and approved decision
record should control until FDA clarifies the text.

Workflow ownership: regulatory operations owns the meaning of terminal acknowledgement;
engineering owns transport, integrity, and recoverability; quality owns validation strategy and evidence.

ICH Q9(R1) treats risk management as an ongoing quality activity (database.ich.org). ISPE similarly describes
GAMP as a lifecycle approach grounded in good practice (ispe.org). The future-proof design is therefore not a
fixed script. It is a controlled adapter with a documented source baseline, regression tests, observable
behavior, and reversible releases.

Quality-risk effort and formality should remain proportional to risk (database.ich.org). Lifecycle risk
management also means re-evaluating the adapter after documentation, endpoint, or authentication changes
(health.ec.europa.eu).

Audit trails that the risk assessment identifies as necessary should remain enabled after each release
(assets.publishing.service.gov.uk).

For organizations using Veeva or another regulatory information management platform, the gateway adapter
should remain a distinct bounded component. IntuitionLabs describes integrations with Vault Submissions and
Vault Registrations through standard Vault APIs (intuitionlabs.ai). That upstream integration can orchestrate
package readiness and write back status while FDA remains the authoritative source for gateway and Center
acknowledgements.
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Frequently Asked Questions (FAQs)

Does the FDA ESG NextGen API replace AS2?

Not on a published deadline as of September 19, 2026. FDA presents API as the modern programmatic option
and continues to document support for legacy AS2 users. The decision should therefore compare operating
cost, certificate and gateway maturity, automation needs, and validation effort rather than assume forced
retirement.

Does ACK2 mean FDA accepted the submission?

No. ACK2 indicates successful transmission to the Center. ACK3 or ACK4, where applicable, carries a
Center response. Even a Center response must be interpreted using the rules for that Center and submission
type. ESG NextGen itself does not review the scientific content.

How long does an OAuth token last?

FDA documents one hour. The client should cache the protected token, track its expiry, refresh before expiry,
and retry a failed authorization once after obtaining a new token. It should never place the token in logs or
evidence exports.

The one-hour lifetime is also consistent with OAuth guidance recommending short-lived bearer tokens (rfc-
editor.org).

Can the API upload multiple files?

The documented credential request permits one file (fda.gov). When package structure must be preserved,
prepare the approved archive before starting the transaction. Persist its final byte count and SHA-256
checksum, then compare client and server integrity evidence where available (docs.cloud.google.com).

What should be monitored after go-live?

Monitor endpoint success, latency, queue age, dead-letter depth, bytes transferred, checksum mismatch,
token failures, status age, acknowledgement age, duplicate rate, reconciliation exceptions, and manual
interventions. The service-level indicator should reflect user-observed completion rather than a single
component (opentelemetry.io). Trace and span identifiers should connect the corresponding log records
(opentelemetry.io).

What is the safest credential-rotation pattern?

Because regeneration invalidates the old credential immediately and FDA publishes no overlap period, use a
controlled stop, drain, replace, smoke-test, and resume sequence. Maintain a tested rollback procedure, but
do not retain the old value as if it remains valid. Regular rotation remains the general secret-management
control (cheatsheetseries.owasp.org).
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Conclusion
An FDA ESG NextGen API integration succeeds when it treats submission as a controlled state machine,
not a single upload. The essential sequence is token, identity resolution, metadata and temporary credentials,
payload creation, binary upload, checksum-backed finalization, status polling, and Center-specific
acknowledgement retrieval. Operational checks should enforce the permitted sequence (ecfr.gov).

The channel decision remains contextual. USP is suitable for manual work, AS2 remains documented for
established gateway operations, and API is the strongest fit for integrated automation and measurable
reconciliation. None of the channels changes the distinction between gateway receipt, Center receipt, and
scientific or technical acceptance.

The practical cutover standard is evidence: approved routing rules, protected credentials, immutable package
hashes, durable queues, duplicate-safe processing, correlated logs, retained raw acknowledgements, Center-
specific terminal criteria, and tested rollback checkpoints. Version discrepancies in FDA's public materials
should be recorded and resolved through controlled testing rather than hidden in code.

Finally, capacity should be based on the submitter's own package sizes, arrival patterns, retries, and retention
obligations. With no public throughput guarantee, the defensible path is to pilot, measure, reconcile, and scale
by Center and submission type. That approach produces an integration that can be validated, operated, and
changed without confusing transport success with regulatory acceptance.
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THE PUBLISHER

About IntuitionLabs
IntuitionLabs is an AI consulting, custom software development and data engineering firm serving
pharmaceutical, biotechnology, medical-device and other life-science organizations. We work with clinical,
regulatory, medical-affairs, commercial, quality and IT teams to connect technology decisions with the work
people need to accomplish.

AI consulting and adoption

Our AI enablement services cover readiness assessments, use-case selection, governance and policies, team
workshops, adoption measurement and ongoing advisory support. We help organizations structure the
information layer behind AI: source material, context, permissions and maintained knowledge that make
generated answers useful and reviewable. Private LLM inference and hosted AI options support teams
evaluating how to operate AI with appropriate control over their data and infrastructure.

Software, data and life-science workflows

IntuitionLabs develops custom software for pharma and biotech, integrates enterprise systems, and builds
data engineering and business intelligence solutions. Areas of focus include AI agents, regulatory research,
medical writing, medical affairs, CMC information, competitive intelligence and clinical-document workflows.
Our eTMF intelligence work includes cross-system reconciliation and inspection-readiness support.

Enterprise platforms and regulated delivery

We provide Veeva services, application support, managed services, integrations and custom applications,
alongside enterprise content work involving platforms such as Egnyte. For regulated workflows, our services
include GxP enablement, computer-system validation and software development addressing 21 CFR Part 11
requirements. The applicable controls, validation responsibilities and acceptance criteria are defined for each
engagement.

Work with IntuitionLabs

Explore AI enablement, pharma and biotech software development, data engineering and BI, and Veeva
services. Contact IntuitionLabs to discuss your workflow, information sources and implementation needs.

IntuitionLabs publishes educational research to help life-science teams make informed technology decisions.
Coverage of a product or organization does not imply a client relationship, endorsement or partnership.

Website: https://intuitionlabs.ai

This article is educational. Verify consequential medical, legal, financial, regulatory and technical decisions with appropriate professionals and the
cited primary sources. Company services are described separately from the article's research findings.
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