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Executive Summary

The integration of artificial intelligence (Al) into business processes has accelerated dramatically, creating
urgent needs for structured governance. Surveys show widespread adoption in defined populations: the U.S.
Chamber of Commerce’s September 2024 study found that 98% of American small businesses use Al-
enabled tools, while 40% use generative Al tools (U.S. Chamber of Commerce). Trustmarque’s 2025 survey
of 507 senior UK IT decision-makers found Al use at 93% of organizations, but only 7% with fully embedded
governance frameworks (Trustmarque). These findings identify governance gaps in the surveyed populations;
they do not establish adoption rates for all companies worldwide. Al use can expose companies to bias,
privacy breaches, security lapses, and reputational harm as systems become central to decisions and
operations.

To address these challenges, companies should develop a comprehensive Al policy: a living governance
blueprint that outlines how Al will be used responsibly, ethically, and in compliance with laws. The policy
should align with international standards and regulations, leverage recognized frameworks (such as NIST'’s Al
Risk Management Framework and the EU Al Act), and reflect the organization’s values. Key elements will
include clear definitions, ethical principles (e.qg. fairness, transparency, accountability), roles and
responsibilities, risk management procedures, data and privacy controls, human oversight requirements, and
monitoring/audit mechanisms.

Best practices emphasize that an Al policy must be actionable, up-to-date, and integrated with existing
processes. Define decision authority and practical controls, and schedule reviews as technology and legal
requirements change. Kavanagh'’s revised guidance distinguishes governance policy from supporting
operational documents (James Kavanagh). Deloitte’s governance analysis recommends measurable
outcomes and continuous feedback mechanisms (Deloitte).
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This report provides an in-depth guide to crafting an effective Al policy for any company. It surveys the current
landscape of Al governance, outlines the policy’s objectives and scope, details recommended components and
structures, and offers templates and examples. We analyze data from industry surveys, regulatory trends
(including the EU Al Act and ISO 42001), and documented governance implementations and illustrative
scenarios to illustrate why a robust policy is critical. Finally, we discuss implementation practices and future
directions, emphasizing the importance of ongoing review.

By following these guidelines, organizations can pursue Al's benefits—productivity, innovation, and competitive
advantage—while managing risks, building stakeholder trust, and preparing for applicable regulations.

Introduction and Background

Artificial intelligence has moved from niche research into mainstream business. Tools like machine learning
models, natural language processors (e.g. chatbots), and image synthesis are now embedded in products,
services, and internal workflows. The McKinsey Global Survey published on 12 March 2025 found that 78%
of respondents said their organizations used Al in at least one business function (McKinsey).
Separately, Stanford’s 2025 Al Index reports U.S. private Al investment of $109.1 billion in 2024 (Stanford
HAI). Generative Al services, such as OpenAl’'s ChatGPT, exemplify this trend. Deloitte recounts the early-
2023 estimate that ChatGPT reached 100 million monthly active users two months after launch; this is a
historical milestone, rather than a current all-time adoption ranking. Deloitte also reports that 31% of 2,835
surveyed business and technology leaders expected generative Al to substantially transform their organization
and industry in less than one year (Deloitte).

This rapid adoption is a double-edged sword. On one hand, companies report productivity boosts: in ISACA’s
June 2025 survey of European IT and business professionals, 56% of respondents reported improved
organizational productivity, while 71% reported efficiency gains and time savings (ISACA). In practice,
firms are using Al for customer service chatbots, personalized marketing, automated code generation,
predictive analytics, and more. The U.S. Chamber’s 2024 study found 98% of small businesses using Al-
enabled tools; 91% of small businesses using Al expected it to help their future growth (U.S. Chamber of
Commerce).

On the other hand, governance has not kept pace in some surveyed populations. Al introduces risks such
as statistical bias, model errors or “hallucinations”, and data privacy leakage that standard controls may not
catch. Trustmarque’s 2025 survey of 507 senior UK IT decision-makers reported Al use at 93% of
organizations, but fully embedded governance frameworks at only 7%. A separate measure found that 8% had
integrated Al governance into their software development lifecycle; 54% reported minimal governance or
none at all (Trustmarque). These are distinct measures from a UK sample, rather than global estimates.

The historical analogy is apt: just as the Industrial Revolution prompted labor laws and safety regulations, the
Al revolution calls for clear policies on responsible use. A corporate policy should define safeguards, escalation
routes, and accountability for potential discrimination, privacy breaches, inaccurate outputs, and misuse.

In response, governments and standards bodies are developing rules and guidance. The EU Artificial
Intelligence Act (Regulation (EU) 2024/1689) entered into force on 1 August 2024. It distinguishes
prohibited practices from regulated high-risk uses, with staged application dates detailed below (European
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Commission). International frameworks include the OECD Al Principles (2019, updated 2024) and ISO/IEC
42001:2023 for Al management systems (OECD and 1SO).

Against this backdrop, a corporate Al policy becomes essential. It codifies how an organization will align with
applicable frameworks, manage Al-specific risks, and remain agile amid changing regulations. The remainder
of this report examines how to build and sustain that policy.

The Need for an Al Policy

Benefits of an Al Policy

A formal Al policy serves multiple critical purposes. First, it clarifies the organization’s approach. By
articulating core values (e.qg. fairness, transparency, safety) and concrete rules, a policy ensures that all
stakeholders understand the acceptable use of Al. This reduces confusion and aligns Al initiatives with
corporate objectives and ethics. For instance, if an organization’s values include customer trust and data
privacy, the Al policy can explicitly mandate compliance with privacy laws (GDPR, CCPA) and require
safeguards on personal data used in models, thereby reinforcing the brand’s commitment.

Second, an Al policy mitigates risk. Al systems have failure modes (bias, discrimination, unexpected outputs)
that can cause legal, financial, or reputational damage. Requiring risk assessments, model testing, human
oversight, and monitoring creates guardrails. Robust policies also support data security. Cisco’s 2026 study
reports that Al drove 90% of surveyed organizations to expand privacy programs, and 96% reported privacy
frameworks enabling Al agility and innovation (Cisco). These are reported perceptions, rather than proof that
adopting a policy causes better outcomes.

Third, an Al policy positions the company for compliance. With multi-jurisdictional Al regulations emerging
(EU’s Al Act, evolving U.S. guidelines, industry-specific rules in healthcare/finance, etc.), having a policy
ensures you can adapt and comply. For high-risk Al (such as customer credit scoring or autonomous vehicles),
regulators may require documented risk management and audit trails. A formal policy lays the groundwork for
such documentation in advance. It can also establish a process to respond quickly to new rules or standards,
avoiding the “goose chase” of retroactive fixes under enforcement threat.

Fourth, a policy can support competitive advantage. Customers, investors, and partners may value
demonstrable Al governance. Clear guidance can help employees innovate responsibly and reduce
uncertainty about acceptable use. Cisco’s 2026 survey respondents reported benefits from privacy
frameworks, including Al agility and innovation (Cisco); companies should assess their own outcomes rather
than assume the same gains.

Risks of Not Having a Policy
Failing to establish an Al policy can leave a company vulnerable. At the organizational level, risks include:
» Legal and regulatory penalties: Applicable obligations depend on the organization’s role, system
classification, and application date. Under Article 99, specified operator-obligation breaches—including

relevant high-risk provider or deployer obligations—have a ceiling of €15 million or 3% of preceding-
year worldwide annual turnover, whichever is higher for undertakings. €35 million or 7%,
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whichever is higher, is the tier for Article 5 prohibited-practice violations. SMEs, including start-ups,
receive the lower monetary/percentage ceiling; small mid-cap companies receive the lower ceiling for
Article 99(4) and (5) fines. The Commission’s current enforcement guidance places enforcement powers
from 2 August 2026, with enforcement of deferred provisions starting when they apply: 2 December
2027 for Annex Il high-risk rules and 2 August 2028 for Annex | product-related high-risk rules.
The higher prohibited-practice tier should not be applied to documentation failures.

« Bias and discrimination claims: Al trained on historical data can perpetuate unfairness. For example,
a model screening loan applications could inadvertently discriminate by gender or race. Without policies
to enforce fairness testing or input controls, the company could face discrimination lawsuits or damage
public reputation.

e Security breaches: Al systems often rely on large data sets and automated access. Lax controls can
allow sensitive data to leak, for example when employees input confidential information into external
chatbots. Cisco’s 2026 survey reports that 95% recognize privacy as essential to customer trust in
Al-powered services (Cisco). Clear data-use rules are a recommended safeguard; that survey result
does not measure their causal effect.

« Operational failures: An Al model that is neither monitored nor updated can degrade over time,
producing faulty outputs. Imagine an Al that schedules factory tasks but is never audited; an unnoticed
“drift” could lead to production gridlocks or safety issues. Without governance to require monitoring,
such failures become likely.

« Reputational harm: Set clear accountability and incident-response procedures to help protect
stakeholder trust when Al outputs or data handling raise concerns.

In sum, an Al policy is a tool for managing organizational risks. In ISACA's June 2025 survey, only 31% of
European IT and business professionals reported a formal, comprehensive Al policy at their organization
(ISACA). This finding identifies a gap in that sample and supports the case for clear, well-communicated
guidance.

Regulatory and Ethical Landscape

Writing an Al policy also must take into account the broader regulatory and ethical context. This landscape is
rapidly evolving worldwide, and a responsible policy will align with major guidelines and laws. Key
developments include:

o European Union — Al Act (2024): The Al Act separates unacceptable-risk prohibitions from lawful
high-risk uses subject to safeguards. Its original prohibitions and literacy rules applied from February
2025, GPAI rules from August 2025, and transparency rules from August 2026. Current high-risk
deadlines are 2 December 2027 (Annex lll) and 2 August 2028 (Annex | product-related systems)
(European Commission timeline).

Under Article 5, real-time remote biometric identification in publicly accessible spaces for law
enforcement is generally prohibited. Narrow exceptions cover targeted victim or missing-person
searches, specified serious threats, and locating suspects for qualifying offences; national authorization,
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necessity, proportionality, and other safeguards apply. Prior judicial or binding independent
administrative authorization is generally required, with an urgent-use procedure requiring a request
within 24 hours. Untargeted scraping for facial-recognition databases and biometric categorization to
infer specified sensitive characteristics are separately restricted. Individual crime-risk prediction based
solely on profiling or personality traits is prohibited. Its human-assessment exception requires
involvement in criminal activity already grounded in objective, verifiable facts directly linked to that
activity; oversight alone does not establish the exception.

Article 50 concerns transparency, rather than a general explanation of decisions. Providers must notify
people of direct Al interaction unless obvious, and mark synthetic outputs in machine-readable form,
subject to standard-editing and authorized law-enforcement exceptions. Deployers must notify people
exposed to emotion recognition or biometric categorization and disclose deepfakes and Al text
published to inform the public on matters of public interest. That text disclosure has an exception for
human review or editorial control with a person or entity holding editorial responsibility; creative
deepfakes have adapted disclosure duties. Authorized law-enforcement exceptions also apply. Article 50
applies from 2 August 2026, with a limited provider marking/detection grace period to 2 December
2026 for systems marketed before August 2026 (Commission transparency guidance). Map duties to the
company’s role and use case.

« United States - executive directions and voluntary frameworks: The January 23, 2025 executive
order directed designated White House officials and agency heads to develop an Al action plan and
review earlier executive actions. These are directions to the executive branch. Separately, NIST'’s Al
Risk Management Framework is voluntary guidance businesses may adopt (NIST); it does not replace
applicable sectoral or other legal requirements.

« International Principles: On the global stage, non-binding ethical guidelines are influencing corporate
practices. The OECD Al Principles (2019, updated 2024) provide a set of values-based commitments
for “innovative and trustworthy” Al: they include ensuring inclusive growth, human-centered values,
transparency, robustness, security, accountability, and fairness (oecd.ai). These principles have been
endorsed by dozens of countries and inform many national policies. Similarly, UNESCO’s
Recommendation on the Ethics of Al (2021) calls for fairness, privacy, transparency, and
sustainability in Al. Companies often cite these frameworks as the moral basis for their policies. In
practice, an internal Al policy can explicitly mention alignment with OECD or UNESCO values to
reinforce its ethical grounding.

« Standards and Codes of Practice: Microsoft publishes its Responsible Al approach (Microsoft).
Alongside ISO/IEC 42001:2023, ISOI/IEC 42005:2025 is published guidance for Al system impact
assessments, issued in May 2025 (ISO). The July 2025 General-Purpose Al Code of Practice is a
voluntary compliance tool for GPAI model providers’ transparency, copyright, and safety/security
obligations. It serves a different purpose from general corporate policy and the separate code on
marking and labeling Al-generated content (European Commission). Companies should select
resources matching their role and obligations.

Table 1. Global Al Governance Frameworks and Guidelines.
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Framework / Regulation Scope & Type Key Focus

EU Al Act (2024) Regulation (binding Prohibited practices, high-risk safeguards, and actor-specific transparency
within its legal scope) obligations have distinct application dates (European Commission).

U.S. Executive Policy Executive-branch The January 2025 order directs government officials and agencies;

(2025) directions voluntary business frameworks such as NIST Al RMF are separate.

NIST Al Risk Management Guidance (voluntary, Govern, Map, Measure, and Manage organize Al risk-management

Framework (2023) us) activities (NIST Playbook).

OECD Al Principles (2019, International Values-based principles for trustworthy Al (human rights, fairness,

2024) recommendation transparency, accountability, robustness). Local governments use as

policy basis (oecd.ai).

ISOIIEC 42001 (2023) International Standard Al management system requirements (governance structures, risk
management, continual improvement). Part of new global standard set for
Al governance.

UNESCO Al Ethics (2021) Recommendation (UN) | Ethical guidelines emphasizing human rights, fairness, transparency,
privacy, accountability, sustainability in Al development and use.

Sector-specific Applicable laws, rules, Assess relevant finance, healthcare, consumer-protection, and data-
requirements (varied) and supervisory protection requirements for each use case and jurisdiction.
guidance

Binding regulations create legal obligations within their scope; voluntary guidance provides practices a
company may choose to adopt. For example, if operating internationally, the policy should differentiate
“banned” vs “allowed” uses of Al (aligned to EU prohibited categories) and designate higher scrutiny for high-
risk applications. It should also describe how the organization will stay aligned as national laws evolve (for
instance by periodically reviewing compliance with new Al-related laws).

In sum, an Al policy is not created in a vacuum. It must incorporate external requirements (legislative
mandates and recognized standards) together with internal values and risk appetite. This ensures not only
legal compliance but also ethical consistency. As one best-practice framework puts it, the first feature of
“dynamic Al governance” is a clear framework of trustworthy Al principles to guide all activities
(www2.deloitte.com). In other words, the policy should explicitly embed the organization’s understanding of
“trustworthy Al"—whether drawn from executive briefs, international codes, or corporate values—so that every
Al project has a common baseline for evaluation.

Key Components of an Al Policy

A comprehensive Al policy typically contains several core components. The exact structure can vary by
industry and organization, but the following elements are commonly recommended:

» Scope and Definitions: Clarify what counts as “Al” within the organization. Define key terms (e.g. Al
system, algorithm, machine learning model) and specify which tools and use-cases the policy covers
(for example, does it include third-party Al services used by employees?). A precise scope prevents
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ambiguity; for instance, some policies explicitly include generative Al platforms, computer vision tools,
automated decision algorithms, etc. It's often helpful to list specific examples of systems or workflows in
scope.

« Purpose and Principles: State the high-level objectives and values guiding Al use. This might include
commitments to fairness, transparency, accountability, privacy, security, and innovation. Align these
principles with the company’s mission and ethical stance. For example, an organization may commit to
“prioritize human rights and non-discrimination in all Al development,” echoing OECD/UNESCO
principles. These principles serve as a moral compass; they should inform every detail of the policy.

« Governance Structure (Roles & Responsibilities): Describe who is responsible for Al oversight.
Assign decision authority, escalation routes, system ownership, and responsibility for updating the policy
and responding to incidents. Kavanagh'’s revised guidance recommends matching decision authority to
decision impact, using strategic, operational, and technical levels as appropriate to the organization’s
size (James Kavanagh).

- Data Management and Privacy: Stipulate controls on data used for Al. This includes ensuring data
quality (accurate, unbiased, representative), compliance with privacy laws (no unauthorized use of
personal data), and security measures (encryption, access controls). The policy should reference
relevant data governance policies (e.g. GDPR compliance procedures) and clarify how they apply to Al.
For instance, some companies forbid uploading confidential or personal customer data into external Al
chatbots. Given that mishandled data is a top Al risk, a strict data clause is essential.

* Risk Assessment and Management: Define requirements for assessing Al-related risks before and
during deployment. This draws on NIST’s Al RMF, whose four functions are Govern, Map, Measure, and
Manage (NIST Playbook). The policy should mandate that any new Al system undergo risk screening:
identifying potential harms (bias, safety issues, privacy leaks) and planning mitigations. It may specify
tools or checklists for bias testing, secure design reviews, and performance validation. Notably, Deloitte
recommends linking risk management to measurable outcomes: e.g. an Al project must achieve an
acceptable equalized odds fairness metric or similar (www2.deloitte.com). Embedding such metrics in
the policy ensures that risk controls are concrete rather than abstract.

» Design and Development Guidelines: Provide standards for building or procuring Al systems. If the
company is developing Al in-house, the policy could require documentation of model architecture, data
sources, and testing reports. If using third-party Al services, it might require vendor risk assessments
(checking for the vendor’s compliance, security certifications, etc.). The policy may mandate peer review
of models, code version control, and use of explainability tools. This section translates principles into
engineering practices (for example, “All models must be tested for disparate impact across defined
demographic groups”).

 Human Oversight and Decision-Making: Clarify when and how humans must be involved in Al-driven
processes. For routine Al (like spam filtering), automation is fine; but for high-stakes tasks (e.g. medical
diagnosis, loan approvals), human review may be required. The policy should state which categories of
decisions need human-in-the-loop or human-on-the-loop checks. For example: “No fully automated
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decision shall result in the denial of services without a human sign-off.” The Deloitte framework
highlights “humans in the loop” as a key dynamic governance feature, especially for high-risk
applications (www2.deloitte.com).

« Transparency and Communication: Prescribe how Al outputs must be explained and communicated.
This can include telling users when they are interacting with Al (avoiding undisclosed deepfakes or
chatbots), and documenting the basis of Al recommendations. If Al is customer-facing, the policy might
require disclosing its use in customer communications. Internally, it could require teams to maintain logs
of how an Al model’s results were used in business decisions.

« Education and Training: Assign training requirements for employees. This typically instructs that all
staff (especially those using or developing Al) receive training on both the policy itself and on Al basics
(risks, ethical use). Training ensures that employees understand the rules “in the field” rather than just
having a PDF in a handbook. Some organizations require employees to sign a policy acknowledgment
or complete an e-learning course before using Al tools on the job.

e Monitoring, Audit, and Enforcement: Explain how compliance will be monitored. This might involve
audits of Al systems, usage logs, or questionnaires. Specify proportionate consequences for policy
violations and a process for reporting, investigating, and resolving Al-related incidents. Assign an owner
for each control and integrate it into the relevant workflow.

« Review and Revision: Commit to keeping the policy current, with scheduled reviews and triggers for ad
hoc updates. Kavanagh's revised article recommends quarterly reviews of exception patterns as
feedback about governance effectiveness; this is distinct from a general quarterly policy health check
(James Kavanagh). Involve the governance committee in revisions and respond to lessons learned and
applicable legal changes.

Table 2. Core Sections of an Al Policy (illustrative)

Policy Section Purpose | Content

Introduction/Pream Explains why Al governance matters, referencing organizational values and any legal drivers (e.g.

ble compliance with Al Act).
Scope and Lists what the policy covers (types of Al systems, departments, data) and defines key terms (e.g. “Al
Definitions system”, “model”, “sensitive data”).

Principles/Ethics Enunciates guiding principles (e.g. fairness, privacy, transparency, accountability, reliability), possibly linking
to external frameworks (OECD, ISO, etc.).

Governance Roles Specifies who is responsible: e.g., an Al Steering Committee, data privacy officer, department leads. Defines
escalation paths and decision-making authority.

Risk Assessment Requires Al projects to perform risk analysis (bias review, data impact, security). May reference tools (e.g.
checklists, impact assessment templates).

Data Use and Sets rules for data: prohibits using personal/confidential data without consent or anonymization; mandates
Privacy data protection controls for Al projects.
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Policy Section

Development

Guidelines

Human Oversight

Transparency

Training and

Awareness

Monitoring & Audit

Incident Response

Enforcement

Review Cycle

Purpose | Content

Stipulates standards for model development and procurement (e.g. documentation, testing, explainability
requirements, vendor checks).

Defines categories of Al decisions requiring human review or approval (high-risk areas) and outlines how
human experts will collaborate with automated processes.

Describes how Al outputs will be explained or communicated (e.g. requiring clear labels on automated
content, logging model decisions for audit).

Mandates employee training on the policy and general Al literacy (for both Al developers and regular users),
to ensure everyone knows the guidelines in practice.

Details compliance monitoring (tracking Al usage, audits) and specifies the review process (e.g. periodic
audits, metrics to track outcomes).

Outlines procedures for Al-related incidents (e.g. inaccurate outputs, data leaks): how to report issues,
handle investigations, and remediate problems.

Explains consequences of policy violations (e.g. disciplinary actions), and assigns who will enforce this (e.qg.
governance committee, compliance officer).

Commits to regular review/update of the policy (e.g. annual or quarterly), specifying who will conduct reviews
and how updates are approved.

Each of the above sections should be given sufficient detail. For example, the Risk Assessment section might
reference the NIST Al RMF framework of Govern, Map, Measure, Manage: first mapping Al risks, then

measuring them with metrics, and managing them with mitigations (NIST Playbook). The Human Oversight
section could specify that for high-risk Al (as defined in the EU Al Act categories or internal risk criteria), a
human-in-loop must approve any critical decision. The Transparency section may adopt a company rule to

label all Al-generated marketing content. Treat that as a policy choice beyond the specific actor- and content-

based duties in Article 50, and require clear, accessible disclosures wherever those duties apply.

The language should be clear and actionable. Give employees practical instructions, decision criteria, and

examples for using Al within the policy. Scenarios or FAQs in appendices can help employees apply those

instructions.

Developing and Implementing the Policy

Creating an Al policy is a multi-step process that must involve cross-functional collaboration. A recommended

approach is:

1. Form a Steering Team: Assemble stakeholders early. This may include: legal/compliance (for

regulatory input), information security and IT (for technical controls), HR (if Al affects employees),
business unit leaders (who know use cases), and possibly a data scientist or Al ethics advisor. A

diversity of perspectives—technology, legal, ethics, operations—is crucial to cover all angles of Al risk.

Pharma & biotech Al consulting - Custom software - Data engineering

Page 10 of 20


https://airc.nist.gov/airmf-resources/playbook/
https://ai-act-service-desk.ec.europa.eu/en/ai-act/article-50

IntuitionLabs

2. Audit Current Al Use: Before writing the policy, inventory all Al and data analytics tools in use across
the organization. This “Al asset register” reveals where policies are needed. Identify tools that use
machine learning, visual recognition, generative text/image, etc. Document how they are used and by
whom. This step often uncovers shadow Al (employees using external Al services without IT’'s
knowledge). An official policy rollout should follow a comprehensive audit to avoid blindspots.

3. Assess Regulatory Requirements: Determine which laws and standards apply to your organization.
For example, financial firms may face additional obligations under banking regulations; healthcare
organizations must comply with patient data laws and possibly FDA guidance for Al. If operating globally,
assess the EU Al Act’s relevant system or model classification and the organization’s role before
determining which obligations apply. Understanding this landscape ensures the policy covers mandatory
requirements (e.g. data residency for some countries).

4. Draft Policy Content: Using the components outlined above, draft the policy sections. Begin with clear
definitions and scope. Include principles that reflect corporate values. Define roles (e.g. name the Al
Steering Committee) and processes for risk assessment. It is helpful to consult existing templates as a
starting point (some free templates are available from industry groups and consultants). However, each
policy must be tailored: copy-paste guidelines often fail to fit a company’s structure or culture.

Throughout the drafting, refer to credible sources to justify provisions. For example, citing NIST or ISO
standards can bolster technical requirements (“in accordance with ISO/IEC 42001:2023, our Al management
system will...”), and referencing regulations ensures legal alignment. Where possible, use specific phrasing
from regulatory texts for high-risk categories or definitions of Al.

5. Stakeholder Review and Buy-in: Circulate the draft policy among stakeholders for feedback. Gather
input from executives (to ensure strategic alignment), technical teams (to assess feasibility), and legal
(to check compliance). It's valuable to run a pilot or tabletop exercise: present a hypothetical Al project
and use it to test whether the policy would be actionable. Revise the policy based on feedback to ensure
it is both comprehensive and practicable.

6. Approval: Obtain formal approval from senior leadership. Ideally, the board of directors or equivalent
governance body should sign off, highlighting the policy’s importance. Publicizing top-level endorsement
signals that Al governance is a priority and helps with enforcement.

7. Communication and Training: Once approved, communicate the policy widely. Publish it in an
accessible place (company intranet, compliance portal, etc.). Conduct training sessions or workshops
tailored to different audiences: for example, one session for Al developers that delves into technical
guidelines, another concise module for general staff on responsible usage of Al tools. Ensure new
employees receive Al policy training as part of onboarding.

8. Implementation of Processes and Tools: Establish the mechanisms that the policy requires. This may
involve:

» Setting up an Al governance board or expanding an existing risk committee.
« Creating a mandatory risk assessment workflow for new Al projects (possibly integrated into project
management tools).
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« Deploying technical controls (e.g. secure development toolchains, access controls for Al cloud services,
model audit logging).
« Building feedback channels (e.g. an online form to report Al issues or concerns).

For example, Deloitte recommends equipping a “Gadgeteer” role with tools for automated checks and
continuous feedback (www2.deloitte.com). In practice, this might mean implementing Al monitoring
dashboards or integrating Al model validation libraries into the development pipeline.

9. Monitor and Review: After rollout, treat the policy as a living document; Kavanagh's revised article says
an Al governance policy is not static (James Kavanagh). Set a risk-based audit and review schedule,
solicit user feedback, and review the policy after Al incidents or near-misses. Separately, review
exception patterns quarterly to identify recurring problems with requirements. Update controls when
technology, use cases, or applicable obligations change.

10. Continuous Improvement: The ultimate goal is that Al governance evolves in step with the technology.
For example, if the company begins using Al agents (autonomous bots that perform complex tasks), the
policy might need new sections (as some commentators note, agentic Al raises fresh risk
considerations). Tracking industry and academic research on Al risk, and engaging with standards
bodies or peer networks, will help the policy stay current.

Templates and Examples

While every company’s policy will be unique, many organizations and consultancies offer templates and
examples that can serve as starting points. These templates typically outline the sections mentioned above,
allowing customization. Some notable resources (as of 2025-26) include:

- BoardEffect Al Governance Policy Template: A framework focusing on compliance and risk reduction,
useful for legal and oversight teams (www.boardeffect.com).

» Leapsome Al Policy Template: Includes sections on Al use-cases and example principles, with
rationale for small to medium businesses (youcanbook.me).

« AIHR (Al for HR) Policy Example: Focused on workplace content creation, but highlights governance
approaches (used in many blog examples) (www.aihr.com).

« International Examples: Some multinational firms (e.g. IBM, Microsoft) publish their high-level Al
principles online. While not full policy text, these provide insight into industry standards.

Rather than quoting them in full, companies should adapt templates to their context. For instance, a
Malaysian or Singaporean subsidiary might refer to local Al regulations (as some Asia-Pacific templates advise
), while a publicly-traded U.S. firm might integrate sections on disclosure and board oversight.

Real-world case studies of Al policy implementation are still limited in the public domain (many firms keep
policies internal). However, anecdotal evidence suggests companies that successfully adopt Al governance
tend to:
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« Start with training and awareness, positioning the policy as enabling rather than restricting—
emphasizing that governance unlocks responsible innovation (aligning with Cisco’s finding that 96%
believe robust governance enables Al agility (www.itpro.com)).

« Involve diverse teams in policy development, including external advisors or ethicists in high-stakes
industries (e.g. healthcare providers often form ethics boards).

» Use the policy to qualify partnerships: for example, requiring vendors to demonstrate alignment with the
company'’s Al standards.

We reiterate a sample of table of contents for a policy (this can act as a mini-template):

. Purpose — why we need this policy.

. Scope and Definitions — which systems, data, and teams are covered.
. Guiding Principles — ethics and values.

. Governance — roles (committee, officers) and responsibilities.

. Risk Management — how to assess Al risks.

. Data Practices — data privacy/security requirements.

. Al Development Standards — model testing, vendor assessment.

. Acceptable Use — do’s and don’ts for Al tools.

© 00 N O O B W N P

. Human Oversight — required human checkpoints.

=
o

. Transparency and Communication — informing users about Al.
. Training Requirements — education for employees.

2o
N -

. Monitoring and Compliance — audits, metrics, logging.

=
w

. Incident Response — reporting and remedying Al failures.
. Enforcement — consequences of violation.

(RN
(62N

. Review Process — how/when the policy will be updated.

Using this outline, companies can build a comprehensive document. It is often helpful to append checklists
(e.g. “Al Project Approval Checklist”) or diagrams (e.g. governance workflow) to complement the written policy.

Best Practices

Drawing on multiple sources of advice, the following best practices can help ensure an Al policy is effective
and embraced by the organization:

« Treat the policy as a living framework. Schedule risk-based reviews and triggers for urgent updates.
Kavanagh'’s revised guidance recommends quarterly review of exception patterns as feedback on
governance effectiveness (James Kavanagh). Include technology and legal developments in policy
reviews.

« Use clear, practical language. Employees will ignore a policy filled with jargon. Instead, use plain
language and real examples. For instance, rather than saying “adhere to fairness,” include practical
instructions: “Avoid using historical data that skews gender; test models to ensure output does not differ
significantly between demographic groups.” The policy should make responsibilities actionable.
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« Engage leadership and embed accountability. Ensure executives approve and champion the policy.
Align incentives with Al governance metrics and require project sponsors to approve consequential
deployments. Trustmarque’s 2025 UK survey found fully embedded governance rare (Trustmarque);
assign responsibility for closing gaps in your own organization.

« Provide training and support. Explain what the rules require and why they matter, using clearly
labeled hypothetical scenarios to practice decisions and escalation. Equip developers and users with
templates for ethical checklists and guidance for explaining Al suggestions to customers.

« Integrate with existing processes. Don't ask teams to reinvent the wheel. For example, if your
company already has a product development lifecycle (PDLC), integrate Al risk review into that process.
If there is a general code of conduct or data policy, link the Al policy to those documents. This avoids
silos and shows that Al governance is a natural extension of existing risk management.

« Collect feedback and measure effectiveness. Solicit regular input from users and teams on how well
the policy is working. Are there ambiguities? Are people finding ways to bypass it? Also, define metrics
(KPIs) to track progress. Deloitte suggests treating outcome targets (like improved fairness metrics in
models) as part of governance (www2.deloitte.com). Other metrics might include audits completed,
number of Al tools inventoried, or incidents reported. Use these metrics to communicate the value of the
policy and identify areas for improvement.

« Embrace transparency and ethics culture. Encourage an open dialogue about Al usage within the
company. Consider setting up an ethics hot-line or an internal “Al review board” where proposals are
informally discussed. This helps foster a culture where employees feel responsible for flagging Al
concerns. Such a “speak-up” culture complements the formal policy and prevents it from being viewed
as mere compliance paperwork.

» Stay aligned with external developments. Map the policy to relevant law and voluntary frameworks.
NIST’s Playbook organizes suggestions under Govern, Map, Measure, and Manage (NIST Playbook).
Select suggestions fitting the use case; voluntary resources support risk management rather than
establish legal compliance. Document how applicable EU Al Act duties map to the organization’s role
and systems.

Data and Evidence

The recommendations above are supported by growing evidence about Al adoption and challenges:

« Adoption versus Governance Gap: Trustmarque’s 2025 survey of 507 senior UK IT decision-makers
found Al use at 93% of organizations and fully embedded governance at 7% (Trustmarque). ISACA’s
June 2025 survey found that 83% of European IT and business professionals believed employees used
Al, but only 31% reported a formal, comprehensive policy (ISACA). These measures concern different
populations and governance definitions, and should not be pooled into a global adoption estimate.

« Reported Privacy, Trust, and Innovation Benefits: Cisco’s January 2026 Data and Privacy
Benchmark Study surveyed 5,200 IT, technology, and security professionals with privacy
responsibilities across 12 markets. Al drove 90% of companies to report expanded privacy programs;
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96% reported privacy frameworks unlocking Al agility and innovation, and 95% recognized privacy as
essential to customer trust in Al-powered services (Cisco). These survey perceptions support attention
to privacy governance; they do not demonstrate that adopting an Al policy causes improved trust or
business performance.

« Generative Al Trends: The Deloitte “State of Generative Al in the Enterprise” survey (2024) found that
31% of 2,835 technology leaders expect GenAl to substantially transform their organization within the
next year (www?2.deloitte.com). The meteoric rise of GenAl underscores why policies need to be
adaptable; what seemed like sci-fi last year is now business tools (and headaches).

« Bias and Fairness Evaluation: Define context-appropriate fairness objectives, examine training data,
and test performance across relevant groups before and after deployment. Record identified gaps and
mitigation decisions as part of the policy’s risk-management process.

Overall, these surveys identify practical adoption and governance gaps in their respective samples.
Organizations should use them as context, then measure their own controls, incidents, user feedback, and
outcomes.

Case Studies and Examples

A documented governance implementation and illustrative scenarios show how the policy components can
work in practice:

« Health Care - Duke Health ABCDS Oversight (documented implementation): Duke Health’s
Algorithm-Based Clinical Decision Support Oversight governs algorithms intended for patient care
through pre- and post-deployment checkpoints designed to maintain transparency, quality, and
accountability. It applies equally to internally developed and externally procured solutions (Duke Health
ABCDS Oversight). This is an identifiable governance process; the source does not establish a
guantified clinical outcome from the policy.

» Finance - Algorithmic Trading (illustration): A hypothetical firm could require validation before
deployment, ongoing output monitoring, and a process to disable a malfunctioning trading algorithm.
These illustrate controls rather than an unnamed bank’s documented implementation. FINRA's
Regulatory Notice 15-09 gives supervision and control guidance for firms using algorithmic trading
strategies, including testing and post-implementation monitoring (FINRA); its scope should not be
generalized to every Al model or bank.

« Generative Al in Marketing (illustration): A hypothetical media firm could require human editorial
review and labels on all Al-generated public posts as its own company rule. A retailer could require
approval before generative tools answer customer queries, with checks for confidential data and
inaccurate information. These are policy design examples, rather than verified accounts of particular
companies or universal legal labeling requirements.

These examples connect policy design to pre-deployment review, human oversight, ongoing monitoring, and
incident response. Apply controls according to the use case, legal duties, and potential impact.
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Deloitte’s governance analysis uses the personas “Guides, Guards, and Gadgeteers” to describe
complementary approaches: policy direction, quality-assurance checkpoints, and governance tools. This is an
analytical framework, rather than a reported survey of government agencies (Deloitte). A corporate policy can
use the framework to assign oversight, specify review gates, and support monitoring and feedback.

Discussion: Implications and Future Directions

As Al continues to evolve, the role of corporate policies will grow in importance. Several implications and future
trends are noteworthy:

« Shifting Responsibility and Roles: The growth of Al elevates government and boardroom attention on
who is responsible for Al outcomes. We expect more companies to create C-level Al roles (Chief Al
Officer) or specify Al governance responsibilities in existing roles (risk, compliance, CIO). Policies will
need to clarify how these roles interact (e.g. whose authority overrides an errant Al).

« Intersection with Data Governance: The lines between data governance and Al governance will blur.
Since Al thrives on data, companies are treating data privacy and quality as central to their Al policies.
The Cisco study shows that many firms now see data privacy governance as essential to Al strategy
(www.itpro.com). Future policies may integrate Al oversight into a unified “Digital Ethics and Data
Governance” umbrella rather than a standalone topic.

« Evolving Standards and Auditing: ISO/IEC 42005:2025, published in May 2025, provides guidance
for Al system impact assessments (ISO). Build appropriate assessment records and audit trails into the
policy now, and review future standard revisions and legal obligations as they emerge. Distinguish
voluntary assurance practices from audits required under applicable law.

« International Alignment and Trade: Differences in national Al rules pose challenges for global
companies. The EU Al Act’s categorization of “high-risk” uses may not match what the U.S. or Asia
consider high-risk. In the future, companies may need region-specific policy addenda, or conversely
adopt the strictest common denominator policy globally. For example, a U.S. firm selling products in the
EU might voluntarily comply with the EU’s human oversight standards even for its U.S. operations, to
streamline compliance. This underscores the value of designing a policy with modular sections that can
be tightened for certain markets, rather than completely different policies.

« Al Policy as Strategic Asset. Companies that integrate Al policies into their innovation roadmap may
gain advantages. A strong policy can speed adoption by giving teams clear guardrails, whereas
companies without policy might slow down over fears of misuse. Moreover, companies known for
responsible Al may find it easier to recruit talent who are conscientious about ethics.

« Future Al Challenges: The coming waves of Al (e.g. self-improving models, autonomous agents,
general Al) will introduce new issues. For instance, if Al agents operate with minimal human input,
policies will need rules about how much autonomy is permitted. If Al models continuously learn from
new data, policies must specify monitoring of dynamic behaviors. Ongoing vigilance and creativity in
policy development will be required.
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From a policy standpoint, companies should track application dates and scope, rather than treat regulation
as one universal deadline. As of October 2026, the EU Al Act has entered into force and several duties already
apply, while substantial high-risk requirements remain deferred to 2 December 2027 for Annex Il and 2
August 2028 for Annex | product-related systems (European Commission timeline). Map policy controls to
the relevant provider or deployer duties and prepare evidence before each applicable deadline.

Conclusion

The ubiquity of Al in modern business means that every company—Ilarge or small, technology or non-
technology—needs a clear policy governing its use. As the statistics reveal, vast numbers of organizations are
already using Al without structured guidance (www.itpro.com) (www.techradar.com), a disparity that leaves
them exposed to bias, compliance violations, and erosion of trust. Drawing on emerging best practices, our
analysis shows that the foundation of a good Al policy is a rationale of ethical principles and risk
management, coupled with concrete processes and accountability mechanisms.

In practice, writing an Al policy involves defining the what (scope, prohibited uses), the how (risk assessments,
training, audits), and the who (governance roles). Apply relevant regulation and recognized frameworks to the
corporate context. Keep the policy current as technology, uses, and legal obligations change.

An Al policy can help manage foreseeable risks, align deployments with corporate values, and support
stakeholder trust when backed by effective controls. McKinsey’s March 2025 survey reports that governance is
often jointly owned, with respondents identifying an average of two leaders in charge (McKinsey). Make
those responsibilities and escalation routes explicit so shared ownership supports accountability.

Looking ahead, as global Al governance evolves, companies with strong Al policies will be well-positioned to
meet new requirements and maintain a competitive edge. In an era where Al influences nearly every business
domain, investing in policy development is not merely compliance—it is safeguarding the organization’s future.
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About IntuitionLabs

IntuitionLabs is an Al consulting, custom software development and data engineering firm serving
pharmaceutical, biotechnology, medical-device and other life-science organizations. We work with clinical,
regulatory, medical-affairs, commercial, quality and IT teams to connect technology decisions with the work
people need to accomplish.

Al consulting and adoption

Our Al enablement services cover readiness assessments, use-case selection, governance and policies, team
workshops, adoption measurement and ongoing advisory support. We help organizations structure the
information layer behind Al: source material, context, permissions and maintained knowledge that make
generated answers useful and reviewable. Private LLM inference and hosted Al options support teams
evaluating how to operate Al with appropriate control over their data and infrastructure.

Software, data and life-science workflows

IntuitionLabs develops custom software for pharma and biotech, integrates enterprise systems, and builds
data engineering and business intelligence solutions. Areas of focus include Al agents, regulatory research,
medical writing, medical affairs, CMC information, competitive intelligence and clinical-document workflows.
Our eTMF intelligence work includes cross-system reconciliation and inspection-readiness support.

Enterprise platforms and regulated delivery

We provide Veeva services, application support, managed services, integrations and custom applications,
alongside enterprise content work involving platforms such as Egnyte. For regulated workflows, our services
include GxP enablement, computer-system validation and software development addressing 21 CFR Part 11
requirements. The applicable controls, validation responsibilities and acceptance criteria are defined for each
engagement.

Work with IntuitionLabs

Explore Al enablement, pharma and biotech software development, data engineering and Bl, and Veeva
services. Contact IntuitionLabs to discuss your workflow, information sources and implementation needs.

IntuitionLabs publishes educational research to help life-science teams make informed technology decisions.
Coverage of a product or organization does not imply a client relationship, endorsement or partnership.

Website: https://intuitionlabs.ali

This article is educational. Verify consequential medical, legal, financial, regulatory and technical decisions with appropriate professionals and the
cited primary sources. Company services are described separately from the article's research findings.
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