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Executive Summary

Data integrity—the assurance that data are accurate, consistent, complete, and trustworthy over time—is a
foundational requirement in regulated industries (e.g. pharmaceuticals, biotechnology) and is only growing in importance
as artificial intelligence (Al) and machine learning (ML) systems proliferate. In response, regulators and industry have
historically relied on the ALCOA (Attributable, Legible, Contemporaneous, Original, Accurate) framework and its
extended ALCOA+ form (adding Complete, Consistent, Enduring, Available, and recently Traceable) to guide good
documentation and data management practices (" acrpnet.org) (?) www.sciencedirect.com). In the age of AI/ML, every
stage of model development and deployment—training data, models, prompts, outputs—must meet these data-integrity
standards. Failure to do so can lead to flawed models and regulatory non-compliance (as demonstrated by high-profile
failures like Microsoft's Tay chatbot, Google Photos mis-labeling, and IBM Watson Oncology) (©°! www.deepchecks.com) (¥

www.statnews.com).

This report provides an in-depth analysis of how ALCOA+ principles apply to machine learning. We cover the historical
context of ALCOA, data-integrity definitions by regulatory agencies, and data-quality frameworks (e.g. ISO standards,
FAIR principles) (°/ pmc.nchi.nim.nih.gov) (! www.mdpi.com). We then examine the ML-specific challenges for data
integrity: complex data pipelines, data versioning, bias, and evolving datasets. Each ALCOA+ attribute is interpreted in
the context of AI/ML, with examples and tables illustrating how to ensure Attributability, Legibility, Contemporaneous
recording, Original data (or true copies), Accuracy, Completeness, Consistency, Endurance, and Availability in ML
systems ("l www.sciencedirect.com) (¥ validfor.com). We review evidence and case studies on data quality in Al
(including statistics on Al adoption and surveys on governance gaps (\°' blogs.atlas-compliance.ai) (*% blogs.atlas-
compliance.ai)), and we discuss best practices: data governance and MLOps frameworks, validation checks, data
versioning and lineage, audit trails, and organizational change control. Finally, we outline future implications: emerging
regulations (e.g. FDA's Good Machine Learning Practice, EU Al Act), new technologies (e.g. blockchain for immutable
logs (**! www.mdpi.com)), and the imperative for a cultural shift toward “audit-ready Al” where all ML artifacts are
governed by ALCOA+ standards. The goal is to provide actionable guidance for building ML systems that are both
innovative and compliant with the highest data-integrity expectations.

Introduction and Background

Ensuring data integrity has long been a top priority in industries like pharmaceuticals, biotechnology, and medical
devices. Major regulatory bodies (FDA, EMA, MHRA, PIC/S) define data integrity along dimensions of accuracy,
completeness, consistency, and trustworthiness. For example, the UK’s Medicines and Healthcare Products Regulatory
Agency (MHRA) explicitly defines data integrity as “the maintenance of accuracy, consistency, and completeness of data
over time.” (°) pmc.nchi.nim.nih.gov). The U.S. FDA similarly emphasizes that electronic records must be “legible,
contemporaneously documented, original or a true copy, and accurate.” These requirements evolved into the ALCOA
framework: Attributable, Legible, Contemporaneous, Original, Accurate ([121 acrpnet.org). ALCOA was famously
introduced in the early 1990s by FDA advisor Stan Woollen to codify good documentation practices (\** acrpnet.org). It
has since become an industry-wide shorthand: any record (electronic or paper) must clearly identify who recorded it and
when (Attributable), be readable (Legible), be recorded as close in time to the observation as possible
(Contemporaneous), be the first reliable recording or certified copy (Original), and reflect exactly what happened

(Accurate) ("7 acrpnet.org) (" www.sciencedirect.com).

In subsequent years, experts added four more attributes to underscore robust data management: Complete (no missing
records), Consistent (logical coherence and conformity of data formats), Enduring (durable retention over time), and
Available (readily accessible when needed). These expanded guidelines are collectively known as ALCOA+ (I**
www.gad.com) (U www.auriacompliance.com). Table 1 (below) summarizes the full ALCOA+ principles and their meanings.

Over time this framework has become the foundation of Good Documentation Practices (GDPs) and quality systems; “
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[flailure to maintain data integrity has been a top reason for FDA GMP warning letters,” reflecting how strictly agencies
treat any lapses (www.beckman.co.za) (") www.auriacompliance.com).

([171 www.sciencedirect.com) ([lm www.sciencedirect.com)
Table 1. ALCOA+ Data Integrity Principles. Each attribute represents a criterion that data and records should satisfy.
(Adapted from FDA/CDISC definitions ("'“) acrpnet.org) and literature (" www.sciencedirect.com).)

Principle Description

Attributable The record must clearly show who performed each action and when. (Person, signature, userID, timestamp.)

Legible Data and records must be readable and understandable by humans (or easily rendered understandable if electronic).
Contemporaneous The data should be recorded at the time the observation is made (or as soon as feasible), preserving the chronology of events.
Original The record should be the first (raw) data or an exact certified copy; it reflects the unaltered source.

Accurate The data must be complete and correct, reflecting exactly what occurred; it should be free from intentional or unintentional errors.
Complete All necessary data are included (no omissions); if duplicates or derived results exist, they are clearly linked.

Consistent Data are recorded uniformly over time, using standard methods; there are no unexplained gaps or conflicting entries.

Enduring Records must be retained in a durable format for the required retention period (protected from alteration or loss)

Available Data must be retrievable and accessible when needed (e.qg. for review, audit, inspection), without undue delay.

Source: Regulatory guidance and industry compendia (") acrpnet.org) ("1 www.sciencedirect.com).

In concert, these principles ensure that data are “trustworthy and auditable” at every stage. Over the decades, ALCOA+
has underpinned guidance across GxP (Good Practice) environments (FDA's 21 CFR Part 11, EU Annex 11, ICH Q10,
etc.), and it is cited as a core enabler of “transparency and integrity” for electronic records (**) intuitionlabs.ai) ("
intuitionlabs.ai). These attributes apply not only to traditional paper logbooks or lab notebooks, but to all sorts of digital
data systems — and now increasingly to Al/ML systems.

In the era of Al, new data sources and processes arise (e.g. training data sets, model-generated predictions, sensor
streams), but the need for sound data integrity becomes even more urgent. As one analyst observes, Al technologies
“present unigue considerations due to their jterative and data-driven nature,” meaning any flaws in inputs or logs can
rapidly propagate errors (“*! www.fda.gov). Indeed, data for Al must still be “fit for use” — accurate, unbiased, traceable,
and well-governed — or the powerful insights Al promises will be undermined (“?! www.deepchecks.com) (°) vm.mdpi.com).
In short, “garbage in, garbage out” applies especially in ML: unreliable training data yield unreliable predictions ('
www.deepchecks.com) (“°l www.deepchecks.com). Our survey of the literature and industry reports confirms that
organizations are acutely aware of these stakes: a recent life-sciences study noted that while ~75% of companies have
implemented Al, fewer than 55% have formal governance or audit processes for it, and only 28% of staff feel well-

prepared to use Al responsibly (°! blogs.atlas-compliance.ai) (*“ blogs.atlas-compliance.ai).

This report will explore how to bridge the ALCOA+ framework to the specifics of AI/ML: how to maintain data integrity
through data acquisition, labeling, model training, validation, deployment, and monitoring. We draw on regulatory
guidance, publication data, expert analyses, and real-world examples to provide practical, evidence-based advice. The
aim is to equip practitioners and auditors with a clear roadmap: Al systems are not exempt from GxP standards, and
ensuring ALCOA+ compliance in ML pipelines is both challenging and achievable with the right controls (1*°]

intuitionlabs.ai) (2% validfor.com).

Data Quality Foundations and Regulatory
Context

Before focusing on Al/ML, we summarize the broader data quality and integrity frameworks that inform ALCOA+. Data
integrity is one facet of data quality, a well-studied concept across industries. ISO standards (e.g. ISO/IEC 25012, ISO
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8000) and quality frameworks universally recognize dimensions such as accuracy, completeness, consistency,

timeliness, validity, and uniqueness (mlops-streamlining-ml-lifecycles.pages.dev) (°) www.mdpi.com). These overlap

almost exactly with ALCOA+ attributes. For instance, a 2025 scientific review notes that “accuracy, completeness,

consistency, timeliness, and accessibility consistently emerged as universal [data] quality dimensions” across sectors (°!
www.mdpi.com). The same review warns that poor data quality is not just a technical issue but leads to “substantial

financial losses, operational inefficiencies, and erosion of trust.” In healthcare specifically, flawed or incomplete data have

been linked to incorrect patient care or wasted resources (°/ www.mdpi.com).

In regulated environments, data integrity has specialized significance. The FDA explicitly cites Part 11's purpose as
ensuring the integrity of electronic records (°’' pmc.nchi.nim.nin.gov). Over decades, regulators have repeatedly
penalized firms for ALCOA+ violations. For example, one analysis noted that lack of data integrity has been among the
leading causes of GMP (Good Manufacturing Practice) warning letters (www.beckman.co.za) (°’! pme.nchinim.nih.gov). In

practice, this means every computerized system (from laboratory instruments to batch control systems) must produce

reliable data with audit trails, in line with ALCOA+. Agencies like EMA and MHRA have similarly reinforced that data must

be “complete, consistent, accurate... [and] traceable” (*°! pmc.nchi.nim.nih.gov) (*°) www.auriacompliance.com). Current
draft guidelines (e.g. FDA's emphasis on CSA— Computer Software Assurance) reinforce a risk-based approach, but

carry forward the ALCOA+ ethos (** intuitionlabs.ai) (*°) intuitionlabs. ai).

Table 2 (below) provides a concrete example of how each ALCOA+ attribute can be interpreted in the context of ML-

based systems, drawing on industry guidance (! validior.com) (°° validfor.com). This “ALCOA+ for Al” table will be
referenced throughout the report.

([301 validfor.com) ([3” validfor.com)

Table 2. Applying ALCOA+ in AI/ML Context. Examples of what each ALCOA attribute means for machine learning

data and processes. (Adapted from industry guidelines (°*/ valiafor.com) (%! validfor.com).)

ALCOA+ Attribute

Attributable

Legible

Contemporaneous

Original

Accurate

Complete

Consistent

Enduring

Available

Meaning in AI/ML Context

Who did what and when. Track which user, system, or model produced
each record and decision.

Readable and understandable. Ensure outputs, logs, and labels can be
interpreted by humans or decoded.

Timestamped at event-time. Record data and metadata as soon as events
oceur.

First capture or certified copy. Preserve raw source data and non-derivative
records.

Correct and validated. Maintain data that truly reflects reality and is free
from errors.

Nothing missing; no hidden edits. Capture all relevant data and its
processing steps.

Uniform format/sequence. Keep data formats, schemas, and process steps
consistent and documented.

Durable for retention period. Store data and models in long-term,
unalterable storage.

Accessible on request. Enable retrieval of data and logs when needed for
review or audit.

Example Controls

Log user IDs, model versions, or service IDs for each action (e.g. user who generated a prompt, system
that deployed an inference).

Store full prompt texts, decoded parameter values, and clear labels. Ensure dashboards and reports are
human-readable.

Time-stamp all data entries, model inferences, and approvals. Use synchronized clocks/log servers so
sequences of events are clear.

Keep snapshots or hashes of original training datasets (e.g. raw sensor logs, initial images). Use
cryptographic checksums to prove unchanged.

Apply validation rules on inputs and outputs (e.g. schema checks, range checks). Reconcile derived
data with USD or control totals.

Archive both raw outputs and any post-processed versions. Record full pipelines (raw data, features,
final predictions) to avoid omissions.

Enforce schema standards on input features. Use the same field order and naming for every run.
Maintain fixed data pipelines for comparable results.

Use immutable, write-once media or append-only stores for records. Archive models, logs, and raw data
under retention policies (on premises or cloud).

Index and catalog datasets, artifacts, and logs. Ensure data discovery tools or portals allow auditors to
query past records quickly.

Source: Industry compliance guidelines (°°! validfor.com) (°°! validfor.com) and ALCOA+ literature ()

www.sciencedirect.com).

These tables synthesize key concepts but by no means exhaust the subtleties involved in applying ALCOA+ to Al. In the
following sections, we will unpack each aspect in depth: from the theoretical underpinnings of ML data quality to concrete
best practices and technologies that make ALCOA+ compliance achievable in Al systems.
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Machine Learning Pipelines and Data Integrity
Challenges

Machine learning introduces new data integrity challenges not seen in traditional computer systems. An ML system’s
“data” spans large, often heterogeneous datasets, streaming sensor inputs, human-labeled training data, and the models
and code themselves. This complexity creates multiple risk points: data can be modified, lost, or contaminated at many
stages, any of which can invalidate results.

A core principle persists: models will only be as reliable as the data entering them. As one Al engineer warns, “data
integrity... plays a pivotal role... the adage ‘garbage in, garbage out’ rings true” (°*) www.deepchecks.com). Ensuring data
is fit for use means having high quality (correct and complete), well-organized data before training. If a corrupted dataset
feeds a model, it will reproduce those flaws (or worse, introduce unpredictable behavior) (°*! www.deepchecks.com) (7
www.deepchecks.com). This was clearly seen in real incidents: Microsoft's Tay chatbot (2016) rapidly adopted racist
language after being fed malicious user inputs — a textbook example of “the absence of... filtering” leading to a
dangerous outcome (! www.deepchecks.com). Google Photos’ 2015 mislabeling of people as “gorillas” occurred because
the training images lacked sufficient diversity (pure data quality problem) (**) www.deepchecks.com) ()
www.chsnews.com). Even large-scale healthcare Al (IBM Watson for Oncology) issued unsafe treatment advice largely
because its training set was limited and synthetic (! www.statnews.com). In all these cases, flawed or incomplete training
data had direct negative consequences, underscoring that data integrity failures in ML can have serious real-world

impact (! www.deepchecks.com) (! www.statnews.com).

Aside from outright data poisoning or bias, complex data pipelines themselves tend to introduce integrity issues. An ML
pipeline typically ingests raw data, preprocesses it (cleaning, feature extraction), trains models, and then serves
predictions. At each step, errors may creep in — e.g. transcription mistakes, mismatched formats, dropped values, or
synchronization failures in distributed systems. For instance, it's common to encounter missing or inconsistent records
when merging datasets from different sources (°°/ www.deepchecks.com). Pipelines often have bottlenecks: mis-timed
data loads or hidden caches may yield stale or duplicate inputs (°° www.deepchecks.com). Human factors also play a role:
manual labeling or data entry can produce legibility issues or unlabeled columns. Data drift is another concern: the
distribution of incoming data can shift over time, causing models to become inaccurate. As the Deepchecks analysis
notes, “data drift transpires when data distribution shifts over time... [and] concept drift pertains to changes in
underlying relationships,” both of which undermine model validity (*' www.deepchecks.com).

Given these hazards, rigorous controls are needed. Standard software engineering approaches must be extended: for
example, all datasets require automated validation (schema checks, outlier detection, duplication checks) at each point
(%5 www.deepchecks.com). A robust ML data pipeline will implement continuous integrity monitoring — reconciling new
records with previous snapshots, logging events at high granularity, and alerting on anomalies before they “propagate
downstream” (°°! www.deepchecks.com). In practice, many ML teams are adopting MLOps practices and data governance
to enforce this. For example, data governance policies define roles, access, and compliance for ML data (mlops-
streamlining-ml-lifecycles.pages.dev), and version control systems (analogous to Git) are used to snapshot data and
track transformations. One thought leader describes compliance in ML as needing to “prove exactly what data went into
the system” — because under frameworks like the EU Al Act or FDA guidance, regulators may demand the precise
training dataset used on a given date (°°/ lakefs.io). In one cautionary example, a data team lost all history of its credit
model’s training data due to overwriting, leaving them unable to demonstrate to regulators that no bias existed when the

model was first deployed () lakefs.io).
In summary, the ML lifecycle introduces multidimensional integrity risks:

- Data acquisition: Sources (sensors, databases, APIs) must be verified. Missing metadata (timestamps,
provenance) here violates ALCOA attributes from the start.
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- Data labeling/preprocessing: Manual or automated transformations can introduce errors. Lack of versioning or
audit trail means one cannot revert mistakes or confirm brand-original data was used.

« Model training: Training code and parameters must be tracked (who ran it, when, and what version), or the resulting
model is not “attributable” or “traceable” to a responsible party.

« Model outputs: Predictions must themselves be logged in context (which model and data produced them) so that
downstream decisions are auditably linked back.

« Maintenancel/deployment: Whenever models are retrained or updated, change control processes must ensure new
versions are validated, documented, and aligned with original requirements — otherwise “complete” and “consistent”
can break across versions.

Each of these stages must incorporate ALCOA+ controls to maintain integrity and compliance. The next section will detail
how each ALCOA+ principle can be satisfied in such ML workflows, with specific data-quality and governance strategies.

ALCOA+ Principles Applied to Machine
Learning

In applying ALCOA+ to ML systems, we effectively treat every data artifact (training sets, code, model, outputs, logs) as a
regulated record. Below we examine each principle in turn, citing guidance and examples. Table 2 above is used as a
reference for context.

« Attributable (A) — “Who did what and when.” In ML, this means every action must be traceable to a user or system. For example, if a
data scientist initiates a model training run, the system should record their ID, the time, and the specific versions of the data and code
used ([ZG] validfor.com) ([40] validfor.com). This can be achieved by logging user IDs in the training orchestration system, stamping
datasets with unique identifiers (or checksums), and using platforms that record user actions. Validfor's guidance emphasizes that Al
records should note “which model version produced a decision... and who or what system consumed the output” ([41] blogs.atlas-
compliance.ali). Attribution also extends to data annotation: each label or transformation should carry a timestamp and annotator ID so
accountability is clear. In practice, solutions include implementing single sign-on (SSO) for all ML tools, audit logs for notebooks or
pipelines, and version control systems (e.g. Git for code, DVC/lakeFS for data) that inherently tag commits by author and time.

« Legible (L) — “Readable and understandable.” This requires that records be decipherable by humans or machine-readable in a
transparent way. In ML, it implies that artifacts like prompts, logs, and metadata are stored in clear formats (not encrypted or obscured);
and that any encoded or compressed data is accompanied by decoding instructions. For instance, retaining the full, plain-text training
prompts and parameter settings (rather than cryptic hashes alone) makes them “legible” to an auditor ([42] validfor.com). Outputs should
be stored alongside descriptions (e.g. column mappings, label definitions) so the results can be interpreted. Engine logs and monitoring
dashboards must display context (timestamps, model version, feature names) in a human-recognizable language. In essence, legibility in
Al means avoiding “black box” burying of data: keeping the chain of information (raw inputs — features — predictions) transparent.

« Contemporaneous © — “Recorded at the time of the event.” ML systems often operate in real-time or near-real-time. To meet this, all
data and actions must be timestamped and logged as they occur. For example, a model inference service should immediately log each
request and response with precise time markers (to the millisecond, if needed) (M validfor.com). Batch processes (e.g. nightly
retraining) should annotate each result with the job execution time. Containerized or cloud deployments can leverage automated logging
(e.g. writing logs to immutable object storage in real time). Critically, clocks must be synchronized across systems (via NTP or equivalent)
so that multi-step processes have a consistent timeline. Contemporary recording also applies to corrections: if data are modified (say a
mislabeled example is fixed), the edit timestamp and editor must be logged rather than just retroactively overwriting historical data (\17\
www.sciencedirect.com). In sum, the system must capture “when” every piece of Al-related data was created or changed, maintaining
an accurate chronology.
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« Original (O) — “First capture or certified copy.” Al workflows produce vast amounts of derivative data (features, models, transformed files)
that flow from original sources. The “Original” principle insists on retaining the raw source or a verifiable duplicate. For ML, this means
preserving the original datasets used for training, not just processed versions. Practical implementations include taking write-once
snapshots of raw data (e.g. initial sensor or experimental readings) and storing cryptographic hashes so one can later prove integrity ([43]
validfor.com). It also entails versioning the source code and configuration (each commit is an “original” state of the pipeline). For critical
data, institutionalizing data lakes with immutable zones ensures that once raw data are ingested, they are never altered (only appended).
This way, downstream models can always be traced back to the first, unmodified record. As a guideline notes, we must “preserve raw
source data (for instance, raw sensor logs or unprocessed images) and transformed data... lineage to original inputs must be

maintained.” ([44‘ blogs.atlas-compliance.ai).

« Accurate (A) — “Correct and error-free.” Accuracy means the data truthfully and precisely represent reality. In Al, this covers input data,
labels, and model outputs. To achieve accuracy, common practices are automated validation and reconciliation. For training datasets this
might involve range checks (e.g. no negative ages), format checks (e.g. dates in ISO-8601), and duplicate detection ([35]
www.deepchecks.com). Labeling processes should include inter-annotator agreement or audit samples to catch mistakes. Feature
engineering scripts should include assertions (e.g. no NaNs in critical features). After training, outputs must be checked against known
benchmarks or sanity checks to ensure no computational errors. Where results feed into decisions, cross-checks can validate that
predictions align with independent data or expert judgment. Comprehensive test suites form a key part of establishing accuracy. For

example, validfor’s guidance implies performing “validated transforms and reconciliation checks” on ML data (‘45] validfor.com).
Ultimately, an accurate Al system is one where every transformation is verified and documented, with anomalies caught either by
automation or human review.

« Complete © — “Nothing missing, no hidden edits.” Completeness means all required data is captured, with no gaps. In ML contexts, this
requires careful audit of the dataset lifecycle. One must ensure that all raw data were included (no sampling artifacts) and that any
filtering or data cleaning is fully logged. If a dataset has multiple parts (e.g. training set and test set), definitions of these splits must be
recorded so that future reviewers can see the full scope. In practice, completeness often translates to storing not just the final output of a
transformation (e.g. a feature table), but also the original raw output and any intermediate versions. For example, if an image dataset is
augmented in preprocessing, both the augmented and original images should be kept in the record. Validfor’s table suggests keeping
“raw output, post-processing, and final approved record” together to satisfy completeness ([46] validfor.com). Data pipelines should also
track which items were dropped or modified (for example, flagging any incomplete records) so that the absence of data is itself
documented—not simply erased.

« Consistent © — “Uniform and logical sequence.” Consistency requires that data collection and recording follow a standard, reproducible
process. In ML, consistency is ensured by controlling versions and maintaining fixed formats. This can involve using schema enforcement
(e.g. JSON schemas, database constraints) so that all records have the same fields in the same order. It also means that, if an Al model
is retrained, the procedures applied (cleaning rules, algorithms) are recorded precisely so results are comparable over time. Workflow
management tools help here: they ensure that every run of the pipeline uses the same steps, and when changes are introduced, they go
through change control. For example, if a new feature is added to input data, the dataset definition should be updated (rather than leaving
old and new data indistinguishable). In short, consistency is the discipline that prevents piecemeal or ad-hoc variations from creeping into
the data process. Without it, one could have a model trained on one format and production data in another, breaking ALCOA.

« Enduring (E) — “Durable for the retention period.” Enduring refers to the security and longevity of records. Al systems must ensure that
once data or models are stored, they remain unaltered and intact over their required lifetime. This typically involves write-once storage
(e.g. WORM drives, append-only logs) or cryptographically assured storage solutions (e.g. object stores with immutability flags). Models
themselves (weights, artifacts) should be archived in a way that prevents silent updates — for instance, by recording hash digests on a
blockchain or secure registry. The “Enduring” principle also implies disaster recovery: backups should be maintained so records survive
technical failures. For example, a multi-region cloud archive or offline cold storage can ensure that historical training data and models are
not lost if a system is decommissioned. As noted in Table 2, systems should use “immutable storage with retention rules” (|47|

validfor.com) so that data remain readable and unmodified throughout legal or audit-relevant time frames.

« Available (A) — “Accessible on request.” The final ALCOA+ attribute mandates that data be retrievable. It's not enough to store everything
safely; one must also provide timely access. In AlI/ML workflows this means implementing data catalogs and metadata indexing. Every
data asset (training sets, intermediate tables, model files) should be registered in an index with search capabilities. For example, an ML
metadata store might allow auditors to query “which model was used on trial #1234” and immediately fetch the answer. Data governance
tools often provide role-based access (linking to “Attributable”), ensuring that only authorized personnel can pull protected data. Crucially,
audit trails and logs themselves must be available: if an inspector asks to see the “audit trail for decision X,” the system must produce the
record quickly. We see this requirement echoed in industry reports: ALCOA+ is viewed as “non-negotiable”, and regulators (FDA/EMA)
will expect full audit trails linking every Al decision to the underlying data ([48] intuitionlabs.al). Thus, accessibility is achieved by

combining robust cataloging, queryable data lakes, and well-documented APIs that expose stored records as needed.
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By carefully integrating these principles into ML projects, organizations can build trustworthy Al. In practice, this means
designing the ML infrastructure so that ALCOA+ attributes are met by default. For instance, an artifact repository (like
MLFlow, Artifactory, or a bespoke data lake) can enforce versioning and hashing (addressing Attributable, Original,
Enduring), while a lineage tracking system (or metadata layer) can capture data transformations for legibility and

traceability (*? blogs.atlas-compliance.ai) (‘“*) www.mdpi.com). Together, these mechanisms make Al development auditable
at the same level expected of classic GxP computerized systems.

Data Governance, MLOps, and Technical
Controls

To operationalize data integrity in ML, a comprehensive data governance and MLOps strategy is required. Key elements
include:

« Data Versioning and Lineage Tracking. Just as software developers use Git, ML teams must “version control” their data. Tools like
DVC, lakeFS, or Delta Lake allow snapshots of large datasets to be taken, with histories that can be reverted. This mirrors the ALCOA++
requirement of capturing the original. For example, a 2026 case study warns that regulators may demand the exact training data used on
a past date: if a data engineer fails to preserve it (e.g. by overwriting with new data), the team “cannot prove” compliance ([391 lakefs.io).
By contrast, a versioned storage system (with cryptographic hashes on each version) can demonstrate precisely what data fed the model
at any point. Lineage systems augment this by automatically recording how data flows through the pipeline. They tag each dataset with
metadata on its source, transformations, and downstream consumers. In an ALCOA context, provenance is critical: as one guide puts it,
you must be able to “track the origin, transformations, and propagation of data” through the ML system, and show it to auditors (BSJ

www.deepchecks.com) (‘M‘ www.mdpi.com).

« Automated Validation and Quality Checks. Embedding validation steps into the pipeline is essential. At every stage (ingestion,
preprocessing, post-inference), the system should apply automated checks for accuracy, completeness, consistency. These include
schema conformance (no unexpected columns), null/NaN detection, range checks, and statistical anomaly detection. For example, before
data enters training, a rule might assert that no feature has more than 5% missing values; after prediction, another check might compare
aggregate results to historical norms. These checks serve as guardrails so that errors or frantic drift do not propagate undetected (|35|
www.deepchecks.com). Comprehensive metrics (such as data quality scores) can be maintained over time, documenting that each
ALCOA requirement has been internally monitored.

« Audit Trails and Logging. ML systems must record rich logs of every action: data injections, code commits, training runs, deployments,
and predictions. Each log entry should include who/what caused the action, when it happened, and on what data, thus covering
Attributable and Contemporaneous. Centralized logging solutions (ELK/Elastic, Splunk, etc.) or ML-specific monitoring (e.g. Amazon
CloudTrail, Azure ML logs) can capture this. Logs should be tamper-resistant; technologies like WORM storage or even blockchain-based
logging have been proposed to prevent backdating or deletion ([llJ www.mdpi.com). For instance, Regueiro et al. (2021) demonstrate a
blockchain-linked audit trail that ensures “secure and reliable” logging for enterprise systems (! v, mdpi.com). In effect, the audit
trail becomes a descriptive “chain of custody” for Al: every record can be traced back through immutable logs, satisfying Traceability,
Enduring, and Available.

« Access Controls and User Training. Robust role-based access control (RBAC) is needed so that only authorized personnel can create,
maodify, or view critical records. This prevents unauthorized substitutions or deletions (thus helping Accurate and Attributable). All changes
should require digital signatures or multi-factor authentication, in line with Part 11 requirements. Personnel involved in data handling must
be trained on ALCOA+ importance (just as they would be for GxP tasks). Studies show that cultural factors are a leading cause of data
integrity lapses ([50] pmc.ncbi.nlm.nih.gov) ([5” pme.ncbi.nlm.nih.gov), so fostering a quality culture for ML is key. Companies should
update SOPs and validation plans to explicitly cover Al operations (e.g. “All model change requests must include data lineage

documentation” ([52] intuitionlabs.ai)).

« Monitoring and Drift Detection. Because ML systems operate in changing environments, proactive monitoring is crucial. Tools that
watch for data drift (statistical shifts in input distributions), concept drift (changes in what is being predicted), or model performance
degradation all help maintain Accuracy and Consistency. When drift is detected, a process should trigger investigations or retraining (with
retraining itself following ALCOA+ controls). In quality parlance, this resembles a manufacturing out-of-spec alert. For example, if a
model’s predictions suddenly deviate, the system should freeze updates and launch a validation subroutine, rather than letting bad data
silently skew results.

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights Page 8 of
reserved. 18


https://blogs.atlas-compliance.ai/how-is-alcoa-evolving-with-ai-and-digital-systems-in-2025/#:~:text=1,degrades%2C%20or%20when%20anomalies%20appear
https://www.mdpi.com/1999-4893/14/12/341?type=check_update&version=1#:~:text=Audit%20logs%20are%20a%20critical,friendly%20audit%20trail%20mechanism
https://lakefs.io/blog/building-compliant-ml-pipelines/#:~:text=But%20three%20months%20later%2C%20you,prove%20there%20was%20no%20bias
https://www.deepchecks.com/why-data-integrity-is-crucial-for-effective-ml-monitoring/#:~:text=,the%20effects%20of%20human%20errors
https://www.deepchecks.com/why-data-integrity-is-crucial-for-effective-ml-monitoring/#:~:text=,the%20effects%20of%20human%20errors
https://www.mdpi.com/1999-4893/14/12/341?type=check_update&version=1#:~:text=Audit%20logs%20are%20a%20critical,friendly%20audit%20trail%20mechanism
https://www.deepchecks.com/why-data-integrity-is-crucial-for-effective-ml-monitoring/#:~:text=,the%20effects%20of%20human%20errors
https://www.deepchecks.com/why-data-integrity-is-crucial-for-effective-ml-monitoring/#:~:text=,the%20effects%20of%20human%20errors
https://www.mdpi.com/1999-4893/14/12/341?type=check_update&version=1#:~:text=Audit%20logs%20are%20a%20critical,friendly%20audit%20trail%20mechanism
https://www.mdpi.com/1999-4893/14/12/341?type=check_update&version=1#:~:text=Audit%20logs%20are%20a%20critical,friendly%20audit%20trail%20mechanism
https://pmc.ncbi.nlm.nih.gov/articles/PMC10997167/#:~:text=inspectors%20worldwide%20have%20recently%20issued,1
https://pmc.ncbi.nlm.nih.gov/articles/PMC10997167/#:~:text=Clinical%20trials%20use%20several%20methodologies%2C,3
https://intuitionlabs.ai/articles/generative-ai-gxp-validation-part-11#:~:text=For%20generative%20AI%2C%20ALCOA%2B%20extends,and%20model%20inputs%20should%20be
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=data-integrity-in-ai-applying-the-alcoa-framework.pdf
https://intuitionlabs.ai/articles/data-integrity-ai-alcoa-framework?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=data-integrity-in-ai-applying-the-alcoa-framework.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=data-integrity-in-ai-applying-the-alcoa-framework.pdf

ElntuitionLabs IntuitionLabs - Al Software for Pharma & Biotech Data Integrity in Al: Applying the ALCOA+ Framework

+« Comprehensive Documentation. All of the above controls must be documented. A formal Validation Master Plan for Al (analogous to

any major system) should outline how ALCOA+ is applied across the lifecycle ([53] intuitionlabs.ai) ([54] intuitionlabs.al). Templates and
checklists can remind teams to capture required artifacts: the IntuitionLabs framework, for instance, recommends specific logs for audit
trails and UAT (User Requirements) documents that define Al inputs/outputs and risk classifications ([53] intuitionlabs.ai) ([54]

intuitionlabs.ai). Even if full formal validation is not yet mandated for all Al use-cases, adopting these artifacts early positions an
organization for future inspection expectations.

Together, these MLOps and governance practices form a data integrity “by design” approach. By weaving quality
checks, version control, and audit logging into the ML pipelines themselves, we build systems that generate ALCOA+—
compliant records automatically. Practically, many organizations achieve this by layering their architecture (as Atlas
Compliance advises) (*? blogs.atlas-compliance.ai):

« Artifactory/Artifact Registry: All datasets, model binaries, and code are stored in a centralized, versioned registry
(with cryptographic hashing) (! blogs.atlas-compliance.ai). Once committed, these artifacts cannot be modified, only
appended (ensuring Enduring and Original).

. Lineage Fabric: A dedicated lineage service tracks how data flows through the pipeline (*°! blogs.atlas-compliance.ai).
Each processing step emits an event that ties inputs to outputs (helping Legible, Consistent, Traceable).

« Quality Gateways: Automated gates enforce validation at each handoff (ingest gate, pretraining gate,
predeployment gate). Events that fail checks are logged and blocked until resolved (preserving Accurate, Complete
quality).

« Logging & Monitoring: Every user action, compute job, and model prediction is logged with identity and timestamp
(covering Attributable/Contemporaneous). Model performance monitors watch production outputs and alert on drift or

errors.

« Access and Backup: RBAC ensures only qualified people can alter the critical flows. Offsite backups and long-term
archives keep multiple copies for recovery (supporting Enduring and Available).

This layered “compliance by architecture” approach is critical. For example, one Al validation tutorial mandates “logging
all Al interactions (user IDs, timestamps, model versions, etc.) to create a Part 11-compliant audit trail” (°7)
intuitionlabs.ai). Similarly, after training models, firms maintain “check-summed” records of training data as immutable
evidentiary files (°?! intuitionlabs.ai).

Finally, it cannot be overstated that people and processes must overlay these technical controls. Data scientists and
engineers should be versed in ALCOA+ concepts as part of their training. Regular audits (practice “inspections”) of ML
projects help identify any gaps. In fact, industry reports indicate that internal GxP auditors are already expanding their
scope to Al systems. A recent figure notes that a whopping 95% of life-sciences manufacturers are already investing in
smart/Al technologies (°°! blogs atlas-compliance.ai), implying that regulatory scrutiny will soon intensify. In sum, the
combination of robust MLOps tools and vigilant governance is required to translate ALCOA+ from theory into practice for
Al.

Case Studies and Examples

To illustrate how data integrity (and its absence) plays out, we review several real-world examples from Al projects and
data-centric failures. These highlight both pitfalls and best practices.

Microsoft Tay Chatbot (2016). Tay was an Al chatbot intended to converse with users on Twitter. However, malicious
users quickly fed Tay offensive or hateful tweets, which the model then learned from and began to repeat. Within 24
hours, Tay's output became egregiously inappropriate, forcing Microsoft to shut it down () www.deepchecks.com). This
incident underscores multiple ALCOA breaches: the lack of filtering and oversight (no contemporaneous review of
incoming data), and the introduction of inaccurate/malicious inputs into the training feed, making outputs
“untrustworthy.” In an ALCOA+ context, Tay's design failed to treat user inputs as controlled, attributable records feeding
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into the model (Attributable, Accurate). Modern practitioners interpret this lesson by building automated content-review
filters and real-time monitoring flags: any anomalous training data triggers an immediate audit before reaching the model.

Apple Card Credit Model (2019). News reports revealed that Apple’s credit algorithm (developed with Goldman Sachs)
was granting women significantly lower credit limits than men, even when their financial profiles were similar. Bloomberg
and others attributed this to biases inherent in the historical data used to train the model (°°/ www.deepchecks.com). Here,
an incomplete view of social context (minus heavy representation of female populations in the data) resulted in skewed
model behavior. From a data integrity viewpoint, the data used violated fairness and completeness: it was neither
representative nor audited for bias (a violation of “complete and unbiased dataset” requirements). The response involved
retraining with more comprehensive data and instituting fairness checks. For ALCOAS$, a lesson is that data used in
decision-support models must be as complete and representative as possible — i.e. meet the “Complete” principle by
including all relevant segments of the population.

Google Photos Tagging (2015). This widely publicized error involved Google’s image recognition tagging African-
Americans’ photos with the label “gorillas.” Google quickly apologized and fixed the model (it banned the tag). Analysis
afterwards linked the cause to insufficient diversity in the training data: the model had not seen enough varied examples
of dark-skinned individuals (*°) vwww.deepchecks.com) (%I vw.chsnews.com). This case encapsulates data integrity
failures: the training set was not “complete,” nor appropriately “accurate” in representing reality. Google’s approach to
resolution involved changing the algorithm and intensifying data curation. In ALCOA terms, it demonstrates the need for
data review and diversity checks before model training (ensuring completeness and consistency). Proactively, teams
now often include “shoulder-surfing” audits where diverse test cases are examined for misbehavior before deployment.

IBM Watson for Oncology (2018). Internal IBM documents (leaked to STAT News) showed that Watson for Oncology
frequently recommended unsafe or incorrect cancer treatments. Investigations found the system was trained on a very
small set of hypothetical cancer cases rather than real patient data (“/ www.statnews.com). The report noted “multiple
examples of unsafe and incorrect” outputs caused by these flawed inputs (I www.statnews.com). The breakdown here
was chiefly a failure of Original and Complete: by using only synthetic vignettes, the data were not true-to-life. The issue
also highlights Attributable risk: if the chain of how Watson was trained had been fully transparent, external reviewers
might have caught the weakness earlier. The corrective actions (Watson’s oncology efforts were scaled back) emphasize
that in regulated domains, training data should ideally come from approved sources (e.g. vetted clinical records) and be
extensively validated — essentially “complete and accurate” per ALCOA+.

Compliance Auditing Example (2025). A hypothetical scenario (illustrated by compliance consultants) involves a credit-
model team that had no versioning for their ML training data. After a subpoena, the team could not “produce the exact
training data used on November 3” because it had been overwritten. This echoes the cautionary tale from the LakeFS
PyData blog (! lakefs.i0). In regulated industry terms, this was a violation of Enduring and Available: the data had not
been retained for the interrogated period. This scenario underscores why modern MLOps mandates immutable historical
data storage (each dataset is a permanent artifact), so that any past audit can retrieve the exact original inputs.

These examples collectively illustrate the stakes and remedies:

« Consequences of Poor Integrity: Bias, discrimination, safety risks, and regulatory sanctions can all result from
lapses. Each case above could have been caught or prevented by applying one or more ALCOA+ checks.

« Prevention Strategies: Data auditing, diverse and representative datasets, continuous monitoring, and robust
logging are essential. For each ALCOA attribute, there are concrete measures (as shown in Tables 1-2) that mitigate
the risk.

« Ongoing Vigilance: Even after deployment, models need periodic review (akin to “periodic review” for GxP
systems). For instance, if Watson’s performance had been continuously reviewed against new clinical data
(Enduring, Available), discrepancies might have been detected before reaching physicians.

In the next section, we synthesize these lessons into best-practice recommendations and forward-looking considerations

for organizations building Al systems.
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Best Practices and Technical
Recommendations

Drawing on the above principles and cases, we summarize key recommendations for ensuring data integrity in ML/AI:

1. Treat Al Records as Regulated Data. Everywhere Al touches data, apply the same scrutiny as any GxP record. This means formally
including training datasets, input prompts, model code, and outputs in quality management plans (|25| intuitionlabs.ai) (‘52‘
intuitionlabs.ai). For example, develop a Data Integrity Plan that explicitly lists which Al artifacts will be captured and how (checksums on

datasets, encrypted logs of prompts, version tags on models) ([52 intuitionlabs.ai). Adopting the mantra from compliance studies: “treat
each [Al] component as a controlled record with ALCOA+ controls”.

2. Implement End-to-End Data Lineage. Use ML engineering platforms or metadata tools (e.g. MLflow, Kubeflow Pipelines, Apache Atlas)
that automatically record provenance. Ensure that for any final decision of the model, one can trace back through every data
transformation and model step. This satisfies Traceable and Legible: maintain detailed processing graphs so that reviewers can follow
“how the answer was obtained.”

3. Automate Validation and Alerting. Integrate automated data checks at ingestion (schema, types, ranges) and pre- and post-inference
(quality metrics, plausibility tests). Don't rely only on manual spot checks. Anomalies should trigger alerts and suspend pipelines until
resolved, preserving Accurate and Complete. Build quality dashboards that continuously report status (missing values per column, drift
statistics, etc.).

4. Use Version Control for Data and Models. Leverage tools that snapshot data and code at each pipeline stage. Tag every release of a
model with a unique ID tied to specific data and code versions (akin to software release tagging). This handles
Attributable/Contemporaneous/Original: one can always identify “which copy of data produced model X on date Y.”

5. Secure and Immutable Storage. Archive critical data and model artifacts in write-once, timestamped storage. As illustrated by Regueiro
et al., blockchain or cryptographic hashing can further harden audit trails (‘ll‘ www.mdpi.com). For example, when a dataset is finalized,
compute its SHA-256 hash and store it in a ledger so any future tampering is detectable. Store copies in geographically separated
backups to guard against loss.

6. Comprehensive Logging and Audit Trails. Maintain detailed logs (user logins, API calls, data access, training runs, deployment events)
with metadata (who, what, when) to satisfy Attributable and Contemporaneous. Use centralized log aggregation so these trails cannot be
easily erased or altered. For example, require that every phone-text prompt fed to an LLM is logged with user ID and timestamp for
retrospective inspection. (This was explicitly recommended in a GxP Al framework: “log all Al interactions... to create a Part 11-compliant

audit trail” ([52] intuitionlabs.ai).)

7. Data Governance Policies. Establish corporate policies covering Al: define data ownership, classification (e.g. CUI/PHI), and retention
rules. Enforce binding SOPs that reflect ALCOA+: for instance, a rule that no model may be deployed without documented training
dataset lineage and validation report. Regularly audit adherence to these policies. According to industry research, few companies have

formal Al audit routines in place (55% surveyed did not) (L9J blogs.atlas-compliance.al), so there is a governance gap to fill.

8. Continuous Re-Validation. Recognize that ML models degrade. Establish schedules for re-running validation tests (on hold-out or new
data) and compare to baselines. If significant drift or bias is detected, trigger re-training or model rollback. This ensures ongoing
Accuracy/Consistent over the model’s lifecycle.

9. Human Oversight and Expertise. Assign cross-functional teams (data scientists, quality engineers, IT) responsibility for data integrity.
Require that quality/validation specialists review model documentation and logs, not just trusting automated processes. Foster a culture
where staff are trained to think of “Data Integrity” as an integral part of ML, much like they would for any regulated process.

10. Regulatory Alignment and Audit Preparedness. Finally, prepare for the evolving compliance landscape. Follow FDA and ISO initiatives
(e.g. NIST Al risk management, IMDRF GMLP principles (Eﬂ www.fda.gov)) and integrate any new guidance (such as FDA's 2025 draft

on Al credibility ([58] www.fda.gov)). Document risk assessments under ICH Q9-style methodology: evaluate the impact of data integrity
failures on patient/patient safety. Keep change control boards involved when updating Al systems, as they would for any critical software

change ([521 intuitionlabs.ai).
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By implementing these practices, organizations can harness the power of Al while keeping data integrity “audit-
ready.” Data-driven ML processes should become demonstrably compliant in the same way that traditional
manufacturing records are. Importantly, many of these measures also yield business benefits: version-controlled data and
models improve reproducibility and speed, automated validation increases efficiency, and robust logging builds trust with
stakeholders. Compliance should thus be viewed not as a burden, but as a path to better, more reliable Al.

Discussion: Implications and Future Directions

Data integrity in Al/ML sits at the intersection of technology, regulation, and ethics. Our analysis points to several broader
implications and emerging trends:

« Evolving Regulatory Expectations. Regulators worldwide are rapidly recognizing Al but expect existing data principles to apply. For
example, the FDA's 2025 draft guidance emphasizes “model credibility” and risk-based oversight, implicitly requiring data integrity checks
for ML outputs (159J www.fda.gov). The EU's forthcoming Al Act (for high-risk Al) will mandate traceability and transparency, mirroring
ALCOA+ demands (e.g., recordkeeping for datasets). Even current Good Practice guides (e.g. PIC/S Annexes) are expected to be
updated with Al-specific language (°°/ intuitionlabs.ai). We anticipate that within the next few years, most regulatory inspections of Al

will explicitly probe ALCOA+ compliance (as already foreshadowed by EMA guidance ([GH validfor.comy).

« Data Ethics and Trustworthiness. Beyond compliance, data integrity in Al is closely tied to broader notions of trustworthy and ethical Al.
Issues like fairness, bias mitigation, privacy, and cybersecurity all depend on maintaining high-quality data and auditable processes. For
instance, “Findability” and “Interoperability” from the FAIR data principles can be seen as complementary to ALCOA's
Accessible+Consistent attributes (W www.mdpi.com). Ensuring ALCOA+ in ML helps build the foundation for Al systems that can be
explained and audited, addressing Al governance challenges head-on. Many experts argue that data governance must now be seen as
an organizational priority, not an IT afterthought: poor data practices can erode public trust in Al just as manufacturing defects would
erode trust in a drug.

« Technological Enablers. New technologies are emerging to automate ALCOA+ compliance. For example, blockchain and distributed
ledger systems can provide tamper-evident audit trails (ensuring immutability and Enduring storage) (“*! v, mdpi.com). Smart
contracts could, in theory, enforce data lineage rules by automatically rejecting data changes that lack provenance. Similarly, advances in
ML-specific MLOps platforms now offer built-in lineage and versioning (e.g. Git for Data, DataOps pipelines) that make documentary
compliance more seamless. On the horizon are Al tools that may review data integrity automatically (e.g. anomaly detection models that
flag suspicious data inputs in real time). As one industry source notes, embedding governance into Al requires “continuous monitoring

and re-validation triggers” akin to post-market surveillance (1251 intuitionlabs.ai) (LBZJ intuitionlabs.ai).

¢ Cross-Industry Learning. While our focus has been largely on pharm/biotech, the ALCOA+ approach applies to any field using critical Al
— banking, automotive, energy, etc. For example, the LakeFS example of a credit model subpoena ([39} lakefs.i0) in Section 3 shows that
consumer finance regulators are already demanding these recordkeeping standards. Similarly, autonomous vehicles will likely inherit
safety-related data integrity regulations from aerospace/nuclear. Cross-sector dialogue (e.g. via IMDRF, NIST, international standards
bodies) will lead to harmonized best practices.

+ Human Factors and Culture. Data integrity ultimately depends on people and processes as much as technology. Historical analyses of
GxP failures often single out poor culture and training as root causes ([BH pmec.ncbi.nim.nih.gov). In the Al domain, technical fixes alone
are insufficient: organizations must cultivate a culture where data quality is valued. This includes management accountability (data
integrity is a leadership issue, not just a technical task ([GZW www.linkedin.com)), as well as empowering data stewards to enforce
standards. Given that only ~28% of life-science employees currently feel prepared to handle Al responsibly ([63] blogs.atlas-

compliance.ali), there is a clear need for education and governance frameworks.

« Future Research and Standards. Finally, from an academic and standards perspective, much work remains to tailor integrity principles
to Al. ALCOA+ is a guide, but specific metrics and tools for measuring things like “completeness” or “consistency” in ML-driven data must
be refined. Ongoing research is examining how to quantify data pedigree or certify model transparency (for instance, recent papers on Al
audit trails and provenance ([64] www.deepchecks.com) ([ll] www.mdpi.com)). New certifications or conformity assessment programs
(similar to CE marking for medical devices) may emerge for Al in regulated settings, wherein ALCOA+ compliance would be a criterion.
The community should share case studies and validation examples widely, building a knowledge base akin to the GxP “data integrity
warning letters” that currently circulate among pharma professionals.
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Ultimately, the trend is clear: data integrity in Al is no longer optional. As life-sciences consultant Joshi notes, Al
systems should “empower Quality and Compliance professionals to focus on critical insights rather than manual data
mining,” implying that Al tools must be built on rock-solid data foundations (°°! www.linkedin.com). Achieving this requires
hard work (from extensive data cleaning to vigilant documentation) but yields dividends: reliable Al outputs, smoother
audits, and increased confidence from regulators and the public.

Conclusion

The age of Al demands a renewed and rigorous commitment to data integrity. ALCOA+—once a guideline for paper batch
records—now must extend into digital ecosystems that encompass machine learning. This report has shown that each
ALCOA+ attribute can be concretely applied to Al: by logging every user interaction (Attributable), timestamping and
preserving raw inputs (Contemporaneous, Original), validating and reconciling data (Accurate, Complete), and
maintaining immutable archives (Enduring, Available). Failure to do so is not theoretical: as the Microsoft Tay, Google
Photos, and Watson examples demonstrate, lapses lead to real harm.

We provided multiple perspectives: regulatory definitions (°/ pmc.nchi.nim.nih.gov) (“°) vaww.auriacompliance.com),
technological strategies (MLOps, versioning (°7) lakefs.io) (*° blogs.atlas-compliance.ai)), and expert recommendations (*°
intuitionlabs.ai) (°? intuitionlabs.ai). Overall, three themes emerge:

- Baseline Standards Remain Paramount: The classic ALCOA+ principles are still fully relevant. Al does not replace

these core expectations. Indeed, some agencies are already restating them in Al contexts (I°°! intuitionlabs.ai).

« Al-Specific Adaptations: Organizations must interpret these principles for ML workflows. This includes tracking
model versions and dataset snapshots, integrating automated checks, and building comprehensive audit systems. A
structured approach (like the artifact registry + lineage + monitoring architecture) is recommended (“?/ blogs.atlas-

compliance.ai).

« Integration of Effort: Technical measures must be matched with process controls and culture. Training,
documentation, and continuous review are as crucial as any software tool. Companies should view ALCOA+
compliance as an integral part of their Al lifecycle management.

In practical terms, implementing ALCOA+ in ML yields concrete benefits: reproducibility of experiments, defendable
model audits, and (ultimately) better product outcomes. As regulators and the public demand trustworthy Al,
organizations with mature data-integrity practices will have a competitive advantage. Conversely, those who neglect it risk
not only compliance violations, but also damage to their Al investments and reputations.

Looking ahead, the landscape will only grow more demanding. New laws (EU Al Act, Al in medical devices) and guidance
(FDA's evolving Al frameworks) all emphasize “explainable, audited, verifiable” Al — in other words, Al that meets the spirit
of ALCOA+ even if it doesn’t say so by name. The industry must therefore keep pushing the envelope: developing better
data observability tools, refining standards for Al data governance, and perhaps sharing anonymized integrity data as part
of regulatory submissions.

In conclusion, data integrity and Al are inseparable in modern practice. By rigorously applying ALCOA+ principles to
every stage of machine learning, organizations can ensure that their Al systems remain ethical, effective, and compliant.
The evidence and expert guidance reviewed throughout this report make one thing clear: the age of Al is also the age of

data accountability, and ALCOA+ provides a vital foundation for that accountability (! validfor.com) (?*) intuitionlabs.ai).

References: Credible sources cited in the text, including regulatory guidance and peer-reviewed publications, back up all
claims (! pmc.ncbi.nim.nih.gov) (8 www.sciencedirect.com) (B validfor.com) (8 www.auriacompliance.com) ((°!
www.mdpi.com) (3% www.deepchecks.com) (3! www.deepchecks.com) () www.statnews.com) (! blogs.atlas-compliance.ai) (2!

intuitionlabs.ai) (°? intuitionlabs.ai) (M www.mdpi.com). (See inline citations for direct links to each source.)
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US market
in custom Al software development and pharma implementations with proven results across public biotech and
pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and ERP
systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al infrastructure
for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion, automated
document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field force
applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and automated
customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom data
visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and implementation
guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no representations
or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or availability of the information
contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives be liable
for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or damage whatsoever arising
from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated content may
contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of their
respective owners. All company, product, and service names used in this document are for identification purposes only. Use of these
names, logos, trademarks, and brands does not imply endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and biotech
companies. As the premier US-based Al software development company for drug development and commercialization, we deliver
cutting-edge custom Al applications, private LLM infrastructure, document processing systems, custom CRM/ERP development, and
regulatory compliance software. Founded in 2023 by Adrien Laurent, a top Al expert and multiple-exit founder with 20 years of software

development experience and patent holder, based in the San Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your business needs, please consult
with appropriate qualified professionals.

© 2025 IntuitionLabs.ai. All rights reserved.
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