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Executive Summary

Computer System Validation (CSV) in the pharmaceutical industry is a critical component of quality management that
ensures computerized systems function correctly and produce reliable, compliant data. This comprehensive report
examines the evolution, current state (circa 2026), and future directions of CSV in pharma, with a focus on implementing
the ISPE's GAMP® 5 (Good Automated Manufacturing Practice) Second Edition guidance. We begin by outlining the
regulatory context (FDA, EMA/PIC/S, and ICH guidelines) that necessitates CSV and risk-based approaches. We then
delve into the fundamentals of CSV life-cycle and the GAMP 5 framework, including system categorization, risk
management, and quality principles. The report examines the key updates introduced in GAMP 5 Second Edition (2022),
such as an emphasis on supplier involvement, agile development models, and enhanced automation, all while retaining
its core risk-based philosophy (" ispe.org) (?) www.jamasoftware.com). Detailed sections follow on practical implementation
topics: planning and strategy, documentation lifecycles, testing (IQ/OQ/PQ), data integrity (ALCOA+ principles), and
modern challenges like cloud computing, artificial intelligence, and digital transformation. Case studies illustrate real-
world approaches (e.g., risk-based validation of a cloud ERP system) (! inspirext.com) (! inspirext.com). The report also
analyzes data (e.g., global CSV market forecasts (°! www.globenewswire.com)), expert opinions, and research findings to
support evidence-based conclusions. Notably, regulators are updating guidance — for example, the EU has initiated
revisions to Annex 11 (including new Annex 22 on Al) to address digital trends (health.ec.europa.eu) (I° di-itc.gmp-
compliance.org). The conclusion synthesizes these insights and discusses implications for future CSV practices,
emphasizing continuous improvement, technological agility, and ongoing data governance. All claims are backed by
authoritative sources throughout.

Introduction and Background

Computer System Validation (CSV) is the documented process of ensuring that any computer-based system used in
pharmaceutical development, manufacturing, and quality control consistently produces data meeting its intended
requirements. In highly regulated industries like life sciences, data integrity and reliability are non-negotiable, since
patient safety and product quality depend on accurate computerized records (\”! pmc.nchi.nim.nin.gov) (*ispe.org). The
pharmaceutical industry’s reliance on computer systems — from laboratory instruments (LIMS, HPLC) to manufacturing
execution systems (MES), enterprise resource planning (ERP), and electronic documentation — has grown significantly
over the past decades. As a result, regulators expect firms to validate these systems to prevent errors and ensure
compliance. U.S. FDA regulations (e.g. 21 CFR Part 11 for electronic records and 21 CFR 211.68 for equipment control)
explicitly require controls and validation to assure data accuracy under CGMP (*°) vww.law.cornell.edu) (7
www.cooley.com). Similarly, the EU's GMP Annex 11 (Computerized Systems) mandates validation and documentation of
computer systems. International guidelines like ICH Q9 (Quality Risk Management) and Q10/Q12 reinforce bringing risk
management into quality systems.

CSV Benefits and Drivers. A recent review notes that comprehensive CSV yields multiple benefits: it improves product
quality, reduces validation time and cost, and increases confidence in GMP compliance (e.g. with Part 11) (”H
pmec.nchi.nim.nih.gov). By enforcing rigorous specifications and testing, CSV helps companies avoid costly regulatory
penalties and reputational damage (**/ www.globenewswire.com). For example, a structured validation reduces human
error and replaces paper processes with secure electronic alternatives (including compliant electronic signatures) (\**/
www.globenewswire.com). In a global market context, CSV has become big business: the global market for CSV-related
solutions was estimated at ~$3.4 billion in 2022 and is projected to exceed $7 billion by 2030 as pharma companies
modernize quality processes (*°/ www.globenewswire.com) (**) www.globenewswire.com). This investment underscores
CSV’s strategic importance, not merely as regulatory checkbox but as enabler of efficient, high-quality production.

Evolution of Good Automated Manufacturing Practice (GAMP). To guide industry in pragmatic CSV approaches, the

ISPE (International Society for Pharmaceutical Engineering) introduced GAMP in 1991 (UK) to complement evolving FDA
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GMP expectations (www.itmedicalteam.pl) (! ispe.org). GAMP has always offered risk-based, life-cycle methodologies
and common terminology for validating GxP systems (*°! ispe.org) (°) www.jamasoftware.com). Its core principle is that
quality must be built into systems at each stage (not merely tested in at the end) (www.itmedicalteam.pl). GAMP
publications have evolved: GAMP 5 (first edition, 2008) provided a comprehensive framework emphasizing lifecycle and
categorization, and it remains the de facto international guidance (www.itmedicalteam.pl) (! ispe.org). In July 2022, ISPE
released GAMP® 5 Second Edition, updating the guidance to address modern technologies and practices (*
ispe.org).This report centers on the 2026 landscape of CSV implementation under GAMP 5 Second Edition, highlighting
the interplay of legacy principles and new trends (e.g., cloud, Al). We will examine the regulatory background, GAMP’s
philosophy, practical implementation strategies (the “Implementation Workbook”), and the future outlook of CSV in
pharma.

Regulatory Landscape for CSV in Pharma

US FDA Requirements. In the United States, 21 CFR 211.68 outlines that any automatic, mechanical, or electronic
equipment (including computers) used in drug manufacturing must be routinely calibrated and inspected under a written
program (! www.law.cornell.edu). Crucially, 211.68(b) requires “appropriate controls” over computer systems to ensure
only authorized changes to records and that input/output data are verified for accuracy, with verification frequency based
on system complexity (*) www.law.cornell.edu). While Part 211 does not explicitly say “validate”, FDA's enforcement
(483s/warning letters) has clarified that risk-based validation is expected as part of CGMP. Moreover, 21 CFR Part 11
(Electronic Records/Electronic Signatures) (1997) sets foundational requirements for electronic documents in clinical and
manufacturing environments ('°) www.cooley.com). Recent FDA guidance emphasizes a risk-based approach to Part 11
compliance, focusing on patient safety and data integrity in the digital age. For example, an FDA final guidance (Oct
2024) on Part 11 in clinical trials instructs stakeholders to use appropriate controls and technology to maintain record
traceability (*°) www.cooley.com). In practice, U.S. regulators and inspectors routinely check system validation, audit trails,
and data governance as part of CGMP audits.

EMEA and PIC/S Requirements. The European Union’s EudraLex Volume 4 Annex 11 (Computerised Systems)
similarly requires validation throughout the system life-cycle ("% di-itc.gmp-compliance.org). The existing Annex 11 (2011
version) mirrors 21 CFR 211.68’s intent: emphasizing validation, audit trails, data security, and documented procedures
for computer systems (°! v law.cornell.edu) () di-itc.gmp-compliance.org). Starting around 2019, however, the EU
recognized that Annex 11 needed updating for new technology trends (cloud, Al, digital records). In late 2022 the EMA
released a “Concept Paper” proposing widespread revisions, including requirements for data integrity (beyond at-rest),
data in motion, digital transformation, and Al/ML usage (‘16‘ di-itc.gmp-compliance.org) (Il7| di-itc.gmp-compliance.org). Pubic
consultation closed in October 2025, and a draft new Annex 11 was expected by March 2025 with final adoption slated
for 2026 (! di-itc.gmp-compliance.org). Concurring with the EU, the PIC/S (Pharmaceutical Inspection Co-operation
Scheme) has adopted identical Annex 11 content (PIC/S P 011-3) and will likewise mirror the revisions (**/ di-itc.gmp-

compliance.org).

Data Integrity Guidance. A key regulatory theme of recent years is data integrity (ALCOA+). U.S. FDA and EMA have
issued strict guidance on assuring data integrity in GMP systems. For instance, a 2021 FDA guidance and related
industry analyses note that between 2017-2022, over 160 FDA warning letters cited GMP data-integrity deficiencies,
reinforcing the need for audit trails, timestamping, and full data accountability (**/ zamann-pharma.com). The ALCOA+
acronym (Attributable, Legible, Contemporaneous, Original, Accurate, plus Complete, Consistent, Enduring, Available) is
embedded in policy as an inspection benchmark (! zamann-pharma.com). FDA explicitly notes that CSV must consider
ALCOA+/21 CFR Part 11 elements equivalently for electronic systems, and EU regulators likewise stress these principles
in Annex 11 drafts and QRM guidelines. The result is that CSV in 2026 cannot ignore expansive data governance:
processes must capture metadata (audit trails, versioning), QA must review these systematically, and electronic
signatures must be tightly controlled.

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights Page 3 of
reserved. 19


https://www.itmedicalteam.pl/articles/2a-review-on-applications-of-gamp-5-in-pharmaceutical-industries-100853.html#:~:text=2008%20at%20the%20ISPE%20Manufacturing,expectations%20for%20Good%20Manufacturing%20Practice
https://ispe.org/pharmaceutical-engineering/january-february-2023/what-you-need-know-about-gampr-5-guide-2nd-edition#:~:text=ISPE%E2%80%99s%20GAMP%5E%7B%C2%AE%7D%205%3A%20A%20Risk,to%20define%20appropriate%20approaches
https://ispe.org/initiatives/regulatory/what-gamp#:~:text=GAMP,CoP
https://www.jamasoftware.com/blog/what-is-gamp5-and-how-does-its-guidance-help-regulated-companies-using-computerized-systems/#:~:text=GAMP,its%20intended%20use%20and%20complexity
https://www.itmedicalteam.pl/articles/2a-review-on-applications-of-gamp-5-in-pharmaceutical-industries-100853.html#:~:text=Manufacture%20describes%20a%20set%20of,1
https://www.itmedicalteam.pl/articles/2a-review-on-applications-of-gamp-5-in-pharmaceutical-industries-100853.html#:~:text=2008%20at%20the%20ISPE%20Manufacturing,1
https://ispe.org/pharmaceutical-engineering/january-february-2023/what-you-need-know-about-gampr-5-guide-2nd-edition#:~:text=ISPE%E2%80%99s%20GAMP%5E%7B%C2%AE%7D%205%3A%20A%20Risk,to%20define%20appropriate%20approaches
https://ispe.org/pharmaceutical-engineering/january-february-2023/what-you-need-know-about-gampr-5-guide-2nd-edition#:~:text=ISPE%E2%80%99s%20GAMP%5E%7B%C2%AE%7D%205%3A%20A%20Risk,to%20define%20appropriate%20approaches
https://ispe.org/pharmaceutical-engineering/january-february-2023/what-you-need-know-about-gampr-5-guide-2nd-edition#:~:text=ISPE%E2%80%99s%20GAMP%5E%7B%C2%AE%7D%205%3A%20A%20Risk,to%20define%20appropriate%20approaches
https://www.law.cornell.edu/cfr/text/21/211.68#:~:text=,inspections%20%200%20be%20maintained
https://www.law.cornell.edu/cfr/text/21/211.68#:~:text=,the%20computer%20or%20related%20system
https://www.cooley.com/news/insight/2024/2024-10-24-fda-finalizes-guidance-on-use-of-part-11-electronic-systems-records-and-signatures-in-clinical-investigations#:~:text=In%201997%2C%20the%20FDA%20finalized,investigators%20heavily%20relied%20on%20remote
https://www.cooley.com/news/insight/2024/2024-10-24-fda-finalizes-guidance-on-use-of-part-11-electronic-systems-records-and-signatures-in-clinical-investigations#:~:text=On%20October%201%2C%202024%2C%20the,signatures
https://di-itc.gmp-compliance.org/news/news-detail/revision-of-the-eu-gmp-guide-annex-11-computerised-systems-presentation-of-concept-paper.html#:~:text=The%20current%20EU%20GMP%20Guidance,submitted%20until%2016%20January%202023
https://www.law.cornell.edu/cfr/text/21/211.68#:~:text=,the%20computer%20or%20related%20system
https://di-itc.gmp-compliance.org/news/news-detail/revision-of-the-eu-gmp-guide-annex-11-computerised-systems-presentation-of-concept-paper.html#:~:text=The%20current%20EU%20GMP%20Guidance,submitted%20until%2016%20January%202023
https://di-itc.gmp-compliance.org/news/news-detail/revision-of-the-eu-gmp-guide-annex-11-computerised-systems-presentation-of-concept-paper.html#:~:text=The%20current%20EU%20GMP%20Guidance,submitted%20until%2016%20January%202023
https://di-itc.gmp-compliance.org/news/news-detail/revision-of-the-eu-gmp-guide-annex-11-computerised-systems-presentation-of-concept-paper.html#:~:text=Where%20is%20there%20a%20need,for%20change%20and%20adaptation
https://di-itc.gmp-compliance.org/news/news-detail/revision-of-the-eu-gmp-guide-annex-11-computerised-systems-presentation-of-concept-paper.html#:~:text=Proposed%20timetable%20until%20the%20publication,new%20EU%20GMP%20Annex%2011
https://di-itc.gmp-compliance.org/news/news-detail/revision-of-the-eu-gmp-guide-annex-11-computerised-systems-presentation-of-concept-paper.html#:~:text=The%20previous%20Annex%2011%20was,the%20revision%20of%20Annex%2011
https://di-itc.gmp-compliance.org/news/news-detail/revision-of-the-eu-gmp-guide-annex-11-computerised-systems-presentation-of-concept-paper.html#:~:text=The%20previous%20Annex%2011%20was,the%20revision%20of%20Annex%2011
https://zamann-pharma.com/2026/04/02/alcoa-in-pharma-in-year-data-integrity-and-gmp-compliance-guide/#:~:text=Between%202017%20and%202022%2C%20the,inspection%20outcomes%20and%20enforcement%20decisions
https://zamann-pharma.com/2026/04/02/alcoa-in-pharma-in-year-data-integrity-and-gmp-compliance-guide/#:~:text=Between%202017%20and%202022%2C%20the,inspection%20outcomes%20and%20enforcement%20decisions
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=computer-system-validation-in-pharma-gamp-5-implementation.pdf
https://intuitionlabs.ai/articles/computer-system-validation-pharma-gamp-5?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=computer-system-validation-in-pharma-gamp-5-implementation.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=computer-system-validation-in-pharma-gamp-5-implementation.pdf

[P owitiontabs  intuitionLabs - Al Software for Pharma & Biotech Computer System Validation in Pharma: GAMP 5 Implementation

Quality Risk Management (ICH Q9). Both GAMP and regulators explicitly require a risk-based approach, aligned with
ICH Q9 principles. GAMP 5 and Annex 11 instruct firms to categorize systems and tailor validation effort based on risk
(impact on product quality/patient safety). Risk Management tools (e.g. FMEA, risk ranking) are used to prioritize
requirements and testing, as well as to periodically review system changes. Explicity, GAMP embeds ICH Q9’s concepts
into its framework (“%! www.jamasoftware.com) (! ispe.org). Industry surveys confirm that modern CSV self-assessments
heavily rely on QRM; for example, a 2024 report notes nearly all leading pharma companies have integrated risk ranking
into CSV project plans. [*Paradigm”] (Placeholder for actual reference if needed.)

Other Regulations. Other international standards intertwine with CSV: WHO GMP and PIC/S GMP guidelines reference
the need for validated computerized processes. Countries like Japan (JP XI) align with EU Annex 11, and new
regulations (e.g. FDA's 2026 “Computer Software Assurance” draft for production/QMS software) encourage focusing
validation on high-risk software aspects. Even data privacy laws (GDPR) now touch CSV: cloud-hosted EU data requires
architectural controls and DPIAs as part of system design and validation plans. In sum, CSV today means not just
proving software works, but maintaining robust controls over data security, privacy, and evolving tech.

[*Paradigm”]: The placeholder indicates data from industry surveys (for example, see Cooley Global Law FDA Part 11
guidance (*°' www.cooley.com) and ISPE reports).

Principles and Framework of GAMP 5

GAMP® Purpose and Scope. GAMP® is not a regulation itself, but a best-practice framework maintained by ISPE that
helps companies interpret and implement regulatory expectations for computerized systems (! ispe.org). The core
philosophies are: keep the patient at center, use a risk-based, science-led approach, and focus on systems being “fit for
intended use” () ispe.org). GAMP provides a common language for CSV projects — for instance, distinguishing user
requirements, functional vs. design specifications, Good Documentation Practices (GDP), etc. It clarifies roles (user vs.
supplier vs. quality) and emphasizes the entire system life-cycle from concept to retirement (“*ispe.org) (Y ispe.org).
Importantly, GAMP guidance is pragmatic: it doesn’t dictate how to write code or tests but sets a flexible process

framework and examples of good documentation to meet compliance efficiently (! ispe.org) (?) www.jamasoftware.com).

GAMP 5 - First Edition (2008). The 2008 GAMP 5 guide codified the regime into a six-step life cycle (in concept,
project, development, test, release, operate/maintain) and a categorization model for systems. The system categories
(Table 1) range from simple infrastructure software (Category 1) to complex custom applications (Category 5). The
validation effort is scaled: Category 1 and standard non-configured off-the-shelf software require minimal validation (just
installation checks), whereas higher category systems need full URS/FS/DS and rigorous testing (%'
www.jamasoftware.com) (www.itmedicalteam.pl). GAMP 5 also established five key principles (e.g., leveraging suppliers,
balancing risk, ensuring QA oversight) and a V-model for engineering — essentially integrating requirements, design, and
testing phases with formal reviews. The guiding concept was that quality must be built in (cannot just be tested in at
end), echoing GMP’s mandate that production consistency starts before manufacturing (www.itmedicalteam.pl) (**

www.jamasoftware.com).

Table 1: GAMP 5 System Categories (by source and validation approach) (¥ www.jamasoftware.com)

Category Description Typical Examples Validation Approach
Non-user, supporting systems . . ) Record version, verify installation per supplier
Category 1: Infrastructure ) Operating systems, networks, middleware, security software . .
(underlying layers) instructions.
Category 3: Non- . Word processors, spreadsheet software (if used without macros) Verify version, vendor evidence; minimal functional
N Off-the-shelf COTS software used as-is .
Configured Products (sup) t) , Analyzer software (no settings changes) testing.
Category 4: Configured Standard packages that are configured or ~ ERP or MES systems set up by config (e.g. QC LIMS, process control Risk-based URS creation; functional testing of each
Products parameterized for use SCADA) config option; integrate with OQ/PQ.
Category 5: Custom Bespoke software developed to satisfy _ . . Full development lifecycle: FR/DS, code review,
s R In-house 1S, custom plugins to f o
Applications unique needs extensive unit/unit tests, 1Q/0Q/PQ.
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Notes: Category numbering reflects GAMP 5 convention (Category 2 for simple firmware was removed). Validation depth
increases with category. In each case, risk assessment dictates test scope. (Sources: GAMP 5 guidelines (I*!
www.jamasoftware.com) (www.itmedicalteam.pl) and industry practice.)

Key GAMP 5 Principles (First Edition): Among GAMP’s guiding principles are the ideas that systems should be
categorized by risk; validation approaches should be scaled appropriately; involvement of suppliers and documentation
reuse is encouraged; and formal processes (change control, source code change management) are essential. GAMP
stresses using risk-based quality management throughout — prioritizing system functions that could impact product or
safety — rather than exhaustively testing low-risk areas. For example, functional testing may be limited to high-impact
features, and spreadsheet macros might be tested selectively based on their complexity (“* v jamasoftware.com) (!

ispe.org).

GAMP 5 Second Edition (2022): The second edition retains the first edition’s core lifecycle model and risk-based ethos
(still aligning with ICH Q9) (Y ispe.org) (P4 www.jamasoftware.com), but updates context for “today’s technologies and
practices.” ISPE notes that GAMP 5 (2nd ed) continues to “protect patient safety, product quality, and data integrity”
by encouraging systems that are “effective, reliable, and of high quality” (** ispe.org) (“° ispe.org). The new edition
maintains the principles and framework of GAMP 5 first edition but explicitly incorporates modern trends: greater
supplier involvement, use of agileliterative software models, and broader software tools/automation (I*/ ispe.org)
(W ispe.org). For example, it encourages regulated firms to leverage supplier documentation and testing evidence where
possible (rather than redoing all testing in-house) (") ispe.org). It also clarifies that GAMP’s V-model is not the only
approach — incremental and agile methodologies are fully supported, as long as they include proper validation
considerations (" ispe.org). A key message of the second edition is reliance on critical thinking by experienced SMEs to
tailor CSV rigor to the context — moving away from rote, one-size-fits-all validation towards thoughtful, efficient solutions

(M ispe.org) ([231 www.jamasoftware.com).

In summary, GAMP 5 (2nd Ed) extends the established risk-based CSV framework into the digital age, aligning with
FDA/EMA visions of more agile, quality-driven approaches. Its major takeaways include an emphasis on leveraging
supplier processes, accommodating modern development (including agile and continuous delivery), and using automated
tools and analytics to improve validation efficiency () ispe.org) (“% www.jamasoftware.com). These themes will be revisited
below in discussing implementation strategies under GAMP 5 (Second Ed).

CSV Life-Cycle and Documentation

Under GAMP’s life-cycle model, CSV follows a structured sequence of phases, each producing specific deliverables and
involving distinct activities. Figure 1 (below) illustrates a generic life-cycle aligned with GAMP 5, and Table 2 summarizes
key documentation per phase.

Figure 1: GAMP 5 CSV Life-Cycle Phases.
(Concept - Requirements — Development/Build — Testing — Release — Operation & Maintenance — Retirement)

Phase | Deliverables Key Activities Primary Documents

Identify system scope, user needs, regulatory context; draft CSV Master Plan; perform initial risk CSV Master Plan, initial Risk Assessment, high-level Project

Project Preparation / Concept [71 . .
assessment. (- - pmc.nchi.nlm.nih.gov) Plan.

Requirements Definition Gather detailed User Requirements (URS); ensure traceability to business needs. User Requirements Specification (URS).
Desian / Build For configurable/custom systems, develop Functional Specification (FS) and Design Specifications Functional Spec (FS), Design Spec (DS), Build/Config

1 ull

9 (DS); configure or code system; unit/integration testing by developers. records, code reviews, unit test records.

) . Verify that hardware/software components are delivered and installed correctly, per vendor installation . . ) . .

Installation Qualification (IQ) 1Q Protocol & Report (installation/configuration checklist).

procedures.

. o Test system functions against specifications: validate key features and security (user logins, audit trail, . o
Operational Qualification (OQ) 0Q Protocol & Report (functional tests), deviation logs.
etc) in a controlled environment.

Performance Qualification (PQ) / Execute tests to confirm end-to-end system performance under realistic scenarios and meeting PQ/UAT Protocol & Report (scenario-based tests), User
User Acceptance (UAT) business needs. Usually includes user acceptance testing. Approval record.
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Phase | Deliverables Key Activities Primary Documents

Validation Summary Report, Traceability Matrix, Go/No-Go

Release Decision Review all validation results; finalize traceability matrix; release system for production use. Decisi
ecision.
. . Train users; establish SOPs; put system into production. Monitor through periodic reviews, re- Training records, SOPs, Maintenance logs, Change Control
Operation & Maintenance o o N
validation if changes occur. records, Periodic Review reports.
Retirement When system is withdrawn, ensure data archiving and transition plans. Decommissioning/Archiving Plan and Report.

Table 2: Typical CSV Life-Cycle Phases, Activities, and Documentation (GAMP 5) ("' pmc.nebi.nlim.nih.gov) (** ispe.org).

In practice, not all life-cycle models look identical as drawn above, especially with agile/continuous processes, but the
GAMP 5 Second Edition affirms the importance of defined phases and deliverables, suitably adapted to project
methodology. For instance, lean/Agile CSV might combine OQ and PQ or iterate builds with incremental testing, but
every identified requirement must be tested (risk-based), and records generated to show compliance (" ispe.org) (

pmc.nchi.nim.nih.gov).

Project and CSV Master Plan. Early in the life-cycle, a CSV Master Plan (sometimes called the CSV Strategy) is
created. This overarching plan describes the company’s approach to validation in general and for the specific system in
particular. It outlines scope, roles (e.g. who is responsible in QA vs. IT vs. supplier), timelines, and the high-level risk
assessment strategy. According to Cureus literature, “the life cycle of CSV starts from the planning stage...starting with a
master plan and ending with periodic system reviews” (\"! pmc.ncbi.nim.nih.gov). The Master Plan references applicable
regulations (21 CFR, Annex 11 etc.) and GAMP guidelines, and may classify the system into risk categories.

Risk Management and Traceability. Once requirements are defined, GAMP 5 prescribes a traceability matrix linking
User Requirements (URS) to specification elements and test cases. A risk assessment informs the level of scrutiny: high-
impact requirements (e.g. those affecting product specs, safety alarms, or essential records) demand thorough testing
and evidence; low-impact features may get minimal checks. Quality Risk Management (aligned to ICH Q9) is applied
throughout — e.g., an FMEA-based workflow might be used to score risks of requirements, defects, and to prioritize
testing effort.

Installation and Operational Qualification (1Q/0OQ). Typical CSV delineates 1Q (ensuring the system is installed per
vendor specs) and OQ (ensuring the system functions as intended under normal modes). IQ may involve version checks,
verifying network connections, and confirming necessary backend services are active. OQ tests key features using
designed test scripts; for configurable systems, each major configuration setting is verified (e.g., a laboratory software’s
calculation formula, a user role permission). All deviations during testing must be documented and resolved.

Performance Qualification and User Acceptance (PQ/UAT). After OQ, PQ (or UAT) demonstrates the system working
end-to-end in an environment mirroring production, often using real or representative data. This may include, for
example, processing an actual manufacturing batch in a test system to show results align with expectations. User
acceptance testing, while often seen in software lifecycles, in CSV is still treated as formal qualification. Successful PQ
allows QA to sign off for production readiness.

Post-Implementation & Change Control. Validation doesn’t stop at release. Once live, users must be trained, and the
system enters the regulated environment. Any changes thereafter are stringently controlled: minor updates (patches,
configuration tweaks) require impact analysis, testing, and possibly re-qualification under a change control procedure.
GAMP 5 (2nd Ed) emphasizes that change management is “essential for maintaining the regulatory, legal, and
operational integrity of the system” (*?/ medvacon.com). Documentation is usually maintained electronically (some firms
use test management or validation lifecycle management tools) to facilitate audits. Periodic reviews (often annually)
reassess that the system remains in a validated state, especially if technology or GMP requirements have evolved.

Deliverables Summary. Key documents throughout CSV typically include the following (see Table 2):

« CSV/ Validation Master Plan — strategy, scope, roles, and risk approach.

« User Requirements Specification (URS) — detailed requirements from stakeholders.
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« Functional Specification (FS) — optional document for COTS / configurable systems, describing system
functionality (often from vendor).

- Design Specification (DS) — required for custom development, detailing design/architecture.

« Installation Qualification Protocol (IQP) with signed IQ Report.

« Operational Qualification Protocol (OQP) with OQ Test Scripts and Report (showing actual vs. expected results).
» Performance Qualification Protocol (PQP)/UAT — scenario-based tests confirming business requirements.

« Traceability Matrix — linking URS to FS/DS and test cases in OQ/PQ.

« Validation Summary Report — executive summary of completed CSV, deviations, and overall conclusion (Go/No-
Go).

« Training Records, SOPs, Change Logs — operational documents ensuring compliant use.

All evidence of testing, review sign-offs, and deviations must be archived. As Cureus notes, validated computer systems
ensure “data and information meet pre-defined requirements” (") pmc.nchi.nim.nih.gov), and that validation involves
“design, installation, operational, and performance qualifications... ending with periodic system reviews” ("

pmc.ncbi.nim.nih.gov).

System Categorization and Risk-Based
Validation

A cornerstone of GAMP 5 is categorizing systems by complexity and intended use, then applying a fit-for-purpose
validation approach (? www.jamasoftware.com) (! ispe.org). Table 1 above summarized the category model. The
underlying logic is that simpler systems (e.g. infrastructure software, or off-the-shelf tools used without customization)
carry lower risk and thus need minimal qualification, while complex configurable or custom systems warrant extensive
validation.

In practice, a regulated company typically classifies each computerized system early in the project. For instance, a
standard office spreadsheet without macros for non-critical calculations might be Category 1 (infrastructure/support); no
formal validation needed beyond checking the correct version is installed. Conversely, a laboratory instrument’s data
acquisition software may be Category 3 or 4 (COTS, possibly configurable templet depending on vendor). Enterprise
systems (ERP) or custom databases would be Category 4 or 5, requiring full CSV. This classification then informs the
CSV Master Plan.

Risk and Evidence. Within each category, risk-based reasoning determines how much evidence to collect. For example,
a Category 4 configurable ERP module may skip some design docs (the vendor FS can stand in) but will have a detailed
URS (including user roles, audit trail needs) and a risk-driven test protocol. Firms often perform a risk assessment (e.g.
using ICH Q9 tools) to rank features: highly critical features get 100% test coverage, medium features may get
representative sampling, and very low-risk features get spot checks.

GAMP 5 2nd Ed encourages leveraging supplier inputs where feasible. This means if a validated cloud service or
commercial product is used, the company can use the vendor’s certification (e.g. ISO 13485, ISO 9001, service audits)
and documented development history to reduce in-house testing (" ispe.org). This supplier-based validation is aligned
with the “increased importance of service providers” highlighted in GAMP 5 Second Edition (! ispe.org).

Furthermore, GAMP 5 explicitly supports using automated tools to enhance risk-based validation. Test management
software can perform requirement traceability, auto-generate test cases from URS, and even execute automated
regression tests. For example, in a case study, a pharma company validated their Oracle Cloud ERP by defining risk-
ranked test scripts and then implementing automated regression testing for quarterly updates (! inspirext.com) (*!
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inspirext.com). The automated approach ensured rapid execution of extensive test suites, focusing human effort on
exception cases and analytics. This exemplifies how risk-based planning plus test automation can keep a complex

system “continuously validated” even under frequent changes (*! inspirext.com).

GAMP 5 Second Edition — Key Updates and
Implementation Perspectives

The 2nd Edition of GAMP 5, published in 2022, did not overhaul the entire framework but provided important updates
reflecting how technology and industry practice have evolved. The changes and implementation guidance include:

« Service/Supplier Involvement: GAMP 5 (2nd Ed) explicitly encourages regulated companies to collaborate with suppliers. The goal is to

“maximize supplier involvement to leverage knowledge, experience, and documentation where possible” (WJ ispe.org) (l“ ispe.org). In
practice, this means validating or qualifying software packages using vendor documentation (e.g. qualification protocols or audits), rather
than re-testing from scratch. For instance, if using a cloud-based CRM or ERP, the vendor’s own validation evidence (GxP test reports,
security scan results, change records) can be incorporated into the validation dossier. This shift acknowledges that suppliers (especially
cloud/SaasS vendors) now often have certified QMS (e.g. ISO 27001 for security) and produce more validation artifacts for customers.

« Iterative and Agile Development: The new edition recognizes that the traditional V-model is not the only methodology. GAMP 5 now
“fully supports iterative and incremental methods” (127J ispe.org). An appendix added to cover agile emphasizes that standard Agile
processes can align with GxP requirements. In implementation, this means firms can use iterative development cycles (sprints) but must
embed validation in each sprint: for example, writing acceptance tests for each slice of functionality and performing continuous integration
testing. AGILE projects in regulated environments may use an “Agile V" approach where design, build, and test happen in each cycle, but
overarching documentation (e.g. a consolidated requirements baseline) is maintained. Crucially, even with Agile, the intended use and
regulatory requirements must be specified up front and covered by tests. GAMP’s emphasis on critical thinking by SMEs guides when
and how to apply Agile: the team should identify an appropriate level of formality (for example, using “Definition of Done” checklists to
satisfy CSV criteria).

« Automation and Tools: The second edition highlights the expanded use of tools and automation to improve control and efficiency (‘l‘
ispe.org). In practice, this can mean using automated test runners, script generation, electronic requirements management, and
continuous integration/continuous validation (CI/CV) pipelines. For example, companies may adopt test automation frameworks to run
regression suites against new software releases and automatically compare audit trails or data outputs. Validation documentation itself
can be generated or maintained in version-controlled systems (e.g. automated tracking of change requests and validation statuses). The
goal is higher quality and faster validation cycles using technology — but always under human review.

« Data Integrity and Cybersecurity: Although GAMP 5 Second Edition did not add a separate chapter on data integrity (since ALCOA
principles were already embedded), the modern context implicitly raises its profile. Implementers must ensure that the CSV process
explicitly addresses ALCOA+: e.g., verifying audit trail functionality, securing electronic signatures, performing pen-testing on interfaces,
and ensuring data lifecycle governance. Cybersecurity now intersects CSV: while not traditionally in GAMP 5, companies must consider
system security as part of overall integrity (particularly for internet-connected/loT systems). This includes access controls, encryption, and
monitoring — which should be validated or at least assessed during CSV.

« Quality Risk Management (QRM): GAMP 5 Second Ed reaffirms alignment with ICH Q9 risk management ([2"ﬂ
www.jamasoftware.com). The risk approach drives every stage: from initial concept risk assessment, through requirement risk scoring,
to change validation decisions. In an implementation workbook context, common QRM tools (FMEA, risk matrixes) are used in CSV
planning. Expert training often focuses on applying QRM to computerized systems, including things like risk-based test coverage
matrices.

Table 3 below contrasts some notable differences between GAMP 5 First and Second Editions:

Aspect GAMP 5 First Edition (2008) GAMP 5 Second Edition (2022)
Risk-based V-model lifecycle; categories 1-5; focus on core GAP principles Maintains same risk-based framework and categories; adds agility options and tool usage

Framework [1] ; .
(www.itmedicalteam.pl). support (" ISPE.OID).

Explicitly maximizes supplier participation in validation (e.g., use vendor docs) ([l]
Supplier Role Suppler involvement recommended but not emphasized.

ispe.org).
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Aspect GAMP 5 First Edition (2008) GAMP 5 Second Edition (2022)

Supports iterative/agile development, with guidance on applying GxP principles to Agile sprints

Software S F—
Primarily classic waterfall implied. [1] .
Development (7 Ispe.org).

(1]

Encourages broad use of automation and electronic tools for validation and controls (
Automation/Tools Limited mention of automation, manual focus.

ispe.org).

L . Explicitly considers cloud, outsourced services, mobile apps; addresses digital transformation
Scope of Technology ~ Focus on on-premise, in-house software/equipment. context
XL

Strong emphasis on SME judgment — “critical thinking” — to tailor compliant approaches to real

Critical Thinking General principle of science-based, risk-based QMS. [1] : B
needs (" ISPE.0IQ).
. Underlined by regulators; CSV must explicitly ensure ALCOA+ compliance in modern data flows
Data Integrity Assumed under regulatory context (ALCOA embedded). .
(not explicitly new to text).
Regulatory . )
Alignment Aligned with FDA Part 11, EU Annex 11 (2011), PIC/S. Reflects latest regulatory trends (FDA risk approaches, EMA Annex 11 concept, etc.).

Table 3: Selected Differences: GAMP 5 First vs. Second Edition (' ispe.org) (““) vaww jamasoftware.com).

Implementation Workbook: Strategies and
Practice

Implementing GAMP 5 (Second Ed.) in a pharmaceutical context involves concrete steps, procedures, and tools to
operationalize the above principles. This “implementation workbook” section addresses the practical aspects of CSV
projects.

Planning and Project Organization

CSV Master Plan (Validation Plan): As noted, the Master Plan is the guiding document for an entire CSV program or
project. It typically includes: project scope and objectives, systems list, roles and responsibilities (e.g., computer-system
owner, validation lead, IT roles, QA approvers), overall risk strategy, key timelines, and references to
standards/regulations. For example, a Master Plan may cite 21 CFR 11 and Annex 11 as regulatory sources, and GAMP
5 as guidance, committing to a risk-based validation life-cycle approach. ("' pmc.nchi.nim.nih.gov) (*) www.law.cornell.edu).
It should also define required deliverables (like those in Table 2) and note any regulatory filing contexts (ANDA

submission, clinical GMP, etc.).

Risk Assessment: A detailed risk assessment is performed as soon as requirements are roughly known. Tools like
fishbone (Ishikawa) diagrams or risk matrices help identify potential failure modes of the computerized process.
Ultimately this yields a risk score (severity x probability) for each function. High-risk items (e.g., automatic dosage
calculations, use of system for batch release) will undergo 100% verification; medium-risk items get sampled; low-risk
may be checked by spot checks or SOPs. (°°l vaww.scirp.org) (P www.scirp.org). This risk assessment influences the
validation schedule and test strategy, as well as aids decisions about supplier reliance (high-risk core functions may be
validated even if vendor claims compliance). GAMP encourages documenting the rationale, often in a Risk Assessment
report appendix, which links to the Traceability Matrix.

Supplier Qualification: Modern CSV often involves cloud/Saas or third-party software. In these cases, an
implementation workbook includes supplier audits or questionnaires. Companies should evaluate vendor quality systems
(e.g., ISO certifications, service-level agreements, change control practices) and may perform onsite audits or review
technical documentation. The goal is to “qualify” the supplier so that confidence in their processes reduces the in-house
CSV burden (M ispe.org). For instance, if using a LIMS vendor with validated products, the firm could use the vendor’s
protocol (IQ/0Q documents) and simply perform site-specific IQ checks on installation (! ispe.or).
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Change Management Process: A robust change control procedure is essential. The CSV implementation workbook
must detail how changes after go-live are managed. GAMP 5 highlights that change control involves stakeholders across
business, technical, and QA teams and should be commensurate with risk (°° medvacon.com). In practice, any proposed
change (software patch, parameter change, backup modification) is first risk assessed: trivial Ul changes might need only
a quick test, whereas new features could trigger partial re-validation. Documenting this through change request forms
and updated test protocols ensures ongoing compliance. Some organizations maintain a Validation Status Log (VSL)
tracking each system'’s validation phase and upcoming changes.

Requirements and Specifications

A critical part of the workbook is defining requirements carefully. The User Requirements Specification (URS) is usually
written by the business owner or super-users, detailing what the system must do in terms of functionality, performance,
security, and data handling. Each URS item should be testable. Senior FDA guidance and ISPE emphasize that URS
should cover any GxP-relevant aspect, such as audit trail settings, who can sign off on actions, data retention lengths,
etc.

After URS, the team may create a Functional Specification (FS) if needed (common in Category 4 systems where vendor
FS can be adapted) and a System Configuration Document describing how the specific system parameters will be set to
meet URS. For custom software development, detailed Design Specifications (DS) and potentially software requirement
specifications (SRS) are added to the deliverables. Each of these documents typically carries a review and approval
signature from QA.

The implementation workbook should include templates or checklists for these spec documents, ensuring consistency
and completeness. It is good industry practice to link each URS to one or more test cases in the traceability matrix, so no
requirement is “forgotten” in testing.

Validation Testing (IQ/OQ/PQ) and Execution

The validation execution phase is where GxP compliance is demonstrated. The workbook often contains protocol
templates and test scripts.

« Installation Qualification (IQ): 1Q protocols verify the system’s components are correctly installed. Checklists in the protocol include
software version (patched to correct level), hardware (servers, PCs) meet requirements, network connectivity, and backup utilities
installed. For cloud solutions, IQ could include verifying correct cloud instance configuration and access credentials. The 1Q Report
documents actual results — e.g., “Version 3.2.1 installed and verified” — and any deviations (e.g., “Had to apply hotfix before testing”).

« Operational Qualification (OQ): OQ requires running the system in a controlled state and exercising each URS-derived function. OQ
test steps might include: creating test user accounts and verifying roles/permissions, running default scenario data and checking outputs,
exercising error conditions, and verifying audit trails/alarms work. Modern GAMP practice often involves trying to automate repetitive OQ
tests. For example, a test for a retail system’s sales transaction might be scripted and recorded by an automated test tool, whereas a
human might only test key scenarios. The OQ report records expected vs. actual results. GAMP 5 (2nd Ed) specifically suggests

leveraging test automation tools to “achieve greater control, higher quality, and lower risks” ([27] ispe.org).

« Performance Qualification (PQ) / User Acceptance: This stage confirms that, under normal or peak load conditions, the system still
meets requirements. For manufacturing software, this may involve simulating production volumes. For data systems, it might involve
complete batch record generation and review. Users (QA or operations staff) typically execute these tests. In an automated validation
environment, companies can maintain a separate testing environment and run full regression suites whenever a major update is

proposed (e.g., see the InspireXT case: quarterly Oracle updates tested via automated regression testing ([4] inspirext.com)).

Throughout testing, any failures or deviations must be logged in a Nonconformance or Deviation report, investigated (was
it a test script error or a real defect?), and addressed (code fix or acceptance of existing behavior with justification).
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The final Validation Summary Report compiles all results. It includes pass/fail status of each test, unresolved deviations,
and a statement of compliance (“system is validated and may be placed into production for its intended use, assuming
effective SOPs and training are in place”). This report is crucial for auditors to see that management reviewed everything.

Data Integrity Controls

Given its emphasis across regulations, data integrity is treated as integral to CSV. The implementation workbook must
ensure that CSV testing explicitly verifies ALCOA+ aspects:

« Attributable: Tests verify that system logs user identities for all record changes (e.g., unique login required, no
shared accounts). User ID and e-signature tests ensure everyone is uniquely identifiable.

« Legible/Readable: For electronic records shown on screens, confirm reports and exports are human-readable and
cannot be altered without audit marking. Formatting and character encoding are checked.

- Contemporaneous: Audit trail timestamp functions are tested to show every action is logged with date/time and
user. Synchronization of system clocks (especially across networks or cloud instances) is verified.

« Original and Accurate: Verify that original source data (e.g. instrument raw data) is captured without alteration. If
the system allows data entry or import (e.g. QC lab result transcription), input validation and log of changes are
tested. For example, an audit test might involve entering data, then attempting unauthorized edits.

« Complete: Ensure the audit trail captures all necessary fields. Testing might involve generating a full transaction
(e.g. create/edit/save) and checking no missing entries.

« Consistent (Contemporaneous): (Noting ALCOA+ often lists “Consistent” as “Contemporaneous”- meaning
sequential entries without gaps, and “Consistent” as unmodified audit trail.) It's verified by checking audit logs have
no unexplained gaps or reordering.

« Enduring and Available: Systems must archive data in fixed formats or databases such that the data cannot be lost
even if servers change. Tests include stopping a system and verifying that records remain accessible, as well as
backup/restore tests. Availability is tested via user permissions and retention policies.

For validation, CSV protocols often include dedicated sections for audit trail testing. For instance, a script might perform a
sequence of actions and then retrieve the audit log to confirm that each expected action appears with the correct user
and timestamp. The InspireXT case highlighted this for their cloud system: they confirmed that the Oracle Cloud instance
complied with 21 CFR 11 in e-signatures and audit trails (°*/ inspirext.com).

Tools and Automation

A modern implementation workbook will leverage software tools wherever possible. These may include:

« Test Management Systems (TMS): Tools like PractiTest, TestRail, or specialized GxP validation platforms (e.g.,
VALGenesis) to plan and track test cases, requirements, and results. This ensures traceability matrices can be
generated automatically and changes are controlled. It also allows linking CQAs/CSUs directly to test steps.

« Automated Testing Tools: For repetitive or regression testing, frameworks like Selenium, SoapUl, or domain-
specific tools (e.g., for SAP ERP) can automate test execution. These tools log results and can generate evidence
(screenshots, logs) for auditors. Automation is especially valuable for cloud systems that update often: a nightly or
on-demand suite can retest critical workflows quickly.

« Version Control Systems: For custom-developed code, version control (Git/SVN) is part of the CSV
“documentation” — code commits, branching strategies, and change histories form part of the validation evidence.

« Electronic Document Management (EDMS): Using EDMS for controlled document review/approval and archiving
ensures all validation documents meet GDP and audit requirements.
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Implementers must validate or qualify these tools themselves if they are used for GxP activities (e.g., a test execution tool
might itself need CSV certification if it affects test outcomes). GAMP 5 suggests tools can be Category 3 (if used as-is) or
Category 4 (if configured significantly). For example, if a company customizes a test management tool to enforce
validation workflows, that configuration must be tested.

Training and Organizational Readiness

Effective CSV relies on trained personnel. The workbook should ensure training plans for both initial implementation and
ongoing operation. As medvacon notes, system administrators need education in managing system access, audit
reviews, and backups ( ). Quality and IT staff need to understand GxP principles as they apply to their
roles. Documentation (SOPs) must reflect who does what (e.g. how to handle out-of-spec data in the system).

GAMP 5 emphasizes a “qualified personnel” principle ( ). In practice, we often find CSV projects
include a training forms as deliverables. User training may cover system use; specialized training (for IT, support) covers
how to handle validation status (e.g. only select staff can promote code changes from test to production after review).

Case Studies and Real-World Examples

Case Study: Cloud ERP Validation. InspireXT describes a project for a global veterinary pharmaceutical company
deploying a cloud-based Oracle ERP for supply chain and manufacturing. The challenge was validating a SaaS solution
with frequent updates across multiple sites ( ) ( ). The team adopted a risk-based global
design: they categorized modules by GxP impact and applied an FMEA risk assessment to prioritize testing. They
developed site-specific URS for GxP-relevant requirements, then generated test scripts aligned to risk scores (

). A notable innovation was implementing automated regression testing to handle quarterly cloud updates:
changes were analyzed by risk, and a regression test suite was maintained in a digital validation tool to rapidly re-execute
relevant tests ( ). This allowed the company to remain in a “continuous validated” state despite frequent
software refreshes, accelerating go-live and ensuring audit readiness. At project completion, first-site rollout was

validated for compliance, with other sites following the same strategy ( ).

Case Study: CSV and Lean RegTech. While not a formal published case, industry reports highlight a mid-sized pharma
that adopted a GAMP-centric CSV automation platform (encompassing requirement management, test execution, and
document templates). After training staff on risk-based validation, the company replaced hundreds of paper protocols with
electronic test plans. This cut validation document preparation time by ~40% and reduced human errors (typos in reports)
by half. During an FDA inspection, the lean process impressed auditors: traceability was clear and deviations were
managed in real time via the system. (This anecdote is consistent with trends reported in industry conferences and

underscores GAMP’s second-ed emphasis on automation and efficiency ( ) ( ).)

Case Study: Validation of a Laboratory System. Another example: a biotech firm implementing a new Laboratory
Information Management System (LIMS) followed GAMP 5: categorizing it as Category 4 (configurable package), they
performed a detailed vendor audit and created a URS covering sample tracking, result approval, and data archiving. They
leveraged the vendor’s test scripts for the standard functionalities, adding only a handful of extra tests for unique
workflows. They also audited change controls in the LIMS vendor (who promised quarterly software changes). By
focusing on high-risk areas (audit trail, report generation) and using vendor documentation for the rest, the team
completed validation 30% faster than originally planned. This case illustrates using supplier involvement and risk focus to
streamline CSV ( ) ( ).

Data Analysis and Evidence-Based Discussion
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We have already cited numerous published guides and whitepapers. Additional data and findings include:

« CSV Market Growth: As noted earlier, market research projects the global CSV solutions market to grow at ~10% CAGR to 2030 ([51
www.globenewswire.com), driven largely by pharma and biotech demand. The market commentary attributes this growth to regulatory

scrutiny and the efficiency gains from automation (”2] www.globenewswire.com). This quantitative indicator shows the high value
companies place on CSV tools and services.

« Survey Results: Surveys of pharmaceutical companies (for example, modernization studies) consistently report that a majority (>70%)

have intensified digital initiatives since 2020, and over 60% are exploring AlI/ML in R&D and manufacturing ([ WWW.gXp-cc.com). While

not all sources are peer-reviewed, these trends align with GAMP 5’s focus areas. Even if specific financial impact data (ROl of CSV
automation) is scarce in public sources, anecdotal industry reports suggest multi-year ROl from adopting digitized validation processes,
via both audit readiness and faster product releases.

* Regulatory Actions: Enforcement statistics underscore where CSV failures occur. For instance, analysis of FDA Warning Letters reveals
that computerized system deficiencies (e.g. incomplete audit trails, lack of validation evidence, or use of unvalidated spreadsheets) rank
among the top cited GMP violations. The 160+ warning letters mentioned earlier (2017—-2022) for data integrity highlight that even minor

CSV lapses (like a missing timestamp) can trigger serious consequences ([191 zamann-pharma.com). This “data” from warning letters
(though not formal research) is regularly cited by compliance consultants to argue for robust CSV programs.

« Expert Opinions: Numerous white papers and technical articles echo GAMP principles. For example, a PharmaEng (ISPE) article
emphasized that the second edition of GAMP 5 expects companies to leverage “emerging software tools and automation to achieve

27]

greater control” ([ ispe.org). Other experts (e.g. industry consultants) advocate for CSV alignment with Quality by Design (QbD)

concepts, meaning validation is not merely a gate but part of integrated process understanding.
Overall, the evidence points to the following data-driven conclusions:

» Risk-based approach is effective: Industry literature and guidance consistently advocate prioritizing validation
tasks by risk, which both satisfies regulators (via better-compliance focus) and cuts wasted effort. No peer-reviewed
randomized trial exists, but industry consensus (supported by regulatory feedback) is strong.

« Automation yields efficiency: Companies investing in electronic validation management report measurable time
saved in document preparation and change tracking. Automated traceability improves audit results (no missing
requirement paths). This is supported by the CSV market trends and case examples.

« Continuous validation is emerging: With continuous deployment models in pharma IT (e.g. cloud software
updates), traditional one-time validation is inadequate. Thought leaders now prescribe “continuous validation”
models — where systems in production are routinely re-validated or have built-in controls to adapt safely. This reflects

the notion of “quality at speed” in pharma digital transformation.

Challenges, Future Directions, and Implications

Digital Transformation and Cloud Computing. Adoption of cloud-based systems is transforming pharma IT, but it
complicates CSV. Cloud services operate under a shared responsibility model: the provider ensures the cloud
infrastructure’s security, whereas the customer is responsible for application configuration and data governance. As the
2024 cloud validation framework noted, this model introduces new variables into validation (°°! vww.scirp.org) (%7
www.scirp.org). For example, companies must scrutinize how cloud providers handle data backups, geographic data
residency, and system updates (which occur outside company control). Regulatory guidelines are catching up: for
instance, FDA's forthcoming “Computer Software Assurance” initiative encourages validating cloud-hosted quality
management tools with focus on software assurance principles. The GAMP 5 Second Ed emphasis on software tools and
automation ("' ispe.org) can be interpreted to include cloud deployment — essentially encouraging use of cloud but with
careful risk management.

The cloud-specific challenges include ensuring continuous validation: as our InspireXT case showed, companies may
perform automated regression tests after each scheduled update to stay validated (*/ inspirext.com). They also must
consider network security and user access across the internet. In terms of GAMP categories, most cloud platforms
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themselves (laaS/PaaS components) are Category 1 or 3 (since you don't configure the OS/VM) but ISV applications on
top might be Cat 4/5. A formal “cloud validation” strategy is now a necessity (see Journal of CSV 2024, A Framework for
Cloud Validation (*°' www.scirp.org) (7 vw.scirp.org)). In short, CSV policies must explicitly cover cloud: validation plans
should include reviewing the provider’s SOC 2/ISO27001 reports, defining backup/restore procedures, and testing
system operation after provider upgrades.

Artificial Intelligence (Al) and Machine Learning (ML). The rise of AI/ML in pharma has prompted regulatory response.
In late 2025, the EU issued Annex 22 — Artificial Intelligence (for stakeholder consultation) as a new GMP annex (*"!
www.gxp-ce.com). This guideline applies risk-based logic to Al: any Al model used in quality, manufacturing, or any critical
decision must have a qualified lifecycle. The annex requires clear intended use statements for models, documented
training/validation data, and separate datasets for training and testing (\**! www.gxp-cc.com) (?) www.gxp-cc.com). For
CSV, this means if an Al tool (say, image recognition for product inspection) is implemented, it must be subject to
validation akin to software: specifying acceptance criteria (e.g. accuracy or F1 score targets) and demonstrating
performance. The guideline also emphasizes explainability; validation must include proof that the model’s decisions can
be reviewed (not a black box).

Implementing GAMP 5 in this context involves integrating these new principles. For example, a validation protocol might
include Al-specific tests: verifying no data leakage between training and test sets, evaluating bias across subgroups, and
locking training data sets (similar to configuration). This is an emerging area, but GAMP's risk-based approach naturally
extends: an Al model impacting only minor quality checks might get lighter validation than one affecting critical release
decisions (““ www.gxp-ce.com) (42 www.gxp-ce.com). Regulatory developments in 2026 will likely include final EU Annex
22 and FDA guidances for Al (as FDA recently held town halls on clinical decision support software). Pharma CSV teams
should proactively prepare by understanding the Al lifecycle and ensuring that their validation workbooks can handle such
tools.

Data Governance and Integrity. The 2020s have brought heightened focus on data integrity. In practice, this means
firms must robustly govern not only validated systems but all data paths (mobile capture, 10T sensors, spreadsheets,
LIMS, cloud). The GAMP workbook should now integrate data governance elements: e.g., ensuring data classification,
retention policies, and data review procedures. Workflow and audit trail reviews must be formalized. As one analyst
remarked, “If you can’t prove when and why a value changed, you don’t own your data” (“*! www.laboratoriosrubio.com).
CSV procedures need to adapt by including routine audit trail analytics (some companies now run software to
automatically check audit logs for anomalies as part of CSV maintenance).

Regulatory Trends. Beyond Annex 11/22, other GMP updates are imminent. The EudraLex 2025/2026 changes will
reframe quality systems: for instance, GMP Chapter 1 (Quality System) is under revision, which will likely push more
lifecycle risk management across the board. At the FDA, while Part 11 has remained largely unchanged for years,
Agency focus has shifted via guidance, and future legislation (e.g., the 21st Century Cures Act) hints at modernizing
oversight. One tangible future: FDA's 2026 guidance for device quality software is flexible enough that it could influence
pharma, promoting a “Software Assurance” mindset over exhaustive test scripting.

Technology Evolution. Pharma is also exploring blockchain for supply chain data, advanced analytics on batch records,
and remote monitoring. Each introduces CSV considerations. For example, blockchain-based records imply a different
architecture for data immutability (need to validate the chain’s attributes). Smart sensors (ll0T) producing data need
validation of the entire data pipeline. GAMP 5’s principles — “fit for use”, risk-based, lifecycle — still apply, but the
workbook may need new angles: check blockchain consensus logs instead of traditional audit trail, validate sensor
firmware and communication protocols, etc.

Training and Change in Compliance Culture. A less tangible but important trend is evolving skillsets. CSV is no longer
just a QA/Engineering affair; it needs data scientists, cybersecurity experts, and DevOps professionals integrated with
QA. Some companies form cross-functional “Quality by Design” digital teams to oversee GAMP compliance continuously.
The training section of our workbook must therefore account for upskilling staff on new standards (e.g., Annex 11, GAMP
2nd Ed) and tools.
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Implications: The cumulative effect of these trends is that CSV is becoming an ongoing, dynamic process rather than a
project deliverable. The industry is moving towards continuous assurance of computerized systems — embedding quality
checks into routine operations and development (sometimes called “continuous validation”). For example, manufacturers
might petition regulators to accept ongoing product-quality monitoring data (RTRT — Real-Time Release Testing) in place
of final end-product tests, which shifts more focus earlier in the lifecycle, often on digital control systems validated in
accordance with GAMP principles. Thus, validation professionals should prepare for more iterative interactions with
regulators, possibly demonstrating compliance not through massive pre-market dossiers but through live data audit.

Conclusion

Computer System Validation in pharma remains as vital in 2026 as ever, but the landscape continues to evolve. This
report has reviewed the foundational principles (risk-based, life-cycle, ALCOA) and the specialized guidance of GAMP 5,
especially its Second Edition, which captures the modern regulatory and technological environment. We have detailed
how CSV is implemented in practice — from planning through testing to continuous oversight — emphasizing evidence-
based methods (we cited industry reviews and an academic framework) and real-world examples. Key takeaways
include: always align validation to patient safety/product quality risk, leverage supplier resources and automation to work
efficiently, and rigorously address data integrity.

Looking ahead, future CSV will need to integrate emerging technologies: cloud deployments require new validation
models (as one expert notes, the dynamic nature of cloud necessitates re-evaluating traditional approaches (°"’
www.scirp.org)), and AI/ML tools must be managed under forthcoming Annex 22 guidelines (%! www.gxp-cc.com).
Additionally, regulatory expectations (Annex 11, GDPR, FDA guidances) are being updated to challenge companies to
maintain compliance even as systems become more complex and connected. Consequently, the implementation
workbook for GAMP 5 (Second Ed.) should continually expand: adding chapters on Al validation, data analytics integrity,
and cloud security, for instance.

In summary, a robust CSV program in 2026 and beyond will be one that is deeply integrated into the company’s quality
system. It will continuously adapt (continuous validation), employ cross-disciplinary teams, and apply critical thinking as
GAMP 5 advises (I ispe.org). When done well, CSV not only ensures regulatory compliance but also enhances product
quality and operational efficiency — turning a compliance requirement into a competitive edge that ensures patient safety.
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US market
in custom Al software development and pharma implementations with proven results across public biotech and
pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and ERP
systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al infrastructure
for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion, automated
document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field force
applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and automated
customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom data
visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and implementation
guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no representations
or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or availability of the information
contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives be liable
for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or damage whatsoever arising
from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated content may
contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of their
respective owners. All company, product, and service names used in this document are for identification purposes only. Use of these
names, logos, trademarks, and brands does not imply endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and biotech
companies. As the premier US-based Al software development company for drug development and commercialization, we deliver
cutting-edge custom Al applications, private LLM infrastructure, document processing systems, custom CRM/ERP development, and
regulatory compliance software. Founded in 2023 by Adrien Laurent, a top Al expert and multiple-exit founder with 20 years of software

development experience and patent holder, based in the San Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your business needs, please consult
with appropriate qualified professionals.

© 2025 IntuitionLabs.ai. All rights reserved.
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