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Executive Summary

The deployment of ChatGPT Enterprise within regulated GxP environments (Good Manufacturing, Clinical, Laboratory,
etc.) presents both enormous opportunities and significant compliance challenges. Generative Al can dramatically
improve productivity — e.g. drafting protocols, summarizing reports, enabling advanced data analysis — but regulatory
frameworks demand rigorous control over data integrity, security, and system validation. In particular, FDA and EMA
regulations (e.g. 21 CFR Part 11, EU GMP Annex 11) require that electronic records be trustworthy, attributable, and
auditable (" intuitionlabs.ai) () www.auriacompliance.com). This report synthesizes current guidance, case studies, and
best practices to outline how ChatGPT Enterprise can be used in GxP-compliant ways.

Key findings include: ChatGPT Enterprise offers enterprise-grade security (end-to-end encryption, SOC 2 compliance,
SSO, administration console) and assurances (no learning on customer data) (°/ openai.com). However, generative Al
outputs can “ hallucinate” or be unpredictably inaccurate — a critical risk in life sciences where patient safety and
product quality are paramount (“/ www.sinequa.com). Regulators emphasize a “human-in-the-loop” approach: sponsors
remain 100% responsible for all content in regulatory submissions, regardless of tool used (°/ pharmacystandards.org)
(“Vvww.continuousintelligence.ai). To remain compliant, organizations must extend traditional computerized system
validation and data integrity practices to Al tools: perform risk-based validation (now often via Computer Software
Assurance rather than rigid CSV), implement strong access controls, capture audit trails, and ground Al outputs in verified
data (e.g. via Retrieval-Augmented Generation) (") intuitionlabs.ai) (¥ www.sinequa.com).

Case examples show that large pharma and biotech are already piloting generative Al with safeguards. For example,
Sumitomo Pharma launched an internal “ChatGPT-like” tool in a private environment, configured so that OpenAl cannot
reuse the company’s data, and issued usage guidelines to ensure regulatory compliance (i) vaw.sumitomo-pharma.com)
(®" www.sinequa.com). Regulatory webinars and industry leaders report that inspectors are not outright banning Al use
but will ask pointed questions about intended use, decision-making, evidence, and risk controls (°
www.continuousintelligence.ai). Therefore, a compliance-friendly deployment involves clear use cases (e.g. as a drafting aid
rather than autonomous decision-maker), rigorous testing and documentation of the Al system, and robust governance
(training staff, monitoring outputs, establishing escalation).

This report provides an in-depth analysis of the regulatory landscape (including 21 CFR 11, ALCOA + principles, and
global equivalents), outlines ChatGPT Enterprise’s security features, evaluates GxP-specific risks and mitigation
strategies, and presents guidelines for implementation. It includes evidence from regulatory guidance and industry
reports, a review of real-world cases, and tables aligning ChatGPT's features with GxP requirements. In covering
historical context, the current state of technology and regulations, and future directions (e.g. evolving FDA guidance on Al
and Computer Software Assurance), the report equips organizations to harness ChatGPT Enterprise without breaking
compliance.

Introduction and Background

ChatGPT Enterprise and Generative Al in Industry

Generative Al systems, especially large language models (LLMs) like OpenAl's GPT series, have rapidly transformed
business operations. ChatGPT (based on GPT-3.5 and GPT-4 models) can generate high-quality text, code, and data
analysis on demand. Within nine months of its release, ChatGPT adoption spanned an estimated 80% of Fortune 500
companies (' openai.com) (M) openai.com). In August 2023, OpenAl launched ChatGPT Enterprise, a dedicated service
for organizations. According to OpenAl, ChatGPT Enterprise offers “enterprise-grade security and privacy”, including
AES-256 encryption at rest and TLS 1.2+ in transit, SOC 2 compliance, and an assurance that customer prompts and
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data will not be used to train OpenAl models (! openai.com). It also provides technical enhancements: unlimited
access to the latest GPT-4 models (higher-speed performance, larger context windows) and advanced data analysis
tools.

Although ChatGPT Enterprise’s features address business needs, entities in regulated sectors such as pharmaceuticals,
biotech, and medical devices must evaluate additional constraints. These sectors (collectively governed by “GxP”
standards — Good Manufacturing Practice, Good Clinical Practice, etc.) have strict rules on how data are created,
handled, and archived. Unlike general industries, GxP-regulated operations hinge on data integrity, traceability, and
validation under frameworks like FDA 21 CFR Part 11 (electronic records/e-signatures), EU GMP Annex 11, ICH
guidelines, etc. In short, companies remain accountable for the validity and reliability of any information, whether
authored by humans or Al (°/ pharmacystandards.org) (°! www.continuousintelligence. ai).

For context, regulatory authorities historically did not provide tool-specific Al guidance (as one analyst notes, there is no
“Validation of Microsoft Word” requirement) (:°) pharmacystandards.org). Instead, they focus on outcomes: “Agencies
regulate the quality, safety, and integrity of the product and submission. They do not regulate specific brands of tools” (I°!
pharmacystandards.org). The unifying principle is sponsor accountability — the submitting organization is fully
responsible for all content in its filings, regardless of what tools generated it (**' pharmacystandards.org). Thus, any new
technology (including ChatGPT) must be governed within existing validation and compliance schemes.

In recent years, regulators have moved toward more flexible, risk-based approaches. For example, the FDA is shifting
from prescriptive Computerized System Validation (CSV) toward Computer Software Assurance (CSA), a critical-
thinking framework that still demands fit-for-purpose systems and data integrity but emphasizes risk management (/!
intuitionlabs.ai) (** ispe.org). Meanwhile, issuances on Al itself (e.g. draft FDA guidance on Al/ML Software as a Medical
Device) underscore transparency, performance monitoring, and bias mitigation.In the absence of an Al-specific rulebook
for pharma, the safest path is to treat generative Al as a high-risk tool: validate it for its intended use, manage its
inputs/outputs with SOPs, and always retain the ability to trace and review any Al-derived content.

This report examines all these facets. It reviews ChatGPT Enterprise’s capabilities and security provisions, outlines GxP
regulatory expectations (Part 11, ALCOA+ data integrity, Annex 11, etc.), and identifies where conflicts may arise. It then
explores strategies to use ChatGPT effectively yet compliantly: defining controlled use cases, implementing technical and
procedural controls, and documenting the Al workflow as part of the Quality Management System (QMS). The analysis is
grounded in sources ranging from official regulations and industry whitepapers to case examples (e.g. Sumitomo
Pharma’s internal Al tool (I www.sumitomo-pharma.com)) and expert commentary. Sections cover technical features,
compliance risks, data analysis scenarios, and future regulatory trends to provide a comprehensive blueprint for
deploying ChatGPT Enterprise without breaking compliance.

ChatGPT Enterprise: Features and Security

ChatGPT Enterprise is an enhanced, cloud-based Al assistant intended for business use. Compared to consumer
ChatGPT, the Enterprise edition introduces capabilities critical for compliance-minded deployments:

« Enterprise-grade Security & Privacy: OpenAl guarantees that enterprise customer data (queries, prompts, outputs) will not be used to
train or improve the models ([3] openai.com). All transmissions are encrypted (AES-256 at rest, TLS 1.2+ in transit), and the service

attests to SOC 2 Type 2 compliance ([3] openai.com). These features align with corporate security requirements and help protect
proprietary or sensitive GxP data from external exposure.

* Access Controls and Administration: Enterprises get a centralized admin console enabling bulk user management, single sign-on

(SSO) integration, and domain verification (LlSJ openal.com). For GxP settings, this means unique user identities (per SSO) can be tied
to each session, satisfying 21 CFR 11's mandate for controlled, attributable access. Session activity can be monitored via an analytics

dashboard to detect unusual usage patterns or policy violations (1151 openai.com).
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¢ High Performance: The service offers “unlimited access to GPT-4” with higher-speed performance ([16] openal.com). In practice, this
yields much faster response times and the ability to handle large inputs — e.g. 32k token (about 24k word) context windows — which can
be valuable for processing lengthy documents or training data. While not directly a compliance feature, it ensures organizational users do
not need to workaround system limitations or skip validation steps due to performance issues.

+ Advanced Tools: ChatGPT Enterprise includes capabilities like Advanced Data Analysis (formerly Code Interpreter) and image
generation/model plugins. These data analysis tools enable tasks such as spreadsheet analysis, chart creation, and even execution of
Python code. If leveraged securely (e.g. with sanitized inputs), they could assist in data review and QC processes. However, they also
expand the ways data leaves or is processed by the Al system, which must be controlled.

« Audit and Logging: The admin panel incorporates usage logs (e.g. number of queries per user) (”‘rﬂ openai.com), but note that
ChatGPT does not automatically provide full audit trails of content the way some validated systems do. For compliance,
organizations will likely need to implement supplementary logging: capturing chat transcripts and linking them to quality records if the
output is used in official documents. For example, any final supervised text generated by ChatGPT and included in an SOP or protocol
should be archived with metadata on prompt, user, and timestamp.

« Customization and Domain Control: Customers can flag domains for verification and choose to keep the Al “intranet-only,” limiting
usage to corporate data. OpenAl also offers an enterprise version called ChatGPT for Healthcare (launched Jan 2026) geared to HIPAA-
level compliance, indicating that specialized controls (e.g. Business Associate Agreements, enhanced logging) are possible (WJ
www.hipaajournal.com). By analogy, deploying ChatGPT Enterprise under a formal vendor agreement and/or BAA provides a legal
framework for handling protected or regulated data.

Comparison to Public ChatGPT: Importantly, ChatGPT Enterprise differs significantly from free/public ChatGPT. Public
ChatGPT can potentially train on user inputs and has weaker usage tracking, making it generally unsuitable for
regulated data (one must avoid submitting proprietary or patient data to a public model). The Enterprise tier's no-training
promise and robust security mitigate these issues (' openai.com). As one early user put it, 80% of Fortune 500 firms
“‘want a simple and safe way of deploying [ChatGPT] in their organization” (*°! openai.com) — implying that the enterprise
model was built in response to these compliance and privacy demands.

By understanding these features in the context of regulatory needs (see Table 1), organizations can shape a compliant
deployment. In summary, ChatGPT Enterprise provides many foundational controls: encrypted data flows, managed user
identities, and contractual privacy assurances. However, gaps remain: the Al's logic and training pipeline (an opaque
“pblack box”), the lack of built-in chain-of-custody mechanisms, and the inherent unpredictability of generative outputs.
These gaps underscore the need for rigorous governance around the Al use, as discussed in later sections.

ChatGPT Enterprise

Details GxP Compliance Relevance
Feature

[3]

3
Enterprise data not used for model training; AES-256 encryption at rest, TLS in transit ( .
Data Usage & Privacy Aligns with GxP mandates on data confidentiality and privacy.

openal.comy; soc 2 type I certified.

User Management & [15] . Supports unique authenticated users and controlled access (21 CFR
Access Control SSO/Domain verification; admin console with user/group management ( openal.com,. 12).

Goldman GPT-4 (no usage caps), large context window (32k tokens), advanced tools like Data Enables rapid drafting/analysis while requiring review; need to ensure
Al Model & Outputs .

Analysis. human oversight of outputs.

GxP requires audit trails and data traceability — necessitates external

Audit & Logging Usage dashboard shows query counts; no native e-signature or audit trail on content. .
logging of prompts and Al outputs.

. . . 17
SOC 2, 1S0-27001, HIPAA/BAA options (for specialized healthcare version) ([ I Meets many industry security standards (useful for risk assessments

Security Certifications )
under FDA, EMA guidelines).

www.hipaajournal.comy.

Table 1. Key features of ChatGPT Enterprise and their relevance to GxP compliance.

Regulatory and Compliance Landscape
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Overview of GxP Requirements

Regulated industries follow GxP standards (“Good Practice” for Manufacturing, Laboratory, Clinical, etc.), which are
frameworks of quality and data integrity controls intended to ensure products are safe and effective. Key elements
include:

« Computerized System Validation (CSV): Any electronic system used in GXP must be validated for its intended use. Historically, this
meant comprehensive requirements documentation, testing, and traceability (e.g. following GAMP 5 guidelines). The goal is to
demonstrate that the system consistently performs as specified. For example, any software generating or modifying official records must

be validated ([” intuitionlabs.ai).

« Data Integrity (ALCOA): GxP guidance (FDA, EMA) mandates that data be Attributable, Legible, Contemporaneous, Original,
Accurate (ALCOA) and additionally Complete, Consistent, Enduring, Available (the “plus” factors) (ngJ intuitionlabs.ai) (lZJ
www.auriacompliance.com). Later, “Traceable” was added to ALCOA* (in 2023) emphasizing audit trails (|19|
www.auriacompliance.com). In practice, this means every piece of data must be linked to a recorded source/user, time-stamped,
tamper-evident, and stored so it cannot be altered without detection. Formal FDA documentation states: “All systems used to create,

modify, or maintain GxP records must be validated”, and submissions must meet ALCOA™ principles ([5| pharmacystandards.org) (IlBI
intuitionlabs.ai).

e 21 CFR Part 11 (US): This FDA regulation (1997) specifies rules for electronic records and signatures. It requires that e-records be as
trustworthy as paper. Key controls include unique user authentication, secure computer-generated audit trails for critical changes,

time-stamping, and linking electronic signatures to their respective records ([ll intuitionlabs.ai). It also requires system validation and
controls for accuracy and security. In Europe, EU GMP Annex 11 imposes analogous requirements on computerized systems.

* Quality Systems and Risk Management: Industry guidance (e.g. ICH Q9) requires risk-based approaches. Modern regulatory thinking
encourages focusing on patient/product risk: higher-risk systems or processes (e.g. making dosage decisions) warrant more control.
FDA's new guidance on Computer Software Assurance (CSA) reflects this: replacing document-heavy CSV with a risk-based

assessment where validation activities are tailored to the risk profile ([131 intuitionlabs.ai) (Il"ﬂ ispe.org).

« Human Oversight: Importantly, regulators emphasize that the sponsor (the company) is fully accountable for the final product and data.
They do not regulate the specific tools by brand; rather, they require justification and validation of any system used. As the Council on

Pharmacy Standards observes, regulators are unlikely to provide prescriptive settings for Al tools ([5] pharmacystandards.org). Instead,

all content in a submission remains the sponsor’s responsibility, “regardless of the tool used” (L12J pharmacystandards.org).

In summary, the regulatory environment demands traceable, controlled, and validated processes. Any decision-support
tool (like ChatGPT) must be framed within these controls. For example, if ChatGPT generates a QA report draft, that draft
cannot be an official record until a qualified person reviews, approves, and archives it per SOPs (to maintain ALCOA). In
later sections we explore how ChatGPT can be integrated into QMS workflows (for example, as a drafting assistant rather
than an autonomous author), and what documentation and validation steps are required.

Regulatory Stance on Al and Generative Tools

Regulators have begun to discuss Al specifically, although formal Al regulations are still emerging. The key regulatory
principles for Al in GxP can be summarized as follows:

« Intended Use and Documentation: During audits, inspectors are expected to ask “what is the intended use of the Al?” and “where are

decisions made?” (LGJ www.continuousintelligence.ai). In other words, companies must clearly define the role of ChatGPT (e.g. as a
drafting aid only) and document how outputs will be used. This aligns with FDA's quality system approach: any use of a tool must be
justified and controlled.

+ No Automatic Exemption: The FDA has emphasized that Al/ML tools do not get special exemptions. For example, former FDA Deputy
Commissioner Amy Abernethy noted that even Al/ML-driven decisions must be validated like any other portion of a drug development
process. Generative outputs are considered data that must follow part 11 principles (trustworthy, as reliable as paper) ([”
intuitionlabs.ai).
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« Risk of Hallucinations: Regulatory bodies have highlighted the risk of “hallucinations” — Al generating plausible but incorrect information
—as a major concern in pharma. For example, analyses show that if an Al tool generates unverified statements for a drug label or patient
narrative, it can have serious safety implications ([4] www.sinequa.com). Consequently, strategies like grounding outputs in vetted

data (e.g. using internal company databases in a retrieval-augmented generation pipeline) are recommended ([8] www.sinequa.com).

* Al Does Not Replace QA/QC: All Al-generated content must go through normal review processes. No generative output should “bypass

the normal review-and-approval workflow” (“°) intuitionlabs. ai). It is expected that Al drafts will be treated like any other preliminary draft

requiring review by quality personnel. In other words, inspectors will expect audit trails from first prompt to final signed document, and any
edits should be attributable in the QMS.

+ Regulator Engagement: Early feedback from industry suggests that regulators are interested but pragmatic. One report notes that
“inspectors do not reject Al outright”, they focus on the system of control around it (°/ www.continuousintelligence.ai). For instance,

an inspector might examine whether the Al tool is part of a validated IT environment, whether users are trained, and whether there are
documented controls on outputs. Misleading an inspector with vague descriptions (e.g. claiming “full automation”) can raise flags.

« Adaptation of Guidance: The regulatory landscape is moving. The FDA's draft guidance on computer system assurance explicitly
incorporates modern technology (including Al) by focusing on outcomes (data quality) rather than prescribing outdated validation steps

(”3] intuitionlabs.al). Similarly, EMA has signaled interest in Al ethics and traceability. Although no pharma-specific Al law exists yet,
companies should anticipate future audits to examine Al governance under the lens of existing quality/data regulations.

Collectively, these points mean that while ChatGPT and other generative Al are not banned, their use in GxP contexts
requires careful planning. The “North Star” is data and patient safety, not innovation for its own sake ('°!
pharmacystandards.org) (Y www.sinequa.com). The subsequent sections explain how to meet those expectations in
practice.

Generative Al in GxP: Opportunities and Risks

Potential Benefits and Use Cases

Within GxP operations, ChatGPT Enterprise can offer a variety of productivity and quality gains — provided it is used with
appropriate controls. Possible use cases include:

« Documentation Drafting: ChatGPT can accelerate writing of standard documents (SOPs, batch records, audit reports). By inputting
bullet points or procedural fragments, quality writers report that LLMs can generate readable drafts in minutes. For example, major
pharma companies have found Al useful for initial protocol writing; one study found ~80% of medical writers found ChatGPT'’s output

helpful in protocol generation (LZlJ intuitionlabs.ai). (Such drafts still require expert review and editing before approval.)

« Data Analysis and Summarization: The Advanced Data Analysis (Python) feature can help analyze experimental data sets or QC
results. By prompting ChatGPT to generate Python code for statistical analysis or plotting, teams can obtain insights more quickly,
although any code and results must be validated. In literature research, ChatGPT can assist in summarizing large volumes of scientific
text, or extracting key data from clinical trial reports (again, requiring expert check).

« Training and Knowledge Base: ChatGPT can serve as an interactive training assistant. Within a closed domain, it could answer
employees’ questions about SOPs, policies, or regulatory guidelines, turning static documents into searchable dialogues. However,
ChatGPT should only draw on vetted internal knowledge to ensure consistency. For example, by integrating company documents via
plugins (or vector databases), the model’s responses can be both customized and provably based on actual records.

« Coding and Automation: For technical teams, GPT-4's coding capabilities can generate scripts (e.g. for data transfer, test bench control)
or help debug code. Automation scripts themselves can be subject to validation, but ChatGPT can minimize development time. Such
efficiencies were projected to save “on the order of $9,600 per week” for a 20-person dev team using copilots in one study (L22J
intuitionlabs.ai).
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+ Regulatory Submission Assistance: By embedding citation plugins or using “advanced RAG”, enterprises can have ChatGPT draft
sections of submissions that are anchored to existing data. For instance, a causality assessment or summary of clinical evidence could
be compiled from an internal database rather than internet sources, reducing manual effort. (Any Al draft must then pass the usual QC by
medical writers and QA.)

Arecent industry article emphasizes that Al can transform regulatory compliance: one estimate suggests $60-110 billion
per year in pharma productivity gains from generative Al (** intuitionlabs.ai). Other reported case improvements include
roughly 50% cuts in documentation time and 80% automation of routine tasks (I*°! intuitionlabs.ai). While these figures are
broad, they illustrate why life sciences is deeply interested in Al. Firms implementing quality dashboards or RAG-based
systems have found that tasks taking weeks manually (such as literature synthesis) can be done in minutes by Al (**

www.sinequa.com).

The future potential is equally compelling. OpenAl’s roadmap hints at even more powerful models (GPT-5.2+), which
could handle full dossiers or cross-correlate complex data in a single query. Already, the July 2024 launch of “ChatGPT-
5X” in IntuitionLabs’ analysis suggests massively larger context windows. If vetted, these advances could allow
generative models to cross-check entire submission sections against source data or regulatory guidelines, further
reducing human workload.

Despite these benefits, none of them justify bypassing compliance. The following subsections address the flip side:
the serious risks generative Al introduces into a quality-regulated environment.

Risks, Challenges, and Data Integrity Concerns

While generative Al offers efficiency, it simultaneously threatens core GxP principles if uncontrolled. The main challenges
are:

o “Hallucinations” and Accuracy: Unlike formulaic software, LLMs do not always “know” but predict plausible text. As Sinequa warns,
ungrounded Al-generated content can “derail an approval” if it introduces incorrect information into a submission (W www.sinequa.com).
For instance, an Al-generated adverse event section containing unverified statistics could result in regulatory noncompliance. The
mercurial reliability of ChatGPT thus mandates stringent verification: every Al draft must be checked by humans, with references or data
traceability wherever possible.

« Data Provenance and Originality: ChatGPT outputs are not original data in the GxP sense. They reproduce patterns from their training;
no audit trail links an output to a scientific source except a stochastic one. This violates ALCOA's Original tenet unless managed. The
solution is often to use Al only as a support tool (e.g. generate a draft) and then have humans create the “original” final document. Any
use of output must be documented in the records, along with the prompt and model version, to maintain traceability (LZJ

www.auriacompliance.com) (“91 www.auriacompliance.com).

« Privacy and Confidentiality: ChatGPT Enterprise is encrypted, but it is still a cloud service. Sensitive proprietary formulas, patient
records, or trade secrets input into the model (even internally) could potentially be at risk if transferred or stored improperly. Although
ChatGPT Enterprise promises data is not used for training ([3] openal.com), there remains concern over metadata, logging, or insider
threats within any cloud provider. For regulated quality data, one must ensure end-to-end security: consider client-side encryption, strict
usage policies, and possibly additional contractual covenants.

o Lack of Built-in Audit Trails: Traditional GxP systems keep automatic audit logs (who changed a record when). ChatGPT does not
inherently log chat transcripts with audit-grade detail. Thus, compliance with Part 11 requires creating new procedures: for example,
exporting chat logs and storing them in document management or QMS records, capturing session times and participants. Unique user
IDs (via SSO) must be tied to each chat. Without this, ChatGPT outputs could be easily altered without oversight, breaking

Enduring/Available principles ('2] www.auriacompliance.com).

« Software Change Management: ChatGPT is continuously updated by OpenAl (“back-end improvements”), which can change model
behavior overnight. In a validated system framework, such uncontrolled changes are problematic. If a company validated GPT-4 for a
task, and then OpenAl silently upgrades it to GPT-4.1 with different responses, the validation is technically invalidated. This dynamic
nature demands periodic reassessment: companies should document the model version (e.g. “GPT-4 Turbo, build X”) used for validation
and plan for re-evaluation after major updates.
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« Third-Party Controls and Oversight: Using ChatGPT means depending on OpenAl’s practices. If OpenAl’'s data centers go offline or
their privacy policies change, there might be compliance implications. To mitigate, firms should treat ChatGPT as a vendor service:
require evidence of security (e.g. SSAE SOC2 report), possibly conduct vendor audits, and ensure contractual clauses for data handling.
Any changes in vendor status can be evaluated for quality risk.

« Regulatory Uncertainty: Given the novelty, regulators have not spelled out exact rules for Al content. This uncertainty creates risk of
non-compliance purely by misunderstandings. It is essential to follow current known regulations (Part 11, Annex 11, ALCOA) as
interpreted through the lens of Al. In practice, this means erring on the side of caution and documenting decisions. For example, if an Al
tool assisted in creating an SOP, the company should be ready to show “how and why” at an audit — e.g. meeting minutes, risk
assessment, validation test results — to demonstrate proactive compliance.

« Organizational Risk and “Shadow IT”: Many employees in pharma already use public ChatGPT or other Al tools off-the-books. This
shadow usage can easily break compliance (e.g. a researcher pasting patient case notes into public ChatGPT). A controlled deployment
of ChatGPT Enterprise aims to curb such rogue usage, but only if accompanied by strict policies and training. Employees must
understand what they can and cannot ask the Al, paralleling data classification rules (e.g. no PHI or CBI in prompts).

These challenges intersect with data integrity. For instance, Con**temporaneous recording is jeopardized if prompt-and-

response chats are not logged in real time ( ). Consistent documentation practices can break down if
each user treats an Al differently. Without a robust plan, a potent tool like ChatGPT could inadvertently lead to ALCOA+
violations.

Given these risks, any compliant deployment must not only leverage ChatGPT’s technical safeguards (Table 1) but also
institute comprehensive controls at the procedural level. As discussed later, this includes complete documentation of
validation efforts, usage guidelines, oversight processes, and a clear audit strategy.

Implementation Strategies for Compliant
Deployment

1. Define Scope and Use Cases

Begin by scoping the deployment tightly around specific, low-risk use cases. Many companies adopt the mantra “Al for
assistance, not for autonomous decisions.” For example, an approved use case might be “using ChatGPT Enterprise to
draft first-pass SOP text from bullet point outlines,” but not to make critical quality control decisions. When defining use
cases, perform a risk assessment: categorize each task by its potential impact on product quality or patient safety. High-
impact tasks (e.g. generating a clinical trial protocol) will require more stringent controls than routine tasks (e.g. formatting
emails or internal memoranda). Document this assessment carefully (risk register).

2. Validation and Verification (Computer Software Assurance)

Treat ChatGPT Enterprise as a GxP software system and subject it to CSA. Traditional CSV would try to map every
requirement and test it, which is impractical for an LLM. Instead, adopt a risk-based validation approach (
) ( ). Key steps:

+ User Requirements Specification (URS): Define what you expect the Al to do (e.g. “The system shall generate draft quality documents
in compliance with existing SOP formats”). Include governance needs (ability to trace outputs, encryption, etc.) and identify critical
attributes (accuracy expectation, formatting).

+ Risk Assessment: Identify where ChatGPT could fail in ways that affect compliance. For instance, “GPT may produce inaccurate
wording.” vs “System downtime could delay documentation.” Classify risks (severity, probability) and determine mitigation (e.g. require
human review). This aligns with ICH Q9 risk principles.
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3.

Test Plan: While exhaustive testing of generative output is impossible, you can perform representative testing. For example, have
SMEs give the system a variety of prompts and evaluate: Did it format output correctly? Did it include all necessary elements? Did it
hallucinate unrelated info? Document these tests. Also test access controls (try logging in via SSO vs plain password, if applicable), test
logging (can you capture the transcript?), and encryption (network sniff test or certified logs).

Documentation: Maintain validation reports. While ChatGPT itself is a cloud service, validation focuses on your usage environment.
This includes how users access ChatGPT (through a VPN or internal portal?), any API integrations, and the training for users. Keep trails
of administrator configurations and periodic reviews of logs. If the system “changes” (say OpenAl rolls out a new ChatGPT update), have
a change control process to review whether re-validation steps are needed.

Periodic Review: Plan ongoing validation maintenance. This could be tied to major version updates announced by the vendor. Because
the Al's knowledge cutoff and behavior can shift, schedule an annual review of performance and procedures. Document any issues in
your CAPA/QMS system.

Data Management and Security Controls

In addition to inherent encryption, implement organization-specific controls:

4.

Data Governance: Establish strict guidelines on what data can be input into ChatGPT. Under no circumstances should sensitive patient
data, unredacted PHI, or controlled IP (e.g. novel molecule structures) be entered without an added layer of protection (or at all, unless
the healthcare-specific product and BAA are in place). Classify data categories (e.g. public, internal-use, confidential, regulated) and only
allow ChatGPT prompts from scopes that are reviewed and approved.

Logging & Audit Trail: Since ChatGPT lacks built-in audit detailed logs, create one. Options include: (a) Use the API (if available) to
automatically record all prompts/responses in an internal database, (b) mandate that users submit ChatGPT outputs into a controlled
document management system to capture metadata (user 1D, time, model version). Either way, ensure each Al-derived document is
traceable to the session and user who created it.

Change Control: Treat ChatGPT configuration changes (e.g. enabling/disabling certain plugins or features, adding new chatbots) like
software changes. Document approval for each major change. For example, if you decide to allow the Advanced Data Analysis tool
(Python), update your risk assessment to include code execution.

Encryption & Network Controls: Although ChatGPT Enterprise uses encryption, consider extra measures like limiting network routes.
Some companies use a “jump box” or controlled gateway for Al access. This can restrict where traffic flows and monitor it. For an added
layer, require using a company-provided API key (tied to the organization) rather than open web access, so you have billing logs and
better control.

Backup and Availability: While the SaaS format outsources availability to the vendor, note that downtime could impact critical
operations. Include ChatGPT in your business continuity planning. Also plan how conversation logs (the data you archive) are backed
up/retained in accordance with SOPs (e.g. in the document management system or secure server with appropriate retention schedule).

Standard Operating Procedures and Training

Human factors are crucial. Draft or update SOPs to govern ChatGPT Enterprise use:

Acceptable Use Policy: Clearly state approved uses (e.g. drafting QA documents, answering strength training questions) and prohibited
uses (e.g. diagnosing patients, making release decisions, inputting regulated data). Educate staff that Al outputs need supervisor review.

Quality Review Workflow: Specify that any Al-generated draft is a non-final document. For example, label chat outputs as “DRAFT —
subject to QA review.” Have a checklist in the SOP for reviewing Al drafts: check factual correctness, format, regulatory citations, etc.

Training: Conduct training sessions for target users. Teach them the tool's strengths and limitations, company policies, and how to
document their use. Make sure they understand GxP expectations (e.g. ALCOA principles) and that ChatGPT does not replace good
documentation practices (GDocP).

Incident Handling: Create a process for reporting Al-related issues. If a user notices an Al output that could have compliance
implications (e.g. a hallucinated statement in a QA report), they should report it via the CAPA system or quality incident log.
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5. Monitoring and Continuous Improvement

After deployment, treat ChatGPT usage like any other regulated process:

o Periodic Audits: Periodically audit the ChatGPT system and its outputs. For example, randomly sample Al-assisted documents in the
QMS and verify all controls were followed (audit trails present, documentation complete).

« Metrics and Feedback: Use the admin analytics to track usage (are people using the tool as intended?). Combine this with user
feedback (are Al outputs helpful?). If some use cases are problematic (high error rate), consider revising or halting those use cases.

+ Regulatory Watch: Stay informed on new guidance. For instance, the final FDA guidance on CSA (Sep 2025) will include clarifications on
validating production and quality systems in modern ways ([25] www.fda.gov). Also monitor Al-specific advisories (e.g. HIPAA guidelines
for Al, or EMA/CQ issues). Update policies accordingly.

« Vendor Oversight: Regularly review OpenAl’'s compliance posture. For example, as of early 2026, OpenAl has a HIPAA-enabled product
(ll7J www.hipaajournal.com), indicating their roadmap towards regulated environments. Ensure you have an up-to-date discipline of
their certifications (SOC2, ISO, HIPAA BAA if applicable).

6. Use Case: Sumitomo Pharma (Example)

Sumitomo Pharma provides a real-world example of a GxP-aligned ChatGPT deployment. In May 2023, they launched
an internal chat tool using OpenAl’s engine in a dedicated environment (1) vy .sumitomo-pharma.com). Crucially, their
implementation included:

« Data Isolation: The Al was configured so that “OpenAl cannot make secondary use of the information” ([ZG] WwWw.sumitomo-

pharma.com). In practice, this likely means disabling data logging/training on that account and ensuring it ran on a dedicated subnet.

« Usage Guidelines: The company’s departments collaboratively established rules to ensure the tool’s operation complied with regulations

(|27| www.sumitomo-pharma.com). This implies they assessed what questions could be asked, how outputs should be handled, etc.

« Performance Assessment: Prior to rollout, Sumitomo verified that the tool performed well on relevant tasks (information gathering,
document creation, formatting) and believed it would “enhance productivity” across R&D and quality processes ([28] WWW.sumitomo-
pharma.com).

« Continuous Improvement: They warned of known LLM issues (“generation of incorrect information”) and leveraged prior LLM
experience to craft question templates. They also plan an “enhanced generative Al” that includes pharmaceutical data down the line

(suggesting a RAG approach) (L29J www.sumitomo-pharma.com).

This case illustrates that with careful controls, major pharma is already safely experimenting with Al. It validates the
approach of using ChatGPT like an internal tool (with the enterprise security guardrails) rather than beckoning the open
internet.

ALCOA* Data Integrity

Principle Regulatory Meaning ChatGPT Implication / Mitigation
i i ime (18] intuitionlabs.aij (! i i
Attributable Every action/data linked to a person/time ( aly( Tie each Al session to a user (via SSO); record who issued each prompt
www.auriacompliance.com) and who reviewed output.
ibl [2] . . ChatGPT outputs are text; ensure they are formatted and stored so
Legible Clear, intelligible records (-~ WW\W.auriacompliance.comy humans can read/interpret.
[2] . . Capture chat transcripts immediately (do not copy after the fact);
Contemporaneous Recorded at the time of the event (' WW\W.auriacompliance.comy timestamp all sessions.
o 2] Save the initial Al output as an “original” draft. If editing, preserve the
Original Source data in its first-recorded form (- \WW\\.auriacompliance.comy unaltered copy.
2] . . Validate all Al outputs by experts. Do not accept Al prose as final without
Accurate Data must be correct and complete (-~ WW\W.auriacompliance.com) verification.
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ALCOA* Data Integrity

L Regulatory Meaning ChatGPT Implication | Mitigation
Principle
R Ensure Al settings/templates include all needed sections. Review for
Complete / Consistent No missing elements; uniform style and format ( ) omissions bias.
R N Archive chat logs and final documents in QMS repositories; ensure long-
Enduring | Available Data preserved over time in readable format ( ) term accessibilty.
Log model version, prompt history, user actions. Link Al outputs to
Traceable (added 2023) Full audit trail from data origin to current state ( )

reviewed, signed records.

Table 2. ALCOA * data integrity principles and their implications for using ChatGPT Enterprise.

Case Study: AstraZeneca’s Perspective
(Insights from Industry)

Beyond Sumitomo, insights from industry lineage reinforce the above strategies. In a recent panel, AstraZeneca’s Head
of Digital Strategy noted the evolving attitude of regulators toward Al in GxP ( ) (
). Key takeaways:

« Al as Decision Support vs. Decision Maker: AZ and peers view Al as best used for support; letting it make autonomous decisions is a

“regulatory red line” ( ). This echoes the need for human oversight.

* Regulatory Engagement: Inspectors, AZ reports, “do not reject Al outright” ( ). Instead, they inquire
about its use and controls. Inspectors are interested in the company’s governance around Al, not the tool per se.

« Transparency and Clarity: AZ experts emphasized avoiding vague language. Ambiguity (“we use Al for broad purposes”) can alarm
auditors. Having clear documentation of how Al fits into processes (e.g. documented use cases, validation notes) is critical.

« Cultural Shift: Effective adoption requires aligning Al with existing quality culture — not as a separate silo. AZ suggests treating Al
deployment like any new process improvement: integrate it into training, quality reviews, and embed change controls.

These perspectives underline that deploying ChatGPT Enterprise in pharma is about governance as much as
technology. Al can be introduced, but it must pass the same tests as any other regulated activity.

Data Analysis and Evidence

While formal empirical studies on ChatGPT in GxXP contexts are nascent, related research offers evidence and best
practices:

« Studies of ChatGPT Accuracy: Independent research shows GPT-4 can achieve top scores on medical licensing exams, but it still

makes factual errors ( ). In healthcare contexts, FDA warns that any Al advice cannot substitute for medical
expertise. By analogy, we must treat ChatGPT outputs as advice that requires expert validation, not final answers.

« Al in Quality Automation: Pharmaceutical Engineering (ISPE) forecasts that Al will shift validation to be more efficient ( ).
The article suggests structured user requirements and risk assessments are prerequisites for compliant Al use ( ) (

). This underscores that with proper framework, Al can be accommodated into validated processes.

« Productivity Gains: Surveys (e.g. Gartner, IDC) universally indicate rising generative Al adoption. One analysis found 95% of enterprises

planning Al use by 2028 ( ). While not pharma-specific, the message is clear: Al integration is accelerating, and
GxP-regulated companies cannot ignore it if they want to remain competitive.

« Security Research: Cybersecurity reports (e.g. CrowdStrike) highlight that 80% of industry leaders favor platform-managed Al for

smoother compliance and security ( ). ChatGPT Enterprise fits this model.

From these and other sources, we infer that:
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1. Al adoption is inevitable; systems must be brought into compliance rather than banned outright.

2. Lack of evidence of Al in GxP audits suggests regulators have not yet fined or cited for Al use, but this will likely change as usage
grows. So now is the time to shape compliance processes.

3. Academic guidelines (e.g. ISPE, FDA pilot projects) emphasize total product lifecycle safety and traceability ( ) (
).

In sum, while rigorous quantitative data on ChatGPT in pharma are limited, the consensus in expert commentary and
related industry trends clearly favors regulated Al adoption under strong controls. The cited sources inform this report’s
recommendations.

Discussion: Implications and Future Directions

Current State: As of 2026, ChatGPT Enterprise has enabled some early GxP pilots (e.g., Sumitomo), and regulators are
formulating guidance. FDA's delayed (Sept 2025) CSA Final Guidance explicitly acknowledges modern software
ecosystems ( ). While no final Al-specific rule has been issued for pharma, the EU’s upcoming Al Act and
FDA's Al/ML Device guidance (drafts in 2025) signal that transparency and risk mitigation will be enforced. Firms
deploying ChatGPT now have a first-mover advantage in shaping their compliance narrative.

Future Al Capabilities: Expect generative models to become more domain-specialized. OpenAl’s “ChatGPT for
Healthcare” shows that industry-specific compliance features (e.g. HIPAA support, domain fine-tuning) are on the horizon
( ). For GxP, we might see “ChatGPT for Pharma” with validated medical training and audit logs
built-in. Similarly, ongoing R&D in multimodal Al (combining images, text, Bl tools) will expand use cases (e.g. checking
lab images or analyzing sensor data alongside reports).

Regulatory Evolution: Regulators will likely adopt outcome-based frameworks (e.g. “trustworthy Al”, explainability)
rather than attempting to quantify model internals ( ). For instance, the FDA's emphasis on “your audit
trail is intact” offers flexibility: if you can prove ALCOA+ and oversight, the exact Al methodology is secondary. However,
expect audits to include Al-related questions soon (as AstraZeneca'’s insights suggest) ( ).
Companies should prepare to present their “Al policy dossier” during inspections.

Ethical and Governance Trends: Broader trends (EU Al Act, US Blueprint for Al governance) stress bias prevention and
human rights. In pharma, this translates to ensuring Al does not introduce bias in clinical evaluations or patient
information. While ChatGPT is less likely to be used on patient-facing content under GxP, oversight on bias is still
prudent. Structured approaches like model cards, bias assessments, and ethical review boards will likely be
recommended in future.

Innovation Potential: Beyond compliance, well-controlled ChatGPT deployment can spark innovation. For example, a
GxP Al assistant might eventually help in real-time monitoring of manufacturing data, flagging anomalies by quickly
scanning logs. Or it could serve as an internal “virtual QP” (Qualified Person) adviser, indexing regulations. These
advances will blur the line between compliance tool and strategic partner.

In conclusion, the balance between innovation and compliance is the central theme for Al in GxP. ChatGPT Enterprise
offers capabilities that can transform life sciences operations, provided organizations proactively adapt their systems and
mindsets. The future implications include faster R&D, smarter quality systems, and new business models (e.g. Al-driven
personalized medicine), but these gains hinge on navigating the compliance landscape astutely today.

Conclusion

Deploying ChatGPT Enterprise in a GXP environment without breaking compliance is a complex but achievable goal.
The keys are understanding the regulatory “North Star” (auditable, accurate records and demonstrated oversight) (
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pharmacystandards.org) (Y intuitionlabs.ai) and rigorously applying existing compliance tools (validation, risk management,
data integrity principles) to the new Al context. ChatGPT Enterprise’s built-in security features (encryption, access
controls, no customer data training) form a strong foundation (©°! openai.com). However, organizations must augment
these with procedural controls: clearly defined use cases, human review, audit trail mechanisms, and governance.

Industry examples (Sumitomo, pharma pilots) and expert analyses consistently underscore that Al is not inherently
incompatible with GxP — it merely requires careful stewardship (1 www.sumitomo-pharma.com) (©
www.continuousintelligence.ai). By integrating ChatGPT into standard operating procedures (with thorough documentation)
and leveraging it as an assistive tool rather than an autonomous actor, companies can unlock its productivity benefits
while satisfying auditors.

Looking forward, expectations are that regulators will increasingly focus on how well companies control Al processes
(rather than the technology itself). Firms should stay agile: track evolving guidance (21 CFR 11, CSA, Al regulations),
update validations, and invest in “explainable” and auditable Al practices. The ultimate goal is a compliance environment
where Al helps deliver safer, higher-quality products faster. Achieving that will require blending innovation (deep
generative models) with tradition (risk management, documentation, accountability). With the right framework, ChatGPT
Enterprise can become a valued, compliant member of the GxP toolkit.
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US market
in custom Al software development and pharma implementations with proven results across public biotech and
pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and ERP
systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al infrastructure
for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion, automated
document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field force
applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and automated
customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom data
visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and implementation
guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no representations
or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or availability of the information
contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives be liable
for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or damage whatsoever arising
from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated content may
contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of their
respective owners. All company, product, and service names used in this document are for identification purposes only. Use of these
names, logos, trademarks, and brands does not imply endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and biotech
companies. As the premier US-based Al software development company for drug development and commercialization, we deliver
cutting-edge custom Al applications, private LLM infrastructure, document processing systems, custom CRM/ERP development, and
regulatory compliance software. Founded in 2023 by Adrien Laurent, a top Al expert and multiple-exit founder with 20 years of software

development experience and patent holder, based in the San Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your business needs, please consult
with appropriate qualified professionals.

© 2025 IntuitionLabs.ai. All rights reserved.
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