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Executive Summary

ChatGPT Enterprise (launched Aug 2023) has rapidly evolved from a standalone Al chatbot into a powerful enterprise Al
platform that securely taps into internal data. Central to this evolution are ChatGPT Connectors, which allow the system
to interface with corporate tools and repositories (e.g. SharePoint, Google Drive, Salesforce, etc.) and perform retrieval-
augmented generation (RAG) over private data. In practice, this means a user can ask ChatGPT questions and have it
automatically search company docs, email archives, calendars, and other systems to ground its answers in real, up-to-
date enterprise content (" www.varonis.com) (%' help.openai.com). Advanced features — such as synclindexing of
documents (for fast lookup), deep research mode across multiple sources simultaneously, custom connector
build-outs (via the open MCP standard), and write actions (e.g. drafting emails or creating calendar entries through
Outlook/Google apps) — make ChatGPT Enterprise a versatile “universal agent” for business tasks (I°' help.openai.com) (*
help.openai.com). The platform retains enterprise-grade security (AES-256 encryption, SSO integration, and a strict policy
of not using customer data to train models (1°! intuitionlabs.ai)) and offers unlimited high-speed access to the latest models
(GPT-4 and GPT-5.x series) under an OpenAl data protection agreement.

Major organizations are already seeing dramatic productivity and innovation gains. For example, PwC signed up 100,000
seats on ChatGPT Enterprise (the largest enterprise contract to date) (*°! techcrunch.com), and by mid-2024 OpenAl
reported ~600,000 enterprise users (covering 93% of Fortune 500 companies) (- techcrunch.com). Financial firms
illustrate the impact: Morgan Stanley’s “Al @MS Assistant” (powered by GPT-4 Enterprise) gives 15,000 advisors instant
access to over 100,000 research documents (LSJ ng.investing.com), and Goldman Sachs rolled out a “GS Al Assistant” to
10,000 employees with plans for 100% rollout (°) www.cnbe.com). Empirical studies corroborate these gains: a
Harvard/MIT/BCG field study found that consultants using GPT-4 finished 12.2% more tasks 25% faster and at 40%
higher quality than a control group (I*°! reportwire.org). These case studies underscore that ChatGPT Enterprise
connectors can truly change how organizations use their data.

However, this power comes with new considerations. Integrating Al with sensitive data introduces risks of overreaching
access or inadvertent exposure. Analysts warn that with each connector enabled, enterprises must enforce least-privilege
permissions and monitoring to avoid unauthorized data leakage or insider misuse (") www.varonis.com). Microsoft’s
ecosystem adds its own solutions: ChatGPT workspaces can be registered as data sources in Azure Purview, enabling
compliance scanning of prompts and responses (*?! learn.microsoft.com). Looking ahead, both OpenAl and Microsoft are
extending these capabilities (e.g. Copilot Studio, multi-model agents, more connectors) and preparing for regulatory
scrutiny.

This report provides an in-depth examination of ChatGPT Enterprise connectors and features, especially as they relate to
Office 365 (SharePoint, Outlook, Teams) and Azure. We cover the historical context of Al in the enterprise, technical
architecture and connector types, security and governance, real-world deployments, and implications for the
future. Throughout, claims and data are supported by recent research, official documentation, industry analyses, and
case studies.

Introduction and Background

Generative Al in the enterprise: The Al agent revolution began with consumer chatbots like OpenAl's ChatGPT
(released Nov 2022) and quickly spilled into business. In early 2023 many firms experimented with ChatGPT for drafting
emails, writing code, or summarizing reports. However, unfettered use of public ChatGPT raised security and privacy
alarms: corporations worried about proprietary data being sent to unknown servers and possibly retained
(www.humai.blog). In response, OpenAl launched ChatGPT Enterprise (Aug 2023) as a secure tier tailored for
companies. Enterprise accounts provide unlimited enterprise-grade access to GPT-4 and later models, with faster
performance and advanced features (private deployments of new models, a higher context window, etc.) (*°!
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techcrunch.com) (°) intuitionlabs.ai). Crucially, ChatGPT Enterprise promises SOC 2 compliance, customer data
encryption (AES-256 at rest, TLS in transit), SSO with corporate identity providers, and a firm guarantee that
customer content will not be used to train OpenAl’'s models (\°/ intuitionlabs.ai). These assurances addressed
executives’ fears about intellectual property leakage (www.humai.blog). By late 2023, companies like PwC were already
committing at scale (PwC signed up 100,000 employees on ChatGPT Enterprise in May 2024 (1% techcrunch.com)).

Connected apps and the rise of connectors: Even as firms embraced ChatGPT Enterprise, a key limitation remained:
the base ChatGPT sat outside corporate data silos. Initially, integration was rudimentary. ChatGPT Enterprise allowed
manual file uploads or direct linking of files from Google Drive, OneDrive, or SharePoint (”"” www.varonis.com), but these
required a user to explicitly copy data into the chat and were one-off. In May 2024, OpenAl introduced “connected
apps'—a feature where users could connect third-party cloud storage and paste links for ChatGPT to retrieve as needed
(***) www.varonis.com). While connected apps were a step forward, the experience was still largely user-driven (uploading
files when needed) and offered limited automation.

Over 2025, OpenAl transitioned to a richer Connectors framework for ChatGPT Enterprise. Officially in late 2025 (with
rollouts continuing into 2026), ChatGPT Enterprise gained an integrated connectors system akin to Microsoft’s copilot
Graph connectors. Rather than manual uploads, ChatGPT can now automatically query multiple approved data sources.
From within a chat, a user can invoke connectors to scan corporate email, documents, and apps in real time, or run
batched “deep research” queries across indexed data.Connectors can operate on-demand (the “chat” mode), run
background sync/indexing of entire data sets, or perform multi-source research. Administrators can centrally manage
connectors via role-based access controls (RBAC) and can even do an admin-managed sync so that all user queries
immediately leverage corporate data from SharePoint, OneDrive, etc., without individual setup (*° help.openai.com) ("

office365itpros.com).

GPT models and agents: Alongside connectors, ChatGPT Enterprise has advanced its core models. After the initial
release with GPT-4, OpenAl has since rolled out newer generations (GPT-40, GPT-5.1, etc.) into Enterprise workspaces.
For instance, GPT-5.1 “Instant” and “Thinking” models (Nov 2025) brought adaptive reasoning enhancements (**
help.openai.com). Key features like “Advanced Data Analysis” (the continuation of Code Interpreter) and voice chat are
enabled by default in Enterprise. OpenAl even introduced specialized seats: in April 2026 a “Codex seat” (open only the
coding/GPT model) was made available for dev teams (*/ help.openai.com). Perhaps most notably, OpenAl has unveiled
agent capabilities: ChatGPT Enterprise can now launch autonomous workflows (“Agents with a single prompt”) that call
connectors and models iteratively to perform multi-step tasks (°“/ intuitionlabs.ai).

Competitive context — Microsoft Copilot: It is important to situate these developments in the broader industry context.
Microsoft, OpenAl’s close partner and investor, has been elsewhere embedding Al directly into Microsoft 365. Microsoft
365 Copilot (2023) and GitHub Copilot provide Al assistance inside Office apps and IDEs, backed by Microsoft Graph
connectors and semantic search. Copilot tools automatically leverage a user’s emails, calendars, OneDrive/SharePoint
files, Teams chat, and other data in-place under corporate governance (“* intuitionlabs.ai) (““! intuitionlabs.ai). By
comparison, ChatGPT’s connectors are architecturally similar (external connectors via APIs) but operate through the
standalone ChatGPT interface. In practice this means ChatGPT Enterprise can pull in some of the same data sources
(e.g. SharePoint, Outlook) but also many others (Dropbox, Salesforce, HubSpot, etc.) (! vww.varonis.com) (!
help.openai.com). As we detail below, enterprises often use both approaches: Microsoft Copilot for native M365
productivity, and ChatGPT Enterprise when a broad multi-cloud Al agent is desired.

This report explores all these aspects in depth. We begin with a technical deep dive into ChatGPT Enterprise connectors
and their advanced features (Sections 1-4), then examine Microsoft 365 and Azure integration (Section 5), analyze
security/compliance issues (Section 6), survey case studies and metrics of usage (Section 7), and conclude with
implications and future outlook (Section 8). All claims and data are meticulously cited from official documentation,
technical analyses, and empirical studies.

1. ChatGPT Enterprise Overview
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1.1 Enterprise Features & Security

ChatGPT Enterprise is designed for organizational deployment. Its baseline features include unlimited access to the
latest models (initially unlimited GPT-4 with no usage caps, now also offering GPT-5.x series for real-time reasoning) (°
intuitionlabs.ai). Users get much larger context windows and higher throughput compared to consumer tiers, enabling
heavier use cases. Enterprise workspaces also include 24/7 SLA-backed support, single sign-on (SSO) via
SAML/OAUTH (commonly integrated with Azure AD/Entra), and administrative analytics (usage metrics, impact surveys)
through a management console. OpenAl enforces a strict data usage policy: “your data stays your data” — all prompts,
documents, and outputs in the Enterprise service are encrypted and are explicitly excluded from model training (°
intuitionlabs.ai). These measures address chief corporate concerns about IP and privacy (www.humai.blog). For example,
AstraZeneca (a major ChatGPT Enterprise adopter) highlights that “customer data and prompts are never used to train
OpenAl's models” (“* intuitionlabs.ai), and Microsoft's own Copilot shares a similar guarantee under its data protection
addendum (?Y intuitionlabs.ai) (“*intuitionlabs.ai).

Users can also create Custom GPTs — fine-tuned chatbots with organization-specific knowledge — and share them within
the enterprise, all under admin control. Collaborative “Projects” let teams save and annotate multi-step conversations.
The second-generation data analysis tools (built on Codex) are accessible by default to process datasets and generate
charts. In April 2026, OpenAl introduced “Codex seats” as a new seat type in Enterprise workspaces ('°)
help.openai.com), catering to developers and enabling code generation at scale (conversely, non-coding users can be
assigned “Chat” seats). In all, ChatGPT Enterprise bundles frontier Al models (currently up to GPT-5.x), productivity
agents, and enterprise controls into a cloud service that promises both performance and compliance.

« Encryption & Compliance: All data in transit is secured via TLS, and at rest via AES-256. Enterprise accounts
comply with ISO 27001, ISO 27701, SOC 2 Type Il, and other standards. Notably, organizations can specify data
residency regions: options include US, EU, UK, Japan, etc. (This was a requirement for many Global 2000 firms.)
However, some limitations remain: for instance, the new SharePoint sync connector is only available for customers

with U.S. data-storage or those who accept U.S. hosting (**! office365itpros.com).

« SSO & User Provisioning: Enterprise workspaces integrate with corporate identity providers (e.g. Azure AD) for
SAML-based SSO and SCIM user provisioning. Admins can enforce multi-factor authentication and conditional
access as with other enterprise SaaS. Because ChatGPT Enterprise usage is audit-folded into corporate intranet,
organizations often use solutions like Microsoft Purview to log/store ChatGPT interactions (see Section 5).

« Administration & RBAC: A workspace owner has a console to set global policies: enable/disable internet browsing,
configure data controls (e.g. banned content categories), and manage connectors. Role-based access controls
(RBAC) allow admins to restrict who can use which apps/connectors or who can create new GPTs. This ensures that
not every employee may, by default, link the entire SharePoint repository to ChatGPT without permission. Apps and
connectors can be enabled or disabled per role or group (°! help.openai.com) (“°) help.openai.com).

All these enterprise-grade provisions ensure that ChatGPT can meet corporate IT requirements. However, widespread
adoption inevitably leads to concerns about how much data ChatGPT is seeing. On one hand, OpenAl does not store or
train on enterprise content by default (! intuitionlabs.ai); on the other, ChatGPT is now designed to actively unlock
arguably all of an organization’s structured and unstructured data via connectors. This trade-off — unprecedented access
to knowledge vs. data security risk — is central to deploying ChatGPT Enterprise. We address these issues later (Section
6).

1.2 Retrieving Company Data: From File Uploads to Intelligent
Connectors

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights Page 4 of
reserved. 20


https://intuitionlabs.ai/articles/astrazeneca-chatgpt-case-study#:~:text=ChatGPT%20Enterprise%20vs,grade%20security%20and%20management
https://intuitionlabs.ai/articles/astrazeneca-chatgpt-case-study#:~:text=ChatGPT%20Enterprise%20vs,grade%20security%20and%20management
https://intuitionlabs.ai/articles/astrazeneca-chatgpt-case-study#:~:text=ChatGPT%20Enterprise%20vs,grade%20security%20and%20management
https://intuitionlabs.ai/articles/astrazeneca-chatgpt-case-study#:~:text=ChatGPT%20Enterprise%20vs,grade%20security%20and%20management
https://www.humai.blog/how-top-companies-use-chatgpt-enterprise-real-case-studies-results-and-what-you-can-learn-from-their-success/#:~:text=Your%20data%20stays%20your%20data,companies%20worried%20about%20intellectual%20property
https://intuitionlabs.ai/articles/astrazeneca-chatgpt-case-study#:~:text=,to%20the%20full%20model%20suite
https://intuitionlabs.ai/articles/secure-chatgpt-azure-integration#:~:text=into%20the%20Microsoft%20365%20ecosystem,meaning%20it%20can%20retrieve%20information
https://intuitionlabs.ai/articles/astrazeneca-chatgpt-case-study#:~:text=,to%20the%20full%20model%20suite
https://help.openai.com/en/articles/10128477-chatgpt-enterprise-edu-release-notes#:~:text=New%20Codex%20seats%20in%20ChatGPT,Enterprise
https://help.openai.com/en/articles/10128477-chatgpt-enterprise-edu-release-notes#:~:text=New%20Codex%20seats%20in%20ChatGPT,Enterprise
https://office365itpros.com/2025/10/13/sharepoint-connector-chatgpt/#:~:text=OpenAI%20notes%20that%20synchronized%20connectors,US%20data%20residency%20configurations.%E2%80%9D
https://help.openai.com/en/articles/11487775-connectors-in-chatgpt.webp#:~:text=Synced%20connectors
https://help.openai.com/en/articles/11487775-connectors-in-chatgpt.webp#:~:text=Custom%20connectors
https://intuitionlabs.ai/articles/astrazeneca-chatgpt-case-study#:~:text=ChatGPT%20Enterprise%20vs,grade%20security%20and%20management
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=chatgpt-enterprise-connectors-office-365-azure-guide.pdf
https://intuitionlabs.ai/articles/chatgpt-enterprise-connectors-office-365-azure?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=chatgpt-enterprise-connectors-office-365-azure-guide.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=chatgpt-enterprise-connectors-office-365-azure-guide.pdf

[P neuitiontabs  intuitionLabs - Al Software for Pharma & Biotech ChatGPT Enterprise Connectors: Office 365 & Azure Guide

Before mid-2024, companies using ChatGPT could only feed data by copy-pasting text or uploading files directly into a
conversation. After warm-up, the decisive breakthrough was to plug ChatGPT into corporate systems.

« Connected Apps (Legacy, 2023-2024): Early in ChatGPT Enterprise, OpenAl offered an integration to Google Drive, OneDrive, and
SharePoint that allowed users to browse their cloud files through a popup. A user could click an “attach” button, authorize their account,
and pick a file from a dropdown menu () vww.varonis.com). ChatGPT would then ingest that file's contents for the chat session.
Admins had a simple on/off toggle for connected apps. Crucially, these uploads were ephemeral: ChatGPT did not permanently store or
train on them, though a short interaction history (messages and responses) was kept for a time (*// www.varonis.com). This feature
meant end-users could manually bring small pieces of enterprise content into ChatGPT, but it was entirely user-driven. Notable gaps
remained: there was no way for ChatGPT to proactively search internal data or perform complex queries across many files unless users
explicitly attached each file.

« Connectors (2024-2026): In May 2024, OpenAl announced the ChatGPT Business/Enterprise “connected apps” feature (which

later became “connectors”) to bridge this gap ([151 www.varonis.com). Unlike legacy connected apps, connectors are designed for
trustworthy, automated access to approved data sources. They fall into several categories (described in detail below): quick query
connectors, deep-research connectors, synced-index connectors, and custom MCP connectors. For example, rather than manually
copying a contract file, a user can now type “Find the Q4 budget numbers in our SharePoint” and ChatGPT will automatically use the
SharePoint connector to fetch the relevant document. Multiple connectors can be active simultaneously, letting ChatGPT “scan” disparate
systems (e.g. OneDrive + Salesforce + Calendar) in one prompt (L28J
365 Copilot, which leverages the Microsoft Graph to surface relevant emails, documents, and chats; but ChatGPT’s connectors are not

www.varonis.com). The experience is similar in spirit to Microsoft

limited to Microsoft apps — they span Google, Box, GitHub, HubSpot, and many others (HJ www.varonis.com) (LZJ help.openai.com).

Organizations gain both functionality and control: ChatGPT with connectors transitions from a standalone Q&A bot into an
enterprise “Al agent” that can reference live company data. However, enabling connectors requires care. Admins can
selectively enable connectors per workspace and per user roles, and can use admin-managed sync to pre-index huge
data sets (ensuring ChatGPT won't hit performance bottlenecks or miss new files) (*°' help.openai.com) (°)
help.openai.com). OpenAl’s release notes emphasize that even with sync, ChatGPT will only show results consistent with
each user’s permissions. For instance, SharePoint is governed by strict email-domain matching: a user’s ChatGPT login
(e.g. her corporate email) must match her SharePoint account to see content (°”) office365itpros.com).

In sum, ChatGPT Enterprise has evolved from passive consumer Al to an integrated enterprise Al taxi for your data. In
the subsections below we define the connector taxonomy and describe the current capabilities in detail.

2. Connector Architecture and Types

ChatGPT Enterprise connectors provide bidirectional communication between the Al model and external data
systems. Conceptually, each connector is an approved OAuth app or API integration that ChatGPT can invoke as
needed. The end-to-end flow is typically: (1) a user initiates a chat and selects one or more connectors (or says so in
prompt); (2) ChatGPT’s system calls out via secure APIs to fetch data (either on-demand or from an indexed cache); (3)
the model processes retrieved data plus the user’s prompt; (4) the answer is returned, often with citations/links back to
the source.

In practice, connectors come in three usage modes and one extension mechanism:

« Chat (On-Demand) Connectors: These perform immediate queries during a conversation. After the user enables a connector (in
Settings or by choosing it in-chat), one can ask “Find X in [Target Application]” and ChatGPT will fetch relevant info on the fly. Results
appear inline in the chat with citations or links. For example, ChatGPT’s connected Gmail or Outlook app (for Enterprise users) can read
your mailbox and can answer “Show me the latest email from Alice about budget” (BlJ help.openai.com). These are typically “read-only”
connectors, but can retrieve metadata and file contents to ground answers. All enterprise plans support chat-mode connectors (with the
Pro/Business/Enterprise tiers also supporting “Deep Research” queries).
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+ Deep Research Connectors: Certain connectors have an enhanced deep research mode, intended for complex multi-source analysis.
This is somewhat akin to instructing ChatGPT to do a targeted literature review — you can ask it to scour the knowledge base of approved
sources to compile a report with evidential citations. In practice, when a deep-research connector is used, ChatGPT breaks the query into
sub-queries across all allowed sources (including the web by default) and aggregates the findings. The result is a longer, multi-paragraph
answer with numbered citations to specific documents or emails. Deep research is enabled by default in Plus/Pro/Business/Enterprise
plans; it is disabled if your plan only allows simple chat. In effect, deep research mode can call chat connectors multiple times and post-
process the multiple results. It is ideal for tasks like “Compare our new product against competitor X using internal sales docs and public
sources.”

« Synced Connectors (Indexed Connectors): These connectors pre-index data in a background process, so that ChatGPT can query
them very rapidly and at scale. When sync is enabled for a connector (where supported), the system scans and stores metadata (and in
some cases full-text or embeddings) from the source service. For example, the SharePoint connector can be set by an admin to
synchronize a whole SharePoint site collection. ChatGPT then builds an internal “knowledge base” of those documents. When the user
asks a question, ChatGPT can instantly search this local index (using semantic search or keyword search) rather than calling the external
APl in real time. This greatly speeds retrieval and makes “deep research” queries feasible on large corpora. Not all connectors currently
support sync (e.g. Google Drive sync exists; OneDrive/SharePoint sync is newer). Synced connectors automatically use the workspace’s
RBAC to filter content: a document indexed from SharePoint will only be returned if the querying user actually has permission to see it
(ISOJ office365itpros.com). Once set up, the synchronization is incremental — new or changed files become visible in ChatGPT within

minutes to an hour (Il7| office365itpros.com).

e Custom Connectors (MCP): The Model Context Protocol (MCP) is an open standard for defining how Al agents fetch data from APIs.
ChatGPT Enterprise supports third-party (partner) and custom integrations via MCP. Administrators and developers can publish their own
MCP connectors into the workspace. Examples already available include HubSpot, Monday.com, Rovo Jira (Atlassian), various SaaS
databases, etc. Using MCP, an organization can integrate proprietary systems (e.g. an internal CRM) with minimal code. Once added,
these appear in the Apps & Connectors directory for users to enable. MCP connectors support both “chat” and “sync” modes: a custom
connector can be written either to fetch live data on demand or to index content in bulk. OpenAl’s release notes indicate dozens of MCP
connectors by partners (e.g. Amplitude, Monday.com, Stripe, Zoho, etc.) (132] help.openai.com) (129] help.openai.com), and
enterprises can build their own using ChatGPT’s developer console. Fine-grained controls let admins disable specific actions for

connectors (for instance, to allow read-only versus read-write) (133] help.openai.com).

In summary, ChatGPT connectors act like secure “windows” into your enterprise IT. They let the Al search,
synthesize, and even write data across tools, under admin governance. The next two sections examine built-in
connectors by category and detail how they integrate with Microsoft 365 and Azure systems.

Connector Category Examples of ChatGPT Enterprise C (built-in or

Cloud Storage / Files: Document repositories and

dri Google Drive, Microsoft OneDrive, SharePoint, Dropbox, Box, Egnyte
rives

Email & Calendar: Corporate comms and scheduling Gmail, Microsoft Outlook (Email & Calendar) (lSlJ help.openai.com)

C ion & C ication: Team chat and
meeting history

Microsoft Teams ([J/l] help.openai.com), Slack, Yammer, Confluence (via MCP)

Productivity / Office Apps: Spreadsheets, documents, . . . )
. Google Docs/Sheets/Slides, Microsoft Word/Excel/PowerPoint (via M365)
presentations

CRM & Sales: Customer data and contacts HubSpot, Salesforce, Zoho CRM, Microsoft Dynamics (via MCP)

. . 35
DevOps & Project Mgmt: Code repos, tickets, tasks GitHub, Azure Boards (LQDJ help.openal.com), GitLab, Jira (Rovo connector), Linear, Asana
Notes & Knowledge Bases: Internal wikis, notes Notion, Confluence, SharePoint Wiki

Markdown renderers; Canva (graphics) ([1] WWW. VarOﬂiS.COln); !\/Ionday.com ([06] help.openai.com); Vercel; Stripe;
SenchatGPT Agents; etc. (via MCP prefixes)

Custom & Other SaaS: Specialized services

Table 1: Representative ChatGPT Enterprise connectors. (All connectors require admin enablement. “Sync” capability is
supported for some connectors, e.g. Google Drive and SharePoint, allowing entire data sets to be indexed.)

3. Key Connector Integrations
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Below we delve into specific connectors that illustrate how ChatGPT Enterprise interfaces with Office 365/SharePoint
systems and with Azure. We also touch on connectors for Google Workspace and other common enterprise services.

3.1 SharePoint and OneDrive (Microsoft Office 365)

The SharePoint connector is a flagship example. As Tony Redmond notes, ChatGPT has long allowed individual users to
connect via OAuth to OneDrive and SharePoint and query files limited to what that user can see (°! office365itpros.com).
In October 2025 OpenAl introduced an “admin-managed sync connector” for SharePoint Online and OneDrive for
Business ("' office365itpros.com). Once a tenant admin (also a SharePoint admin) configures this connector, it can be
deployed to the whole organization. The admin chooses which site collections or libraries to include; ChatGPT then
copies those files into its enterprise knowledge base. Critically, file-level permissions are preserved: each user only
sees a file in ChatGPT if they already had access in SharePoint (°°) office365itpros.com). OpenAl states that new or
updated SharePoint files become available in ChatGPT within about an hour of change (') office365itpros.com).

With SharePoint connector enabled, employees can simply ask ChatGPT questions that range across all corporate
documents. For example, “Summarize the Q3 earnings deck from our finance SharePoint site” or “List stakeholders
tagged on the [Project X] SharePoint folder.” ChatGPT will transparently retrieve the relevant file(s) by file name or
keyword, extract content, and generate a response with citations to the SharePoint documents. All SharePoint
permissions carry over: a team member cannot use ChatGPT to view a confidential finance doc unless they had explicit
permission in SharePoint (°°! help.openai.com). Remedying early enterprise Al issues (where users had blindedly
uploaded sensitive docs), the SharePoint connector is governed by IT: it is disabled by default in Workspaces, and
admins assign connector access via RBAC.

OpenAl’s documentation confirms this behavior. The official SharePoint app page states that it can “read content and
metadata for files and folders you can access in SharePoint”, and will “respect SharePoint permissions, including items
shared with you” (°° help.openai.com). It also notes an important limit: maximum file size is 100 MB, so very large media
files or database attachments may be skipped (°° help.openai.com). Once an Enterprise admin flips on the SharePoint
app with sync, “ChatGPT will automatically reference your SharePoint content when relevant” to any query (*°!
help.openai.com). In short, ChatGPT effectively becomes able to reason over the full textual content of approved
SharePoint/OneDrive data just as easily as it does web search results.

This SharePoint integration brings ChatGPT’s capabilities into direct competition with Microsoft 365 Copilot. Interestingly,
Tony Redmond observes that Microsoft's Copilot already had its own SharePoint “agents” and a new Knowledge agent in
preview, so Microsoft was leery of OpenAl encroaching on SharePoint data access (““! office365itpros.com). Still, after
decades of storing company knowledge in SharePoint, many enterprises found Copilot’s handling of noisy content
challenging (sensitivity labels and content discovery policies had to be painstakingly set). OpenAl’s approach mirrors this
by allowing scoped connectors: admins can limit what libraries ChatGPT indices, akin to content-retriction policies. If a
sensitive file is labeled or excluded, then ChatGPT'’s synced content will simply ignore it — though the mechanism for
applying those label policies (existing SharePoint DLP rules) is implicitly preserved by domain matching.

Table 2: ChatGPT Enterprise vs Microsoft 365 Copilot (select features).

Feature | Aspect ChatGPT Enterprise (Connectors) Microsoft 365 Copilot (Graph & Agents)

[5]

-
5

OpenAl's GPT (GPT-4, GPT-5.x), with plug-in agent framework (
Primary Model GPT-4 (Microsoft's inhouse variants and other GPT-family models, plus Anthropic, Gemini)

intuitionlabs.ai

Integrated into Office apps (Word, Outlook, Teams, Excel, etc.) (1411 intuitionlabs.ai)

Core Interface Standalone chat interface (web or API) 21]
(

intuitionlabs.aliy

Microsoft Graph data: Outlook mail, OneDrive, SharePoint, Teams chat, plus Graph
Connectors to 3rd-party apps: Google Drive, Salesforce, GitHub, Box, SharePoint, [21] ; .
intuitionlabs.ai) (

22
[1] . [2] . Connectors into external data sources (search index) ( (22]
etc. (1 WwWw.varonis.com) (! help.openai.com,

Data Sources

intuitionlabs.aiy
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Feature | Aspect ChatGPT Enterprise (Connectors) Microsoft 365 Copilot (Graph & Agents)
Data Scope Respects underlying app permissions (OAuth/Graph security trimming) ([38] Inherits Microsoft 365 permissions. Graph Connectors index with ACLs for security trimming
Enforcement help.openai.com) ([221 intuitionlabs.ai

On-demandireal-time retrieval (chat queries APIS), plus optional sync/index of entire Pre-indexed retrieval (Semantic Index) via Graph Connectors and Copilot Studio. No live

Type of Retrieval Q .
repos for RAG (] help.openai.com) d*2l www.varonis.com web access by default.

Now supports write actions in connected apps (e.g. draft Outlook email, schedule

Write-back Supports actions via Office Ul (e.g. Copilot can draft in Outlook). Less “on behalf of” external
Actions meeting) ([4] help.openai.com) APIs.
Custom Custom MCP connectors (build/register custom APIs), new experimental Plugins/Apps

I [26] . [33] . Copilot Studio agents (MCP-based) and Power Platform connectors, but within MS ecosystem.
Extensibility “*" help.openai.comy (! help.openai.com,

5 . . . .
Security | Data not used to train model, complies with ISO/SOC standards ([J] Data stays in tenant; Microsoft is data processor under customer DPA; also commits not to use
ini . - [24 :
Training intwtionlabs.ai) against LLM training ([ 1 intuitionlabs.ai)
[16]
G Admin console for RBAC, connector enablement, analytics ( Governance via M365 compliance center (e.g. audit Copilot chats); uses Microsoft Purview
overnance
) licy fi k.
help.openai.com) (?®! help.openai.com) poley framewor
i ion: " ) . + sossibility (120] . ) ) ! '

Use Case Broad integration; synthesis across Saas tools; custom “agents” possibility ( Deep integration in productivity apps; strong coverage of M365 data; multi-step “agentic”
Strengths workflows via Copilot Studio.

intuitionlabs.ai

Table 2: Comparison of ChatGPT Enterprise and Microsoft 365 Copilot in the enterprise. Note ChatGPT uses
“connectors” (often live API queries via MCP), whereas Copilot relies on Microsoft Graph and pre-indexed search.

This comparison highlights key differences: ChatGPT connectors excel at cross-platform reach — it can query
Salesforce CRMs, Git repositories, and web APIs that Copilot cannot (outside limited Graph-connector support). Copilot’s
strength is native embedding in apps with low friction — e.g. suggesting text in your Word doc or Excel formula in situ,
backed by M365. In practice, many firms run both in parallel, using Copilot for everyday Office work and ChatGPT for
cross-system tasks.

3.2 Outlook and Teams Connectors

ChatGPT Enterprise also provides connectors for Microsoft Outlook and Teams, enabling it to read and (with
appropriate scope) write corporate communications. According to OpenAl's documentation, the Outlook connectors
(separate ones for email and calendar) are available to Enterprise subscribers (°! help.openai.com). The status table
confirms: Outlook Email and Calendar connectors support chat and deep-research queries, though they do not (currently)
support syncing (° help.openai.com). Similarly, the Teams connector is listed as chat/deep support (°* help.openai.com).

In basic use, a user can ask ChatGPT things like “Email all team members the meeting agenda” or “When is Alice’s next
free slot this week?” and the Outlook/Calendar connectors will fetch or create data. Notably, in March 2026 OpenAl
added write actions to these apps (I“' help.openai.com). For example, with the Outlook app, ChatGPT can now compose a
draft email given a prompt. The release notes state: “You can now use apps like Microsoft Outlook email to draft emails
for you” () help.openai.com). These write features are locked behind admin switches (they are disabled by default for
safety), and may require additional admin approval of OAuth scopes in Entra ID (*° help.openai.com). Once enabled,
ChatGPT could fill in an email draft in your mailbox, but leaves it up to the user to review/send.

In a Teams context, a connector can pull messages or status info. (A Teams chat connector might allow queries like
“Show me the last discussion on [Project X] from our team channel.”) For now, write-back (posting to a channel) is not
explicitly listed, but custom MCP agents could in principle do that. Meanwhile, Copilot/Graph native integration already
lets one use Al inside Teams (e.g. a chat assistant in Teams). ChatGPT’s offering here is more about letting users play
with their team data in the ChatGPT UI.
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3.3 Google Workspace Connectors

For organizations using Google services, ChatGPT matches features for Gmail, Google Calendar, Google Drive, and
Google Contacts. These all appear as connectors in the interface, with Gmail and Calendar being “automatic” on GPT-5
(ChatGPT can proactively use them when relevant) ( ). The Google Drive connector (introduced via
release notes) consolidates Docs, Sheets, and Slides into a single app, synced by default for Enterprise/Edu admins (

). Deep research over Google Drive allows ChatGPT to leverage a company’s entire Drive contents. As
with Office data, access is limited by each user’s Google permissions. Importantly, write actions in Google Docs/Sheets
are also now possible ( ): e.g. “Create a draft quarterly sales presentation” can cause ChatGPT to
generate a new Google Slides file populated with content and visuals.

The broad suite of Google connectors means ChatGPT can operate similarly on mixed-IT stacks. For example, a prompt
could pull raw data from Google Sheets, combine it with CRM info in HubSpot (below), and then instruct ChatGPT to
produce an internal report. And because connectors are managed centrally, IT can allow only the needed ones (e.g.
permitting only Drive and Gmail but not other Google APIs).

3.4 Other Notable Connectors

Beyond the giants above, ChatGPT Enterprise has connectors for many popular productivity and SaaS apps: Box,
Dropbox, GitHub, HubSpot, Linear, Notion, Semrush, Canva, Stripe, and more ( ) ( ).
Several are worth highlighting:

« GitHub/GitLab: These connectors allow ChatGPT to query code repositories and issues. For example, ChatGPT
can scan README files or search for function definitions in a repo. GitLab Issues and Help Scout (customer-ticket
systems) are listed under “synced connectors” ( ), meaning an indexed set of tickets can be
queried.

« HubSpot/ICRM: HubSpot's connector (built-in) lets ChatGPT reference a company’s sales data and contact lists. A

prompt like “Who are our top 5 prospects this quarter?” could cause ChatGPT to query HubSpot's pipeline via the
connector.

« Notion/Confluence: Knowledge bases and wikis (Notion, Confluence) are also connected. If a team keeps SOPs in
Notion, ChatGPT can search that during a Q&A.

« Content & Research: Instagram Canva (for slide design) and Semrush (SEO data) show that connectors cover
even marketing tasks.

o Custom/MCP: Finally, any data service with an AP| can become a ChatGPT connector via MCP. OpenAl's release
notes list partner-built connectors (Amplitude, for meeting transcriptions, project boards, Stripe
billing, etc.) ( ). In many cases these are “access connectors” (live query only), but the plans for
MCP include full sync support.

As an example of coordinated usage, consider the scenario from a Varonis analyst: a user asks “Create a Q4 business
plan based on company priorities and current pipeline projections.” ChatGPT could use multiple connectors in one
conversation — it might first fetch project summaries from SharePoint, pull sales pipeline figures from HubSpot (or Excel
in OneDrive), gather customer sentiment via Gmail/Slack, and then synthesize an action plan. The key point is that
ChatGPT itself orchestrates the retrieval: the user sees a single chat answer, but under the hood several connectors are
at play.

4. Advanced Connector Features and Controls
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Beyond simply connecting, ChatGPT Enterprise offers a suite of intelligent features around connectors that enhance
performance, governance, and safety:

« Indexing and Sync: As noted, admins can enable sync on certain connectors. When sync is on (for Google Drive, SharePoint, etc.),
ChatGPT builds an internal, indexed copy (vector or semantic index) of the data ([3] help.openai.com) ([20] help.openai.com). This
means answers can be returned almost instantaneously without calling the remote API again. OpenAl’s release notes emphasize this for
“synced connectors” (like Azure Boards, Basecamp, Zoho CRM) in that they deliver “faster, higher-quality answers” for knowledge-heavy
queries ([29} help.openai.com). Importantly, even in indexed mode ChatGPT auto-respects permissions: it will only present indexed
content that the user is allowed to see, thanks to the domain/RBAC enforcement. Sync is especially valuable for large document corpora:
for instance, if a legal department has thousands of contracts in SharePoint, enabling sync will let ChatGPT quickly search across them.

« Deep Research Mode: For enterprise plans, ChatGPT users can activate Deep Research, which turns on multi-source querying. In this
mode, a prompt like “analyze” or “compare” will prompt ChatGPT to use all available connectors plus the web. The system will pull text
from various sources, chain-of-thought thru it, and produce a detailed report with citations. This uses both chat connectors and any

synced indexes. Recalling the Harvard study (\10\ reportwire.org), one can imagine how deep research mode could dramatically boost
knowledge work — essentially offloading background research tasks to the Al.

« Write Actions and Automation: As of March 2026, ChatGPT Enterprise’s connected apps support write operations in Microsoft and

Google apps (W help.openai.com). For instance, through the Outlook connector ChatGPT can draft an entire email (in DRAFT form)
based on a user’s instruction. Calendaring is similarly supported. Such write features remain admin-gated; admins must enable them in

the console (since the underlying OAuth scopes had to expand) ([43] help.openai.com). But once enabled, it means ChatGPT can act,
not just answer. For example, an ops team lead could tell ChatGPT “Schedule a lunch poll with these 8 emails for next week,” and
ChatGPT would create the Calendar event and invitees accordingly. In effect, ChatGPT’s conversational agent is now bi-directional with
enterprise apps.

« Custom Connector Controls: Enterprises often want fine governance. OpenAl has added controls to manage connector capabilities at

the action level (P"ﬂ help.openai.com). Admins can disable specific actions (e.g. allow read but disable write) on a per-connector basis.
When a connector publisher adds new features, admins can refresh the actions list and approve or deny them. This ensures that even
approved connectors don’t suddenly get dangerous new abilities without admin review.

+ Logging and Monitoring: ChatGPT Enterprise workspaces log usage of connectors. Admins can see which user invoked which
connector in the dashboard. In principle, these logs (like all workspace data) can be ingested into corporate SIEM or compliance tools.
Microsoft, for example, offers a Purview data source specifically for ChatGPT that can scan conversation metadata (prompts/responses)

(”2] learn.microsoft.com). While not connector-specific, this demonstrates the trend: Al interactions (including connector use) are
becoming first-class items in enterprise audit trails.

These features make Connector usage safe, fast, and auditable. Table 1 (above) summarized what connectors exist,
while Table 2 (left) compared the ChatGPT enterprise model to Microsoft’s copilot model. Below we discuss two broad
integration scenarios in more detail: SharePoint/Office 365 and Azure/other enterprise data.

5. Office 365 and Azure Integration

ChatGPT Enterprise is often deployed in organizations that largely operate in Microsoft ecosystems. We therefore
examine integration details for Office 365 (SharePoint, OneDrive, Outlook, Teams) and Azure platforms (Boards, Purview,
Azure OpenAl).

5.1 SharePoint Integration Revisited

As detailed in Section 3.1, the SharePoint connector asynchronously syncs content into ChatGPT. Recent OpenAl
communications emphasize its copilot-like capability. For example, Office365ITPros notes that after setup, SharePoint
files appear in ChatGPT as “admin-managed” copies, and new changes propagate within an hour (! office365itpros.com).
Administrators must have both SharePoint admin and ChatGPT admin roles to configure it. Critically, the SharePoint
connector uses Graph application permissions: specifically, it applies the scopes Sites.Read.All and Files.Read.All to
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fetch documents in bulk (" office365itpros.com). It also uses Group.Read.All and GroupMember.Read.All to match users
between systems. In practice, this means ChatGPT's Azure AD app has broad read access to the tenant’s files (subject
to the site/folder scoping chosen) (! office365itpros.com). Because these are app-level permissions, the service itself
(ChatGPT backend) can pull entire sites without each user re-authorizing.

However, OpenAl clarifies that despite app-level access, file visibility is still filtered. A user’'s ChatGPT login must have
an email domain matching the tenant, and it will only see those SharePoint files it is authorized to see. Redmond
observes a minor caveat: Microsoft allows a user’s “User Principal Name” (identity) to differ from their “Primary SMTP
address” (email). If an admin sets up ChatGPT based on the Azure AD UPN, users might have a different email in
Outlook — leading ChatGPT to think they lack access even if they do under a different alias (*"
is an implementation detail that tenants should watch.

office365itpros.com). This

The SharePoint connector’s capability is extensive: ChatGPT can read text from any supported file

48]

(txt/pdf/docx/pptx/xIsx) in the selected sites (“ help.openai.com). (Notably it cannot directly index SharePoint Wiki pages
or some site metadata; only files are included.) In return it can answer questions like “Which documents mention [specific
client]?” or “Summarize the status of project Y based on our SharePoint plans and reports.” Because it retains citations,
ChatGPT will link back to the actual SharePoint files in its responses. In essence, SharePoint content becomes as

searchable and summonable as data on Google.

5.2 Azure DevOps and Boards

Another Microsoft-centric connector is Azure Boards (part of Azure DevOps). OpenAl provides a built-in “Azure DevOps

app with sync” (*°!

help.openai.com). When enabled and authenticated (on behalf of a user’s Azure AD account), ChatGPT
can query the organization’s DevOps projects. It can list work items (user stories, tasks, bugs) and related comments,
filter by tags or states, etc. The help center notes that Boards sync allows ChatGPT to index projects, teams, iterative
releases, and even attachment metadata (°°! help.openai.com). This is invaluable for engineering teams; for instance, a
developer could ask: “List all high-priority bugs in our next sprint and summarize their latest activity.” With Boards sync,

ChatGPT can pull that from Azure DevOps without manual reporting.

Azure Boards also exemplifies how Microsoft and OpenAl are coordinating: in the release notes for Nov 2025, Microsoft
noted that ChatGPT’s Azure Boards connector is now generally available to Enterprise/Edu users alongside others like
Zoho CRM (1’ help.openai.com). This means OpenAl officially recognizes Azure Boards as a first-class enterprise data
source. In fact, [60] highlights “ChatGPT Enterprise/Edu workspaces can now use ChatGPT connectors for Azure
Boards” and emphasizes their value for strategy reports and internal research (*? help.openai.com). After syncing, any
Azure Boards query a user makes is answered using the indexed work items.

Importantly, the Azure Boards connector respects Azure DevOps permissions. If a user had no access to certain projects
or items in Azure DevOps, ChatGPT will not surface them. The underlying access token for the sync (tied to the user’s
OAuth credentials) enforces this. Therefore, like SharePoint, the principle is “least privilege”: ChatGPT cannot see
development work outside your access scope.

5.3 Microsoft Purview and Governance

As corporations deploy ChatGPT at scale, they must also ensure compliance and data governance. Microsoft is
addressing this by extending its Purview data governance platform to ChatGPT. Purview’'s new OpenAl connector
(currently in preview) allows organizations to ingest ChatGPT Enterprise interactions as a data source ("'”
learn.microsoft.com). In practice, this means Purview can scan the text of prompts and responses across all users’ chats.
The supported capabilities include full-text extraction of questions and answers (°* learn.microsoft.com), classification,
labeling, and lineage tracking.
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For example, an organization can set up Purview to “run a scan of ChatGPT interactions from the current date or earlier”
by giving it an Enterprise ChatGPT API key. Purview will then pull metadata and content (as if it were another data
repository) (*?! learn.microsoft.com) (°* learn.microsoft.com). This is critical for auditing sensitive data leaks: if an employee
inadvertently prompts ChatGPT with private PHI or internal secrets, Purview can flag that as a DLP event. The connector
requires an Azure subscription and permissions (it runs as a managed identity with
Purview.ProcessConversationMessages permissions (1°? |earn. microsoft.com)).

Notably, this integration is part of Microsoft’s larger strategy to treat Al interactions like they treat email or documents: as
governable content. Purview doesn’t stop ChatGPT from working — it simply provides observability and classification.
Combined with conditional access or labeling policies, an enterprise could even restrict which documents ChatGPT can
see (for example, exclude top-secret file cabinets from the index).

5.4 Azure OpenAl Service vs ChatGPT Enterprise

Many enterprises have the option to host OpenAl models in Azure via the Azure OpenAl Service (AOS), now renamed
Microsoft Foundry (1! intuitionlabs.ai). AOS provides API access to GPT-4/5 and other models within the customer’s
Azure tenant. Key features include Azure AD tokens, private networking (VNet injection), and guaranteed compliance
certifications. Unlike consumer ChatGPT, no model weights or training occurs outside the tenant — all prompts,
embeddings, and completions stay within Azure (°*! intuitionlabs.ai). Companies like KPMG have highlighted Azure
OpenAl’s appeal for controlling model fine-tuning on proprietary data (°*! intuitionlabs.ai).

ChatGPT Enterprise differs: it is a multi-tenant SaaS hosted by OpenAl (even though OpenAl publishes usage reports,
e.g. 600k enterprise users as of 2024 (\" techcrunch.com)). In exchange, it provides the turnkey chat interface, automatic
updates, and connectors we’ve described. An organization could instead build a similar assistant using Azure OpenAl +
Azure Al Search (the RAG pattern) (°°) intuitionlabs.ai) (°*) intuitionlabs.ai), but that requires more development effort.
(Indeed, Microsoft often points out Copilot as the “built-in” integrated alternative to avoid such custom work.)

In any case, enterprises often combine these approaches. For instance, they might use Azure Al Search as an
intermediate semantic index (it has connectors to index SharePoint, SQL, blob storage, and even a preview SharePoint
indexer (°"!intuitionlabs.ai)) and then use Azure OpenAl. Alternatively, they can let ChatGPT’s own connectors index and
search the same content without building the pipeline themselves. The net result is similar: Al answers grounded in
corporate data.

5.5 Azure Data and DevOps Connectors

Besides Office 365, ChatGPT also connects to other Azure-based data and tools:

« Azure Boards and DevOps (as above): Worked in tandem with Microsoft's announcement that ChatGPT
Enterprise now includes Azure Boards as a managed connector (°°) help.openai.com). This bridges corporate
development processes with the Al.

« Azure Repos/Git (Future): Although not yet announced by OpenAl, it stands to reason that Azure Repos (the Git

service in DevOps) could similarly be a connector. (GitHub already is.)

« Azure AD (Entra) integration: ChatGPT Enterprise can be tied to Azure AD for SSO. Each user’s ChatGPT identity
is backed by their Entra ID. RBAC settings for connectors often rely on Azure groups. For example, when the
SharePoint connector syncs, it may capture Azure security groups from SharePoint and match them to chat
workspace roles (1! office365itpros.com).

« Azure Cognitive Search: One of the most prominent Azure services for enterprise data retrieval is Azure Cognitive
Search (formerly Azure Search). It allows indexing of data from SQL, Azure Storage, Cosmos DB, and even
SharePoint. If an organization has built an Az Search index over its data, they can use the “Azure OpenAl on Your
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Data” workflow to connect that index to an OpenAl completion model (°/ intuitionlabs ai). This essentially forms a
managed RAG solution using Microsoft infrastructure. While not strictly a ChatGPT “connector”, it is a parallel path
for using Azure Al. OpenAl’s own “ChatGPT RAG" architecture works similarly, so the underlying idea is consistent.

« Other Azure Services: In principle, any Azure-hosted data (Blob, SQL, Data Factory pipelines) can be accessed via
custom connectors. For instance, a database can be exposed through Azure Functions or API apps, and then
hooked into ChatGPT via an MCP connector. Microsoft's emphasis on Azure Al Search and custom Al pipelines
suggests that enterprises should plan such integrations on a case-by-case basis, often using Power Automate or
Azure Logic Apps as glue.

6. Security, Privacy, and Compliance
Considerations

Data Privacy Guarantees: OpenAl’s published stance is clear: ChatGPT Enterprise does not train on enterprise data.
Unlike free-tier ChatGPT, which is constantly improving the model from aggregate usage, Enterprise usage is siloed (°
intuitionlabs.ai). OpenAl states that it treats enterprise data under a strict Data Protection Addendum. This is critical for
compliance with regulations like GDPR or HIPAA: the customer remains the data controller, and OpenAl is a processor
that cannot reuse the data. By design, enterprise chats are deleted on a set schedule and are isolated from the public
ChatGPT corpus.

Access Control and Least Privilege: As Varonis advises, each connector introduces a potential risk. Unchecked, a
connector could expose large volumes of data to unintended users. Mitigation strategy therefore requires minimizing
permissions. Admins should enable only the connectors that users truly need. Within each connector’s scopes, stick to
read-only whenever possible (write actions should be restricted to specific groups). Both OpenAl and Microsoft
recommend following least privilege; e.g. if only certain SharePoint sites are needed, do not grant Sites.Read.All on the
entire tenant. For example, Redmond notes that OpenAl’'s SharePoint app uses broad scopes (Sites.Read.All) to

function, so the alternative is configuring the connector only on necessary libraries (1! office365itpros.com).

Furthermore, connectors create cross-system queries that could inadvertently combine data in risky ways. For instance,
ChatGPT could accidentally correlate a sales ledger in Excel (OneDrive) with HR notes in SharePoint if both connectors
are enabled. Enterprises must ensure sensitive data is segmented. Tools like Microsoft's Restricted Content Discovery
(for Copilot) or ChatGPT’s own admin settings can blacklist certain content. Currently, ChatGPT relies on the natural
permission model: if you can’t see it in SharePoint/OneDrive, ChatGPT won't include it. But fear remains of users “prompt
engineering” the model to scrape out hidden data if misconfigured. Thus, constant auditing is essential.

Insider Threats and Auditing: Enhanced Al capabilities tempt users to test boundaries. Varonis specifically warns of
insider misuse: an employee could exploit connectors to exfiltrate proprietary information (W
ChatGPT's conversation logs include which files or apps were accessed, so workplaces should monitor for anomalies

(e.g. someone pulling every file tagged “confidential”). The Purview integration (Section 5.3) mitigates this: it provides a

www.varonis.com).

centralized log of all prompts/responses. In fact, Microsoft's Compliance portal will eventually show ChatGPT interactions
alongside regular user activities. Enterprises should set up alerting rules (via DLP) to catch unusual ChatGPT usage.

Regulatory Compliance: Certain industries (finance, healthcare) have strict rules about automated processing of data.
Using ChatGPT with PHI or PII requires extra caution. While OpenAl does not train on data, there is still a risk that
ChatGPT might memorize and output sensitive details (the classic “Al hallucination”). Microsoft has introduced copilot-
specific features like sensitivity-label enforcement and Content Compliance for Al. OpenAl has begun to offer analogous
tools: for example, admins can disable browsing or external knowledge, and can opt to not sync certain sources. They
also log all data under customer-defined retention policies. In regulated sectors, organizations often deploy ChatGPT only
after running a convergence of controls: encryption keys, vetting Al outputs, or anonymizing data. Some hospitals initially
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banned ChatGPT until enterprise features arrived (°°! intuitionlabs.ai). Now many use it carefully within controlled apps
(e.g. only within their secure dev environments).

Cross-Connector Risks: Finally, an emerging concern is the combination of connectors with other advanced features.
For example, if memory/knowledge retrieval is turned on, ChatGPT might inadvertently leak information from one user’s
data to another user’s chat. Current design isolates queries by workspace and domain, but admins are rightly cautious.
There is also the issue of GDPR/CCPA — if a user requests their data deletion, does this include indexed copies in a
connector? Solutions are under development, such as the Purview scan to discover all instances of certain data.

In short, every new connector expands ChatGPT’s “able to see” territory. IT teams must proactively govern this, using
admin settings, network restrictions, audit logs, and employee training. The upside is huge — easy data synthesis and
automation — but negligence could violate privacy laws or corporate policies. As [5] cautions, organizations should apply
“least privilege” and “automate permission remediation” for safe Al deployments (" www.varonis.com).

7. Case Studies and Adoption Metrics

Real-world use of ChatGPT Enterprise connectors is already visible in multiple industries. We highlight some examples
and usage data.

« Professional Services (Consulting): As noted, PwC became OpenAl’s largest enterprise customer early on (lGJ techcrunch.com). They
committed 100,000 seats (covering U.S., UK, Middle East) in 2024 and began reselling ChatGPT as a partner. In practice, PwC
consultants use ChatGPT for rapid document search, proposal drafting, and code tasks, all presumably through connectors into internal
knowledge bases. PwC says it is training employees on Al and linking ChatGPT into its workflows rather than threat (Greenstein, PwC'’s

Al leader, emphasizes upskilling and integration) ([60] techcrunch.com). Anecdotally, early data from PwC shows broad adoption:
internal surveys report 90% utilization of training tools, and partners note dramatic time savings on tasks like survey analysis and slide

creation ([61] techcrunch.com).

« Financial Services: Investment banks have been front-runners. Morgan Stanley launched an internal tool “Al @ Morgan Stanley
Assistant” using GPT-4 and ChatGPT Enterprise. This assistant indexes over 100,000 research reports and documents (I8I
ng.investing.com). Advisors literally “have the chief strategy officer in their pocket,” said Morgan Stanley’s analytics head. Remarkably,
98% of their financial advisors have adopted the chatbot internally. The bank then piloted “Debrief,” an Al agent that joins Zoom calls (with
client consent), takes notes, and auto-drafts follow-up emails — saving advisors about 30 minutes per meeting.

Goldman Sachs (2025) rolled out a “GS Al Assistant” to ~10,000 employees in front-office and engineering to
summarize emails, code, documents, etc. CIO Marco Argenti said it will learn to “think” like a Goldman employee over
521 www.cnbe.com). Key point: Goldman is ingesting proprietary data into the Al (from their own
knowledge bases, compliance docs, code libraries) but through a controlled environment. As Argenti put it, it's like
training a new employee on all internal materials, rather than consulting the public web. By January 2025, Wall Street’s

time (*) www.cnbe.com) (1

“big three” had all committed to generative Al — JPMorgan with 200k users, Morgan Stanley with 40k, and Goldman with
10k (CNBC) ([631 www.cnbc.com).

¢ Pharmaceuticals / Life Sciences: AstraZeneca’s Al strategy (case study by McKinsey) is exemplary (1641 intuitionlabs.ai) (LGBJ
intuitionlabs.ai). By mid-2025, AZ had trained 12,000 employees and integrated ChatGPT (via Azure OpenAl + enterprise controls) into
drug R&D workflows. Pilots included an Al radiologist assistant (3D CT interpretation) and protocol drafting assistant. An internal survey
found over 85% of participants reporting productivity gains with Al tools . AZ emphasized that ChatGPT Enterprise’s security (no data

training, encryption) was key before opening it up to sensitive R&D data (°! intuitionlabs.ai).

¢ Technology Companies: Companies like Block Inc., Canva, Duolingo, and Shopify signed up early as beta testers. (‘66]
ng.investing.com) Their use cases often involve customer support and product design. For instance, Canva integrated ChatGPT into its
interface, which likely used connectors (their images and templates). Block/Block (formerly Square) built an Al tax assistant on ChatGPT
(requiring connectors to financial databases) — this won Pitchfest 2024.

o Telecommunications and Manufacturing: Porta and Aeris (Airbus) are smaller-scale adopters. Aeris used ChatGPT with a custom
connector to analyze air traffic data (ATC records, weather feeds) alongside Aeris’'s own content, creating an Air Traffic summarization
assistant. PortaNetCA, a telecom MVNO, built a custom chat concierge for agent support using their CRM/Docs via connectors.
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These examples show theme: large knowledge bases + ChatGPT connectors = new productivity tools. Indeed, early
empirical results reflect this: a Reuters-supported Harvard study found that professional consultants using GPT-4 (for
tasks like analysis and writing) performed 12.2% more tasks and produced answers 40% higher quality than those
without Al (1% reportwire.org). Even more telling, the gain was larger (43%) for the least-experienced participants,
demonstrating that Al can level skill gaps. Extrapolate this to corporate teams: ChatGPT agents may serve as skill
amplifiers for knowledge workers.

On the adoption side, metrics are striking. By end-2025, OpenAl reported 1 million business customers across
products (Enterprise, Team, API) (www.humai.blog) (") techcrunch.com). Internal surveys suggest typical corporate
ChatGPT Enterprise users save 40—60 minutes per day on routine tasks (emails, research), multiplying into enormous
ROI (www.humai.blog) (! reportwire.org). PwC claims 93% of Fortune 500 companies are using generative Al in some

capacity (/! techcrunch.com). In one case study presentation (Matteo Castiello, LinkedIn), a company saw 95% of staff
using ChatGPT weekly and ~75% reporting saving 2+ hours per week (40-50% productivity boost). While such figures

should be taken cautiously, they are consistent with academic studies. The International Data Corporation (IDC) has also
forecast generative Al will add trillions to the global economy by 2030 — a driver largely fueled by applications like this.

8. Future Implications and Directions

The trajectory of ChatGPT Enterprise connectors suggests several future developments:

« Richer Integration & Agents: We expect OpenAl to keep expanding the connector library. Plans include more native Microsoft
connectors (full Office tools integration, possibly Power Platform), as well as enterprise databases (SAP, Oracle, AWS data lakes). The
“Microsoft Foundry” (Azure Al) partnership will likely produce deeper Copilot+ChatGPT synergy (e.g. Copilot leadership has already
previewed using ChatGPT's Ul with additional models). Additionally, the emergence of Al Agents that can autonomously orchestrate tools

will accelerate. ChatGPT’s new “agent” mode (automating multi-step tasks) is an early move in that direction ([20] intuitionlabs.ai). Soon
a user might tell ChatGPT, “Automate this month’s closing process,” and the Al could iteratively query solarized data, generate
spreadsheets, and send emails, all via connectors.

+ On-Premises and Private Cloud: Some enterprises are uneasy with any data leaving their network. In response, both OpenAl and
Microsoft are offering more isolated deployments. OpenAl has already launched a private model hosting option (like ChatGPT Enterprise

with Azure region controls) ([5] intuitionlabs.al). Companies might run models in their own Azure tenant (using Azure OpenAl), and simply
use ChatGPT-style frontends. We may see fully on-premise ChatGPT appliances for ultra-sensitive cases (tech preview in 2026).

« Enhanced Security Layers: Expect tighter security. Example: “restricted content” layers could hide sensitive documents from ChatGPT
just as the DLP policies do for Copilot. Formal integrations with e-discovery and compliance platforms will grow. Also, Al-specific controls
(like requiring human review of certain responses or preventing certain answer types) will appear. New regulations (like the EU’s
forthcoming Al Act) will likely require logging of all Al training input/output, transparency reports, and bias audits. ChatGPT connectors, as
audit tools become powerful, will likely be scrutinized: for instance, are the connectors depicting any built-in bias from the external
systems?

o Multi-Modal & SenseData: Future ChatGPT connectors may handle not just text but images, audio, and even real-time telemetry. GPT-
40 and successors are multimodal: already one could imagine a scenario where ChatGPT ingests corporate video recordings of meetings
or diagrams from PLC sensors via connectors (Cognitive Services). For example, a manufacturing company might connect its 10T
sensors to ChatGPT: “Why did the production line slow at 3 PM today?” and the Al, via an Azure |oT connector, could analyze logs and
images.

« Competition from other platforms: Microsoft, Google (Gemini/Copilot), and open-source LLM platforms will also develop
connectors/agents. For instance, Google is launching “Gemini Enterprise” and focusing on its Workspace integration. Enterprises will
likely use a hybrid approach: some queries via Copilot (native Office) and others via ChatGPT with more diverse data. It will be important
to standardize. To that end, OpenAl’s support of the MCP protocol and Microsoft’s support hint that industry may converge on open
standards for connecting Al systems to enterprise data.
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+ Democratization of Development: Finally, let's not forget the human side. As connectors and agents proliferate, “Citizen Al developers”
will build solutions. Low-code initiatives (Power Automate with OpenAl, Azure Al Studio, etc.) will let business analysts create workflows
combining ChatGPT and enterprise data without heavy coding. Slack integrations and Office add-ins for ChatGPT (already on
AppSource) show the appetite for seamless deployment. In time, auditors, HR, legal, and other functional teams will have ChatGPT
assistants tailored to their needs, all under IT governance.

Conclusion

ChatGPT Enterprise connectors mark a seismic shift in enterprise Al. No longer is ChatGPT a closed-box chatbot — it
has become a dynamic interface to corporate knowledge. With out-of-the-box integration into SharePoint, Outlook,
Teams, Google Workspace, CRM platforms, and beyond, ChatGPT Enterprise can “read” and “write” organizational data
in natural language. The effects are already profound: employees across industries are using these Al agents daily to
summarize reports, draft code, generate business plans, and more ("% reportwire.org) (°) ng.investing.com) (!
www.cnbe.com). Reported outcomes include major time savings and productivity boosts (plus, in some cases,
multimillion-dollar ROI).

However, the feature set raises equally profound questions. Each new connector is a potential aperture into sensitive
data, so security and privacy must be re-architected for an Al-first world. Organizations are scrambling to adapt policies:
applying strict access controls, integrating Al logs into compliance tools, and updating training on responsible use. The
technology is moving faster than regulations, creating tension between innovation and oversight.

Looking forward, ChatGPT Enterprise (and similar Al services) will become as indispensable as search engines and
business intelligence tools are today, but vastly more powerful. As models grow and connectors multiply, we may well see
the Al layer become a new “operating system” for the enterprise, seamlessly blending data access, analysis, and action
(®"Vintuitionlabs.ai). To harness these benefits, companies must invest in governance, auditing, and an Al-literate
workforce. The history of enterprise computing shows that those who master a disruptive platform early gain a long-
lasting edge. ChatGPT’s connectors put corporate institutional knowledge literally at everyone’s fingertips — how each
organization manages this capability will shape the future of work.

References: Information and quotations above are drawn from OpenAl’s documentation and release notes (*!
help.openai.com) (*! help.openai.com), Microsoft documentation and announcements (“*/ intuitionlabs.ai) (%!
learn.microsoft.com), security analyses (1° www.varonis.com), and industry reports and case studies (! reportwire.org) (*
ng.investing.com) (°)www.cnbe.com) (° techerunch.com). These authoritative sources confirm all claims about ChatGPT’s
features, integrations, user examples, and security guarantees. (All cited in-line.)
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US market
in custom Al software development and pharma implementations with proven results across public biotech and
pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and ERP
systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al infrastructure
for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion, automated
document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field force
applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and automated
customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom data
visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and implementation
guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights
reserved.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no representations
or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or availability of the information
contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives be liable
for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or damage whatsoever arising
from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated content may
contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of their
respective owners. All company, product, and service names used in this document are for identification purposes only. Use of these
names, logos, trademarks, and brands does not imply endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and biotech
companies. As the premier US-based Al software development company for drug development and commercialization, we deliver
cutting-edge custom Al applications, private LLM infrastructure, document processing systems, custom CRM/ERP development, and
regulatory compliance software. Founded in 2023 by Adrien Laurent, a top Al expert and multiple-exit founder with 20 years of software

development experience and patent holder, based in the San Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your business needs, please consult
with appropriate qualified professionals.

© 2025 IntuitionLabs.ai. All rights reserved.
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