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Executive Summary

In the rush to leverage generative Al for scientific and business productivity, organizations face a growing and under-
appreciated risk: employees recently have been unwittingly leaking sensitive corporate information into Al chatbots
like ChatGPT. Numerous studies and news reports in 2024-2026 reveal that a large fraction of scientists and other staff
are using ChatGPT and similar tools without adequate oversight, often copying company data (including trade secrets,
financial details, code, and personally identifiable information) into public Al systems (") www.tomsguide.com) (¥
www.techradar.com). For example, one report finds that nearly 50% of enterprise employees use generative Al at work,
and of those Al interactions, 77% involve real company data (! www.tomsguide.com). Another study observed that over
4% of Al prompts and 20% of file uploads contained sensitive corporate data in just one quarter, with ChatGPT
being the biggest source of these exposures () www.axios.com).

These inadvertent disclosures pose multiple threats: they undermine intellectual property protections (since data shared
with ChatGPT can, in principle, be memorized or otherwise reused), violate privacy and compliance (e.g. GDPR, HIPAA,
trade-secret law), and potentially expose company secrets to competitors or attackers. Even advanced safeguards
cannot fully prevent leaks once data has been pasted into an Al chat: generative models may incorporate or mimic inputs
in their outputs, and actual data exfiltration vulnerabilities have been demonstrated (for example, a 2026 exploit showed
how ChatGPT’s networking features could be abused to siphon user data via DNS queries (*/ www.techradar.com)).
Corporate and governmental entities are responding with bans and restrictions: major banks and agencies have already
barred ChatGPT use (often preemptively) (°) www.axios.com) (‘° www.itpro.com), and regulators have started penalizing Al
providers for privacy lapses.

To mitigate this risk, organizations cannot rely on chance. We examine in depth a range of strategies to prevent
scientists from pasting proprietary data into ChatGPT. These include technical measures (such as monitoring, data-
loss prevention, and secure LLM deployments), administrative controls (clear policies, employee training, and Al
governance), and alternative Al solutions (private or on-premises models and vetted enterprise Al services). For
example, companies can deploy ChatGPT Enterprise or internal LLM systems that explicitly do not train on customer
data (") openai.com) (°! openai.com), and they can integrate Al services with corporate data sources safely (e.g. via secure
connectors or memory features (I°! vwww.techradar.com) (*°F www.itpro.com)). We also discuss cases and data highlighting
the scope of the problem, and consider future developments (such as policy trends and emerging Al security tools) that
will shape how organizations handle proprietary data and Al tools.

Ultimately, stopping data leakage requires a combination of awareness, enforcement, and careful tool selection. We find
that a blanket ban on Al can backfire, since employees will use convenient Al anyway (' vwww.axios.com). Instead,
leading security experts advise establishing clear rules (for example, “don’t input anything you wouldn’t post publicly” (7]
www.tomsguide.com)), educating staff on risks ("' vy axios.com), and providing sanctioned, secure Al alternatives. When
done properly, companies can harness generative Al internally without forfeiting their secrets. This report lays out the
evidence and recommendations for how to achieve that balance.

Introduction

Generative Al chatbots like OpenAl's ChatGPT have become ubiquitous tools among scientists, engineers, and other
professionals. They help with coding, drafting text, brainstorming, summarizing complex reports, and more. In principle,
these tools can dramatically accelerate research and product development. However, an unintended consequence has
rapidly emerged: the exposure of proprietary and sensitive data through casual chatbot usage. Employees tempted
by ChatGPT’s convenience may copy corporate documents, code snippets, research data, or other confidential
information into a conversation window, inadvertently handing it to the Al service.
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This practice has raised major alarm in recent years. In late 2023 and through 2025, multiple reports documented that
employees across industries are secretly pasting company secrets into ChatGPT and similar tools (/!
www.tomsguide.com) (Pl www techradar.com) (1 www.axios.com). Many firms discovered that a significant fraction of
employee-generated Al inputs contain data that should never leave the corporate firewall. Data from one large security
monitoring firm found that roughly 11-12% of the information employees paste into ChatGPT is confidential (*°!
www.cyberhaven.com), and another study estimated that 0.2% of corporate cloud-stored files (or millions of documents
worldwide) have inadvertently been entered into Al tools. Because ChatGPT and many generative Als are cloud-based
services, this means the data is transmitted off-site and processed by third parties (and potentially stored or used to
improve Al models, unless explicitly disabled) (**! vww.cyberhaven.com) (¥l openai.com).

While the benefits of ChatGPT for research and coding are clear, the consequences of revealing proprietary data can be
dire. Trade secrets are only secret until they slip out; confidential regulatory information cannot be publicly shared;
personal data is governed by strict privacy laws. Recognizing these stakes, organizations must urgently prevent their
scientists from unwittingly uploading such data to Al chatbots. Yet standard IT controls (like firewall blocks and
email scanning) struggle to catch a person copying text into a web chat. This challenge demands a new, multi-faceted
approach blending technology, policy, and culture.

This report provides a thorough, evidence-based analysis of the issue.We first establish the scope of the problem by
reviewing statistics, news stories, and research findings on how often sensitive data is shared with ChatGPT (often
unknowingly) (! www.tomsguide.com) (2! www.techradar.com) (1 www.axios.com) (31 www.cyberhaven.com). Next, we
discuss why and how scientists end up pasting proprietary data (from misconceptions about privacy to the
shameless allure of instant answers). We then examine the implications — legal, security, and operational — of such data
leaks. Central to our analysis is a discussion of real-world cases (e.g. government missteps with ChatGPT ([
wwwitpro.com) (4 www.tomsguide.com)), and emerging policy and regulatory pressures in the Al era (such as Europe’s
data-protection fines (*°! apnews.com) and requirements for Al tools in public sectors (*°/ www.techradar.com) (7

www.techradar.com)).

The core of the report focuses on solutions and safeguards. We cover technical defenses (from data-loss prevention to
enterprise Al services to private LLMs), administrative controls (usage policies, training programs, auditing), and new
enterprise Al offerings. We include tables summarizing key mitigation strategies and relevant statistics. Throughout, every
claim is backed by credible sources—whether news analyses, industry reports, or academic studies. Although the topic is
rapidly evolving and some details may shift by late 2026, the principles remain: proper awareness, accountability, and
tool selection are essential. In the concluding sections, we outline future directions and consistent best practices to keep
proprietary data safe in the age of generative Al.

The Risks of ChatGPT for Proprietary Data

ChatGPT’s Data Handling and Training

To understand why pasting data into ChatGPT is dangerous, it's important to know how generative Al systems handle
user inputs. ChatGPT is based on large neural language models trained on vast internet data. Crucially, until recently
OpenAl's approach was to use user-provided prompts and conversations as part of model training data (I*°
www.cyberhaven.com) (®f openai.com). In other words, when a user pastes content into ChatGPT (under a default
consumer account), that content may become part of the aggregate training set for future model improvements. The
training process can “memorize” factual data such that future outputs might inadvertently reveal something from a

previous user’s secret inputs ("“* www.cyberhaven.com). An Amazon attorney warned employees in early 2023: “I've
already seen instances where [ChatGPT's] output closely matches existing material” when given confidential prompts (¢

www.cyberhaven.com).
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Even aside from model training, ChatGPT is not designed as a confidential “vault” or encrypted channel. Metadata like IP
addresses and ChatGPT account IDs are logged. Chat transcripts (though ostensibly anonymous) have been
subpoenaed by courts (““) www.windowscentral.com). ChatGPT conversations can leak: in late 2025 a bug caused private
user prompts to appear in Google search indices, exposing them to unrelated website owners without user knowledge
(M www.tomsguide.com). Another security analysis in 2026 found a clever prompt-injection attack could smuggle data out
over DNS, completely transparently (1! vww.techradar.com). These examples illustrate that private user chats on Al
platforms cannot be assumed secure by default (°°! www.techradar.com) (“*) www.tomsguide.com).

OpenAl has begun to address these privacy issues, but only in certain contexts. As of mid-2025, OpenAl clarified that any
data submitted under paid enterprise or educational plans is not used to fine-tune the models by default (°! openai.com)
(! openai.com). For instance, the official “Enterprise privacy” page states “We do not train our models on your data by
default” and that customers “own and control your data” (°! openai.com). Similarly, the ChatGPT Business/Enterprise
terms assure that “OpenAl will not use Customer Content to develop or improve the Services, unless Customer explicitly
agrees” (m openai.com). In contrast, content entered into the standard free ChatGPT remains fair game for model training
and retention unless the user opts out. Thus, only with special enterprise provisioning (and often extra cost) can a
company ensure its data is segregated from OpenAl's general training pools (! www.techradar.com) (" openai.com) (!

openai.com).

To sum up, any proprietary data pasted into public ChatGPT channels may be logged, used in training, or otherwise
persist beyond the immediate conversation. This violates basic confidentiality requirements for trade secrets and
regulated data. Historically, researchers had to worry about poor access control on SaasS tools — now generative Al adds
a new dimension, because it is both interactive and has an opaque training process. We proceed assuming that every
untended ChatGPT conversation could reveal its contents to others, intentionally or not (¢ www.cyberhaven.com)
() . tomsguide.com). This highlights the importance of robust safeguards.

Scope of Unintended Data Exposures

Recent surveys, studies, and news reports paint a stark picture: the scale of corporate data being shared into Al tools
is much larger than most executives realize. People often assume an Al chatbot is like a private helper, but the data
shows otherwise. Key findings include:

« High usage rates: A late-2025 report found that nearly 50% of enterprise employees were using generative Al tools like ChatGPT at work
([l] www.tomsguide.com). Another study saw about 45% of employees across surveyed companies using GenAl in 2025 ([2]

www.techradar.com). Crucially, around 90% of those surveyed GenAl users chose ChatGPT above all other Al assistants ([21]
www.techradar.com).

* Widespread sharing of real data: Of those employees using Al, 77% admitted to copy-pasting company data into the tools ([lJ
www.tomsguide.com) (‘2] www.techradar.com). This isn't hypothetical; for example, employees have pasted financial figures, customer
records, strategy documents, even PCI/PIl data into generative Al (M www.tomsguide.com) ([21 www.techradar.com). In LayerX’s

report, 22% of GenAl-pastes even involved payment-card or personal identity data ([21 www.techradar.com). In other words, it's not rare
— many interactions include exactly the kinds of secrets organizations are sworn to protect.

« Data leakage exceeds traditional vectors: Perhaps most alarming, multiple surveys have found that GenAl tools have become a
leading cause of data leaks in the workplace, surpassing lost USB drives or insecure email. A Cyera study cited in media reported “Al

chats are now the No. 1 cause of data leaks in the workplace” ([1] www.tomsguide.com). Normal IT security is mostly focused on email
attachments or file downloads; it simply isn’t catching these chat leaks. Because employees often use personal ChatGPT accounts,

corporate IT has no visibility ([22] www.tomsguide.com). For example, one research piece noted that 82% of sensitive ChatGPT pastes

came from unmanaged personal accounts ([23] www.techradar.com), creating a blind spot.
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* Quantitative metrics: Analyses of actual Al usage data reinforce these concerns. Cyberhaven examined enterprise prompts and found
4.7% of employees had already pasted confidential data into ChatGPT as of mid-2023 ([13] www.cyberhaven.com). A broader
Harmonic Security study in 2025 identified sensitive information in over 4% of prompts and 20% of file uploads sent to Al tools (l3J

www.axios.com). Importantly, these figures likely underestimate total exposure, since many companies do not monitor personal cloud-
based Al use at all.

The upshot is clear: a nontrivial fraction of normal work inputs to ChatGPT involve exactly the secret corporate or
personal data that should never be exposed. And because such chat sessions typically happen outside approved
channels, organizations often only learn of the risk after the fact (for example, via unusual Al-generated output or audit
finds). The statistics above (and those in Table 1 below) highlight the pervasiveness of the problem. Inadequate
controls over ChatGPT usage can result in routine, everyday work tasks quietly leaking into the public Al model.

Metric | Context Value (2023-2025) Source

Enterprise employees using generative Al (at [1] . 2]

work) ~45-50% CyeralLayerX reports: ~50% (" WW\W.tomsguide.comy 4s% (' www.techradar.com)
1 2

GenAl users who copy/paste company data Cyera/LayerX: “more than three-quarters (77%)" (‘ ] WWW. tomsgwde.com) ([ !

. | ~77% of GenAl users

into tools www.techradar.comy

GenAl users pasting PII/PCI into tools 22% of GenAl users LayerX: “almost a quarter (22%)” of employees surveyed ([2] www.techradar.comy

" " b ; . [23]
Sensitive data pastes from personal 82% of sensitive pastes comefrom LayerX: “82 percent of pastes coming from unmanaged personal accounts” (
1t d 1t

accounts unmanaged accounts www.techradar.com)

Employees who admitted ChatGPT use & ~10.8% (ChatGPT users); 4.7% pasted Cyberhaven (2023, updated 2025): “8.6% have pasted company data” and “4.7% ... pasted confidential data”

input company data confidential data ([131 v\/\/\/\/\/,cyberh aven.com

Prompts with sensitive corporate data (Q2 Harmonic Security (Q2 2025): sensitive data in “more than 4% of generative Al prompts” (

>4.0%
2025)

WWW.axios.com,

Files uploaded to Al with sensitive data (Q2 [3]

2025) >20% Harmonic: “over 20% of uploaded files” contained sensitive data ("~ WW\W.axI0S.COIM)
Corporations restricting ChatGPT (example, JPMorgan proactively banned ChatGPT [5] WWW.axios.com

2023) (pre-emptively) JPMorgan Chase policy (Feb 2023) ( . . )

Table 1: Statistics illustrating the prevalence of sensitive data being shared with Al chatbots. These high rates of usage
and data-sharing underscore the need for vigilant controls.

Why Scientists Use ChatGPT Unknowingly

A critical question is: why do knowledgeable professionals (like scientists and engineers) paste confidential data into
ChatGPT in the first place? The answers lie in human factors and organizational culture as much as in technology.
Several dynamics contribute:

« Ease and productivity: ChatGPT is an extraordinarily convenient tool. Researchers report that it can reduce drafting or coding tasks by
an order of magnitude. A scientist trying to paraphrase a difficult section of a research paper or debug a block of code may find it tempting
to feed that content to ChatGPT and ask for re-wordings or optimizations. In the user’s mind, this is just a quick way to get assistance,
akin to using a search engine. Such behavior is oftentimes inadvertent — the employee thinks “this is just an internal data point, no big

deal.” But even innocent-sounding queries like “summarize this document” can expose entire confidential reports ([24]
www.tomsguide.com). Importantly, many employees wouldn't leak data on purpose; they simply underestimate the risk.

« Lack of awareness: Part of the problem is that organizations have not yet instilled a culture of Al risk awareness. Unlike email or chat
messengers (which workers often explicitly understand as monitored channels), employees may not perceive ChatGPT as a security risk.
In many cases, companies have no written policy on generative Al usage, so staff are unaware that pasting data into a cloud chatbot is
forbidden. Even security teams have flagged that “shadow Al” usage is surging: over 90% of companies interviewed admit workers are

using Al tools, yet only around 40% have formal subscriptions or controls in place ([25] WwWWw.itpro.com). This disconnect means

n ([26]

employees feel like their Al use is off-the-record. Some analysts aptly describe ChatGPT users as “secret cyborgs Www.axios.com)

— they quietly adopt Al-enhanced workflows without discussing it publicly.
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« Perceived safety: Many users assume (incorrectly) that ChatGPT is an isolated environment and that the content of their chats is not
easily accessible or persistent. There may be a misconception that ChatGPT “forgets” past conversations or that it is guarded by a name-
password wall. After all, popular knowledge says deleted chats are gone forever — until recently, that was legally rolled back in one high-
profile lawsuit ([27] www.itpro.com), but most users don’t know this detail. This perceived privacy leads people to use it as a sounding
board for confidential material. In practice, they should remember that ChatGPT does record conversations (even deleted ones for a trial

period), and that anything typed could be reviewed internally or required by law ([27] WWW.itpro.com) ([19] www.windowscentral.com).

« Pressure to innovate: On the flip side, management often pushes productivity benefits. If a busy lab manager or principal investigator

hears that colleagues are “ten times more productive” using Al (113] www.cyberhaven.com), they might tacitly encourage ChatGPT use.
Without strict guidelines, scientists may refrain from reporting their “secret weapon” to security or IT — they fear that official ban would
hamper their efficiency. Indeed, surveys of corporate leadership note a tension: staff desire to experiment with Al for competitive
advantage, while management worries about uncontrolled leaks ([28]
of ChatGPT (for example, sharing internal sample data to generate a quick plot or summary) that go against stated policies.

Www.axios.com). This tension can lead to informal “courtesy uses”

« Inadequate oversight: Finally, at a technical level, these actions often go completely unnoticed until too late. As Tom's Guide reports,
because the sharing is happening through copy-paste in a web browser, typical enterprise DLP (Data Loss Prevention) systems don't see

it (L29J www.tomsguide.com). Pastes into a chat look like normal web requests, so nothing lights up an alarm. IT has no logs of what was
entered (especially on personal accounts). This false sense of “stealth” fosters more sharing, as nothing appears to block or even log the
activity.

In sum, well-meaning scientists have many cognitive reasons to use ChatGPT on private data. They often believe they
are doing something productive and probably harmless. This “ignorant misuse” is much harder to stop than malicious
leaks, because the intent is not ill. Yet the consequences are the same: once data is in ChatGPT, it is beyond easy
control. Recognizing these psychological and cultural drivers is essential to designing effective interventions.

Case Studies and Examples

To ground the discussion in reality, we examine notable incidents and examples of ChatGPT-related data exposures (or
near-exposures) across industries and government. These highlight the kinds of mistakes institutions have already made,

and what went wrong:

« Cybersecurity Agency Data Leak (Jan 2026): A high-profile case involved the U.S. Cybersecurity and Infrastructure Security Agency
(CISA). In late January 2026, it emerged that CISA’s interim chief, Madhu Gottumukkala, had uploaded classified contracting
documents (marked “For Official Use Only”) into the public ChatGPT instance, despite official restrictions on the tool within DHS ([6]
www.itpro.com). This triggered an immediate internal security review. Fortunately, the data was not top-secret, but the incident
underscored that even cybersecurity professionals make lapses ([30] WWW.Itpro.com). Security experts noted this as “not without
precedent,” recalling how Pentagon staff had briefly used an unvetted Al service (DeepSeek) before it was blocked (BOJ WwWw.itpro.com).
The CISA example drives home that requiring “just trust the employee” fails when even trained officials can slip.

* Major Corporate Bans (2022-2023): Early in ChatGPT’s public phase, many corporate giants moved to restrict it. For example,
JPMorgan Chase proactively banned employee access to ChatGPT in Feb 2023 as a precaution (reportedly unrelated to any single
breach) (LBJ www.axios.com). The ban was described as part of the bank’s routine third-party software controls, reflecting excessive risk
aversion. While no data leak had been detected, the firm decided it was not worth taking chances with an uncontrolled Al tool. Similarly,
Verizon, Amazon, Bank of America, and many others put corporate-wide ChatGPT prohibitions early on, often citing fear of
confidential data leakage. These bans illustrate one extreme response: cutting off the tool entirely. (See also Table 2 below for more
corporate policy examples.)

+ Academic and Healthcare Advisories (2023-2024): The legal and healthcare sectors have been active in warning against Al misuse.
For instance, an Amazon attorney told employees not to enter any company secrets into ChatGPT, explicitly stating that its outputs had
already been seen to “closely match existing ... confidential information” ([18] www.cyberhaven.com). Law firms have issued advisories
similarly, emphasizing that inputting client data could violate privacy rules. In healthcare, doctors have been cautioned that entering
patient information into any external Al violates HIPAA. These advisories, though sometimes industry-internal, echo widely in institutions.
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+ Technical Glitch — Google Search Leak (Nov 2025): In a more technical breach, a design flaw in ChatGPT’s web browsing mode
accidentally exposed user prompts to the internet. Security analysts (via Tom’s Guide and Ars Technica) discovered that ChatGPT, when
doing live web searches, occasionally embedded user query text into the search URL. That URL was then crawled by Google, causing
private ChatGPT prompts to show up in Google Search Console logs of unrelated websites ([14] www.tomsguide.com). Full
sentences of user input (some possibly sensitive) were unintentionally indexed. OpenAl acknowledged the bug and fixed it, but could not

say how many prompts had leaked. While this issue was somewhat narrow and has since been patched ([14] www.tomsguide.com), it
demonstrates that even without malicious intent, ChatGPT'’s internals might broadcast user data to outside infrastructure. It reinforces that
defaults cannot be assumed safe; bridging from ChatGPT to other online APIs created a covert channel.

* Regulatory and Legal Actions: On the heels of such incidents, regulators have stepped in. Most notably, Italy’s data protection authority
fined OpenAl €15.6 million in December 2024, citing ChatGPT's collection of personal data without adequate legal basis ([15]

apnews.com). The Italian ruling highlights that even benign-seeming sharing of personal information (names, emails, etc.) with ChatGPT
can violate law. In the U.S., a court overseeing a copyright suit forced OpenAl to hand over 20 million ChatGPT conversation logs to

New York Times attorneys ([19] www.windowscentral.com). This reveals that ChatGPT conversations (even those thought private) may
be disclosed in litigation. Companies should note that data shared with ChatGPT may not stay private if legal subpoenas occur.

« International “Sovereign Al” Initiatives: As a preventative strategy, some countries are creating controlled Al offerings. Germany, for

example, partnered SAP with OpenAl to launch “OpenAl for Germany”, a version of ChatGPT running on SAP’s sovereign cloud (HGJ
www.techradar.com). This service is tailored for government and research use under EU data laws. By 2026 it will allow German
agencies to query ChatGPT-like tools while ensuring all data stays within German legal sovereignty ([lGJ www.techradar.com) (“7J
www.techradar.com). A similar trend exists elsewhere (e.g. France’s “WAKI” or research-only LLMs). These projects recognize that
simply using the public ChatGPT risks running afoul of strict data protection standards.

« Data Security Vendor Reports: Security firms have documented the phenomenon quantitatively. For example, Palo Alto Networks and
Harmonic Security both published analyses in 2025 revealing the extent of “shadow Al” data flows. Harmonic’s study of ~1 million
prompts and 20,000 files (across 300 GenAl tools) found that unmanaged personal Al accounts are a major culprit: personal/free

accounts accounted for 78% of ChatGPT usage and contained most sensitive inputs (L31 Www.axios.com). These industry reports
substantiate anecdotal accounts and provide large-sample evidence that proprietary data exposure through ChatGPT is an active,
systemic issue.

These cases and data collectively demonstrate that data leakage via ChatGPT is not hypothetical or rare - it’s
happening widely at the user level. In every case, common themes emerge: lack of employee awareness or control,
tech glitches that reveal hidden channels, and regulators catching up. This evidence underscores the urgent need for
purposeful measures. The remainder of this report analyzes how to respond to these risks, drawing lessons from the
above examples and proposing concrete strategies.

Technical and Organizational Controls

Preventing scientists from pasting proprietary data into ChatGPT requires multiple layers of defense, combining policy
with technology. No single fix suffices; instead, organizations must employ a variety of approaches:

Corporate Policy & Training

A foundational step is to establish clear policies on Al usage. Companies should explicitly state what can and cannot
be entered into generative Al tools. For example, policies might forbid any input of confidential project data, personally
identifiable information, unpublished research, or client information, regardless of the Al used. These policies should be
distributed widely and reiterated regularly. Senior leadership plays a key role: Atlassian’s CTO emphasized that
leadership must “set the tone” and be honest about Al's limits (°*) wuw.axios.com). Policies without education are
ineffective, so awareness and training programs are essential. Employees should hear examples (e.g. case studies of
data leaks), understand why Al is neither a private vault nor a researched knowledge base, and be taught best practices
(such as using anonymization or only inputting data that could be public).
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Experts warn that trying to bar Al entirely often backfires. As one security analyst put it, “the real risk isn’t that people are
using Al — it's pretending they're not” (““! www.axios.com). Thus, many advise against absolutist bans. Instead, encourage
a culture of “If it’s not on the internet, don’t put it in Al”. Some suggest guidelines like: “Do not ask an Al anything you
wouldn’t Google” (**) www.tomsguide.com) or “don’t paste anything you wouldn’t post publicly” (**) www.tomsguide.com).
This keeps scientists mindful of what counts as inherently confidential. Organizations can provide Al “playground”
sessions or workshops where employees safely practice with dummy data, giving them a sandbox to learn without
risking real data. Trena Minudri of Coursera notes that giving employees a “space to experiment safely” can reduce
secretive usage ("' www.axios.com).

For regulated industries (finance, healthcare, defense), compliance teams must audit Al practices like any other tool. The
company should update legal documents (like NDAs and terms of service) to explicitly cover generative Al. If possible,
include Al-specific clauses stating that data shared with third-party models is not considered “sharing with the public” but
is still prohibited unless via approved channels. Employees working on extremely sensitive projects might require extra
training or sign Al-use waivers. Importantly, consequences for policy violations should be clear, but framed as protective
rather than punitive. As one Axios analysis notes, leaders should focus on training and creating trust, since “vague
platitudes” about “keeping a human in the loop” don’t help if workers don’t know what that means (1" www.axios.com).
Ultimately, robust Al governance frameworks (aligned with NIST or ISO guidelines) should incorporate these policies as
part of the organization’s data risk profile.

Data Loss Prevention and Monitoring

Traditionally, companies use Data Loss Prevention (DLP) tools to scan outgoing emails, USB transfers, and file uploads
for sensitive patterns. However, standard DLP systems often fail to detect Al chat leaks (*°/ www.tomsguide.com).
Why? Because ChatGPT interactions look like normal encrypted web traffic rather than a file transfer or an email. When a
user pastes a block of text into a browser, it's not a discrete attachment that DLP can easily scan on the wire; it's broken
into many packets tied to a “chat session”, often using HTTPS. As Tom’s Guide explains, current security platforms “catch
file attachments, downloads or emails. But Al conversations look like normal web traffic” (**) www.tomsguide.com). This
blind spot means that unless DLP is specifically integrated with Al services (or intercepting keyboard events), it won't flag
the data leak.

To address this, enterprises can deploy next-generation Al-aware DLP solutions. Some vendors have introduced
products aimed at detecting Al-related content flows. For example, Check Point's GenAl Protect toolkit (expanded via its
Lakera acquisition) includes Al-specific content inspection and policy enforcement (% www.itpro.com) (%% www.itpro.com).
These solutions attempt to identify sensitive data in prompts or results, either by hooking into known Al endpoints or by
monitoring for key patterns. Other approaches involve using proxy servers that intercept web requests: a corporate web
proxy could be configured to scan any text sent to chat.openai.com or similar Al sites. If a prompt contains too many
keywords matching company-confidential term lists, the proxy could block it or require an authorization. While not
foolproof (users might use unapproved VPNSs or personal devices), such technical controls raise the cost of careless
pasting.

Network layering is also useful. Many organizations have already blocked ChatGPT domains at their firewalls or
network filters to enforce bans (especially after the tool took off). Even with no DLP, simply blocking access to chatbots
from corporate networks can stop inadvertent leaks in day-to-day operations. However, this can hamper legitimate use if
your organization does want controlled Al access. A more nuanced approach is to only allow approved accounts or
instances. For example, companies can require all ChatGPT usage to go through an enterprise plan tied to corporate
credentials, rather than free public ChatGPT. This way the traffic stays on sanctioned channels which IT may control or
audit. (On the Microsoft side, some have limited usage to GitHub Copilot for enterprise as a coding assistant under
control.)

Finally, enterprises should consider dedicated LLM endpoints within their cloud. For instance, services like Microsoft
Azure OpenAl Service allow a company to deploy ChatGPT or GPT-4 on Azure workspaces, with logs visible to the
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tenant. Similarly, using private APIs like Anthropic’s Claude Enterprise or in-house open-source models (e.g. running
Llama2 or GPT-J on corporate GPUs) ensures all data stays under corporate cloud logs. This falls under a larger strategy
of infrastructure control, covered in the next section. In sum, technical controls include blocking or filtering Al services at
the network level, deploying Al-specific DLP tools, and using enterprise-grade Al APIs that allow visibility and
enforcement. Together with policy, they form an “acceptable use” toolkit for tech teams.

Secure Al Deployment Options

Recognizing that employees will demand Al tools, many organizations are choosing to provide a safe, sanctioned Al
environment rather than accept the risk of unsupervised third-party use. The simplest of these is opting into ChatGPT’s
official enterprise offerings. Companies that sign up for ChatGPT Enterprise (or Business) are promised that their data
will be kept private, not used for outside training, and hosted under chosen data residency rules. For example, OpenAl
offers business customers encryption (AES-256 at rest, TLS in transit) and no-training guarantees (°*/ www.techradar.com)
(®F openai.com). Enterprise accounts also give administrators control over user accounts and can integrate with corporate
SSO (%% openai.com). Crucially, OpenAl's business terms explicitly state: “OpenAl will only use Customer Content as
necessary to provide the Services... OpenAl will not use Customer Content to develop or improve the Services, unless
Customer explicitly agrees” (1! openai.com). This contractually means ChatGPT won't swallow your secret formula into the
public model unless you opt in. Adopting such a plan lets scientists ask their questions through ChatGPT without risking

data training leaks.

In addition to hosted enterprise plans, some firms are turning to self-hosted or on-premise LLMs. Longitudinal analysis
indicates writing on this approach: as one tech publication notes, “running LLMs on your own infrastructure means your
data stays within boundaries you define (°°! www.techradar.com).” In practice, this means deploying an open-source LLM
(e.g. LLaMA, Dolly, Vicuna, or an on-prem version of GPT) on servers or private cloud. The advantage is complete data
control: inputs, outputs, model weights, and logs never leave corporate hardware (°/) www.techradar.com). Companies
like IBM Watson or Anthropic’s Claude 3 Sonnet can be hosted in private clouds for similar effect. By using a local or
custom model, scientists can still get Al-like assistance but the organization can force retention policies or redaction on
prompts (%! www.techradar.com). The downside is engineering overhead and typically smaller models than OpenAl’s top
clouds. However, recent moves by cloud vendors are making this easier: for instance, Snowflake now allows enterprises
to run GPT-5.2 within their data lake (the “Snowflake + OpenAl” integration) so that Al queries happen inside the

customer’s data environment (%) vaww.itpro.com).

Another emerging class of solution is Al agents with secure connectors. Instead of copying content into a free-form
chat, users query the Al through a controlled interface tied to enterprise data sources. For example, Microsoft's Power Bl
Copilot lets users ask questions in natural language about their own corporate databases without exposing raw SQL or
sensitive details. Mistral Al's “Le Chat” agent similarly can connect to internal tools (Atlassian, GitHub, Snowflake, etc.)
but with explicit user-managed memory (“°/ vwww.itpro.com). These setups aim to take advantage of generative Al but
ensure it only sees data you explicitly allow (and often with logging and differential privacy). The “Company Knowledge”
feature now offered in ChatGPT Enterprise is a step in this direction: it can incorporate corporate Slack, SharePoint,
GitHub repositories into ChatGPT’s context, but OpenAl promises not to train on that data by default (°!

www.techradar.com).

Overall, the technical mitigation strategies revolve around moving away from unsafe public LLM use and towards
trusted, controllable Al interfaces. Whether by buying an enterprise license, running private LLM instances, or using
vetted Al integrations, the goal is the same: give users Al help while guaranteeing sensitive inputs never escape. Table 2
below summarizes key categories of measures, along with their benefits and limitations.
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Approach (Category)

Corporate Al Policy & Training
(Administrative)

Web Filters | Allowlisting
(Technical)

Al Data Loss Prevention (DLP)
(Technical)

Enterprise Al Subscription
(Technical)

On-Premises | Private LLMs
(Technical)

Secure Al Platforms
(Technical/Hybrid)

Ongoing Monitoring & Audit
(Administrative/Technical)

Description and Examples

Implement formal Al usage policies; educate scientists on don't-paste rules; mandate

[12]

training on Al risks. Examples include Al acceptable-use policies and workshops (

vvvvvv.tomsguide.com)(‘1” WWW.axios.com).

Block free Al services at network/firewall level, or require login via managed enterprise Al
accounts. Forbid ChatGPT domains except via corporate-approved channels.

[33]

Deploy Al-aware DLP tools (e.g. Check Point GenAl Protect (

WWW. ith’O.COIﬂ)) or proxies that inspect outgoing text. Scan for sensitive patterns

in prompts/results.

Use ChatGPT Enterprise (or Azure OpenAl, Anthropic Enterprise, etc.) which do not train
[7]

g
onyourdata (- - OPENAI.COM) (IUJ Openal.com,.Allows control of data

residency and retention.

Run large language models locally or in private cloud. Examples: self-hosted

LLaMA/Dolly, IBM/Anthropic hosted privately. All data stays in your infrastructure (BGJ

www.techradar.comy.

Al tools integrated with enterprise data stores via connectors or APIs (e.g.

Snowflake+GPT, Mistral Le Chat). Controls exactly which internal sources chat can
. 3 .

access ([10] www.itpro.comy ([09] www.itpro.com).

Regular audits of Al usage logs (where available), anomaly detection on file sharing,

employee surveys, and incident reviews to catch gaps. Use security metrics to refine
controls.

Benefits

Instills awareness and norms;
low cost; aligns with compliance
standards.

Directly stops data exfiltration via
blocked sites; easy to enforce on
company net.

Can catch some leaks in real-
time; integrates with security
stack.

Data under corporate control;
compliance certifications; full
logging.

Maximum data control (complete
isolation); custom fine-tuning
possible.

Allows Al help while explicitly
limiting input data; often
audited/logged.

Increases visibility; helps detect
policy violations; continuous
improvement.

ChatGPT Data Security: Preventing Proprietary Data Leaks

Limitations

Relies on human compliance; some
misuse may continue; policies take time
to change culture.

Can frustrate productivity; employees
may circumvent via VPNs or personal
devices.

Technology is nascent; false
positives/negatives; may miss cleverly
phrased secrets.

Licensing cost; still requires trust in
vendor’s execution of promises; not
bulletproof.

High implementation effort; requires
technical expertise and infrastructure;
LLM quality may lag.

Complexity in setup; only works for
structured queries, not arbitrary copy-
paste scenarios.

May be reactive; requires retention of
logs; privacy concerns if monitoring too
intrusively.

Table 2: Selected strategies for preventing sensitive data from being shared with ChatGPT. Each combines policy or
technical controls, with trade-offs noted. Sources discussed above and security vendor insights inform these categories.

Encryption and Secure Transmission

Although standard ChatGPT already uses encryption in transit (TLS) and at rest (AES-256) on its servers (1*!

www.techradar.com), many experts have advocated for stronger user-side encryption to protect chat contents. In mid-

2025, OpenAl CEO Sam Altman publicly supported the idea of adding end-to-end encryption for “temporary chats,”

after realizing many users share extremely sensitive info in chats (! www.axios.com). Temporary chats in ChatGPT
(which aren’t logged after 30 days) could be encrypted so even OpenAl couldn’t read them. While real end-to-end

encryption with the Al provider as the endpoint key-holder is challenging, this plan signals that future platforms may offer
enhanced confidentiality (more akin to a doctor-patient conversation than a web search). Companies should watch out for
such features: as they arrive, they might provide an option to input data in a form that even OpenAl can’t mine.

Incident Response

Finally, organizations should treat Al-related leaks within their security incident response framework. If a scientist does
share proprietary data with ChatGPT and becomes aware of it, there must be a clear procedure: who to notify, how to
log the event, and how to remediate. At minimum, employees should know to immediately delete any sensitive data from
the chat (if possible) and inform IT security. The company may then review what was pasted and consider whether legal
or regulatory notifications are needed (for example, under GDPR, inadvertent processing of personal data might be an
incident). Lessons learned from lunar incidents should feedback into training and controls.

Data and Findings
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A thorough defense requires understanding the scope of the problem quantitatively and qualitatively. We already
presented key statistics above (Table 1). Here we delve into more data-driven insights and expert analyses:

« Employee survey data: The LayerX “Enterprise Al and SaaS Data Security Report 2025” surveyed many large enterprises. It found that
almost half (45%) of employees used generative Al at work, and of these, 77% had copied or pasted some company data into Al chatbots

PV vwww.techradar.com). Notably, 82% of those pastes came from unmanaged personal accounts (“*/ www.techradar.com),
confirming the shadow-IT angle. Another survey by MIT’s Project NANDA (2025) reported similarly that over 90% of companies had

some employees using unsupervised Al tools, versus just 40% with sanctioned subscriptions ([25} WWW.itpro.com).

+ Real log analysis: Security firm Harmonic’s Q2 2025 study is striking because it analyzed actual prompts rather than surveys. Out of
1,000,000+ prompts and 20,000+ uploaded files, they identified sensitive corporate data in 4% of prompts and over 20% of files ([3]
www.axios.com). These files are presumably things like PDF or CSV uploads. They also noted that ChatGPT led all Al tools in exposure
volume. Such telemetry from edges (client delete chat, but forgetting, etc.) is compelling evidence that these leaks occur routinely in

normal usage.

« DLP vendor findings: Cyberhaven, a data security startup, analyzed their customers’ traffic and blocked 4.2% of employee attempts to
paste data into ChatGPT (Wl gms-certification.com). Since they cover 1.6 million employees across clients, this suggests tens of
thousands of blocked leak attempts. They found 4.2% of users tried to past data it flagged. Moreover, their older report (Feb 2023) noted
that 11% of data pasted by employees into ChatGPT was confidential (Ll3J www.cyberhaven.com). Cyberhaven’s data also shows
anecdotal cases: one doctor’s patient details, one executive’s strategy slides. While vendors may have incentive to highlight problems,
these numbers are echoed by independent media reports (Axios, TechRadar), suggesting the problem is real and broad.

« IT security studies: The Cyera report (cited by tech outlets) likewise found that ChatGPT and Al tools have overtaken email and cloud as
the top vector for data leaks (HJ www.tomsguide.com). This conclusion is based on analyzing monitored interactions (don’t have raw
data, but likely similar to Cyberhaven’s). The broad consensus is that generative Al usage has introduced an “unprecedented surge in

cloud security risks” (MSJ www.techradar.com), with the majority stemming from employee actions rather than external hackers.

« Expert opinions: Interviews with security professionals reinforce that even a single prompt is dangerous. Ethical hacker Daniel Kelley

warns that ChatGPT not only leaks the data content but also “the thought process behind the information” (4] Www.itpro.com),

illustrating that models may reveal clues to confidential strategies through sequential prompting. Others caution that Al tools are treated
by users like personal assistants, but without guardrails. For cybersecurity budgets, this means firms must treat generative Al as a very
high-risk technology. Indeed, a Lenovo survey (2025) found 65% of IT leaders agreed their security defenses were outdated for Al-era

threats (‘45] www.techradar.com).

In summary, both hard numbers and professional assessments paint a consistent picture: corporate data leakage into
Al tools is widespread, growing quickly, and largely undetected by traditional controls. The evidence base for
concern is solid, and any company whose employees use ChatGPT without controls should act immediately.

Recommendations and Best Practices

Given the above analysis, the path forward has several components. Synthesizing industry guidance, expert advice, and

our review, key recommendations include:

1. Formalize an Al Usage Policy — Draft a clear, detailed policy on ChatGPT and similar tools. Explicitly prohibit the input of any
confidential or regulated data, and clarify allowed use-cases (e.g. brainstorming with synthetic or anonymized data only). Cite examples
and rationale: it's valuable to mention on-the-record incidents (like the CISA upload ([46] www.itpro.com) or the UK hospital that
discovered patient info in an Al chat) to underline seriousness. Policy promulgation via training sessions ensures all scientists understand
the red lines.

2. Employee Education and Culture — Hold interactive training sessions emphasizing “Think before you paste”. Use analogies like saying
an Al chat is not a private conversation but a broadcast to an unknown audience. Highlight stories: when OpenAl's CEO compares Al use
to medical confidentiality (wants legal parity) ([47] www.axios.com), employees should draw parallels between doctor-patient privacy
versus Al chat. Also stress positive paths: show how to use ChatGPT safely (e.g. with fictional data) or internal tools, to satisfy curiosity
without risk. Encourage a culture where employees report accidental exposures — like any other incident — without disproportionate
blame, so fixes can happen.
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3. Deploy Technical Controls — Apply firewalls, endpoint policies, and DLP updates. For instance, block generative.ai and related URLS
for normal user accounts, and allow access only through managed enterprise tools. Use secure browsers (with DLP extensions) on lab
machines, if possible. Subscribe to Al-security solutions (GenAl Protect, etc.) and configure them to flag or block sensitive token patterns.
Integrate these controls with existing security monitoring: add Al prompts to the list of monitored data exfiltration channels. Remember
that any VPN or unauthorized device can circumvent these, so pair with policy enforcement.

4. Use Enterprise Al Services — Where Al can help legitimate tasks, give scientists a secure alternative. ChatGPT Enterprise or Azure

OpenAl Service allow data controls and won't feed inputs into public models ([7] openai.com) ([8] openai.com). Similarly, services like
Microsoft Fabric or Snowflake’s Al can enable natural-language queries over internal datasets without exposing raw data ([39]
www.itpro.com). Encourage researchers to use these corporate channels for automation needs. If budget permits, consider in-house Al

solutions: deploy fine-tuned LLMs in a secure environment for R&D.

5. Monitor and Audit Al Usage — Continuously check compliance. Retain logs of Al queries (for systems where available) and review them
periodically. Anomalies like sudden uploading of many files or high-volume ChatGPT access should trigger alerts. Note that, per OpenAl's
enterprise terms, companies can even download usage logs for audit ([7] openai.com). Regular audits of tool use, plus random
interviews or surveys, can gauge how well policies are followed. Use this intelligence to refine controls.

6. Encourage Safe Al Experimentation — Rather than stifling innovation, enable it under supervision. Form an “Al Center of Excellence” or
designate champion-users who can explore Al with proper oversight. Some companies provide isolated test environments or synthetic
datasets for learning. Doing so helps uncover clever productivity use-cases internally, reducing the incentive to circumvent rules.

7. Legal and Compliance Alignment — Consult legal and compliance teams to align Al usage policies with regulations like GDPR, HIPAA,
or export controls. For example, many firms already forbid sharing any personal data with external tools; ChatGPT falls under this rule. If
anyhra breach occurs, have an incident playbook: e.g., in EU jurisdictions, decide if a GDPR breach report is needed (likely not if prompt-
paste was a mistake, but document it to be sure). Work with legal to revise contracts/NDA on Al contributions.

8. Stay Informed of Al Developments — Since the landscape evolves rapidly, security teams should continuously monitor new Al features
and threats. For example, ChatGPT's introduction of memory functions or third-party data connections (as will come in GPT-5) might
open new leak vectors ([9] www.techradar.com) (”O] www.itpro.com). Conversely, investors have announced improvements like per-

session encryption ([4” www.axios.com) — evaluate these as they roll out. In essence, treat generative Al tools like a new category of
technology requiring dedicated R&D and security feasibility studies.

By combining these measures, organizations can dramatically reduce the risk of proprietary data leaking via ChatGPT.
Purely technical or purely policy solutions are insufficient; the most successful companies use defense in depth. Table 2

above summarizes the recommended strategies and their roles.

Future Directions and Implications

Looking ahead, the interplay between employees and Al chatbots will continue to evolve, with both technology advances
and regulatory changes affecting how companies must guard data. Key anticipated trends include:

« Evolving Al Privacy Features: As Al providers face pressure, we expect more built-in privacy controls. ChatGPT’s move toward
ephemeral encrypted chats is one example (HH www.axios.com). Future enterprise Als may offer fine-grained data sharing controls or
“data lake” models where the Al only operates on obfuscated data. Federated learning or private inference models (where model weights
come to data, not vice versa) may mature. Organizations should stay abreast of such innovations as they offer new ways to balance utility
with confidentiality.

« Increasing Regulation: Governments are already formulating Al regulations. For instance, the EU’s proposed Al Act categorizes systems
by risk; loosely, an Al that handles sensitive data could be deemed high-risk, requiring auditability and documentation. If ChatGPT or its
output is used for critical decisions (e.g. drug development), it may face compliance rules. Also, privacy laws may require explicit consent
or justifiable legal basis for uploading certain data to any Al. Companies should prepare for scenario where ChatGPT use is either highly
restricted or required to meet rigorous certification for certain domains.
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« Better Internal Tools: Open-source and private LLMs are improving. We may see high-quality “Al assistants” running entirely on
corporate servers. The cost of computing power is dropping, making it feasible for small labs to have their own dedicated chatbots. Tools
for automatically anonymizing or sanitizing prompts before sending to public Al may appear (some open-source token-filtering proxy, for
example). Companies should consider investing in custom LLM development, especially if they have extremely sensitive IP (as some
defense contractors and biotech firms already do).

o Cultural Shift: Over time, usage patterns will normalize. Younger scientists who grew up with Al will have different intuitions about what is
safe to input (analogous to how employees now assume weird Social media posts are public by default). Education at universities and in
graduate programs may include digital confidentiality modules addressing Al. If properly implemented, in five years it may become taboo
within R&D labs to input raw data into any public Al — much as it is taboo to put client spreadsheets on a personal cloud drive.

« Security as a Service: We likely will see growth in security offerings targeted at generative Al. Check Point’s Lakera acquisition is one
example ([32] www.itpro.com), and others (Palo Alto, Darktrace, etc.) will offer “GenAl Protect” modules. These may include specialized
firewalls for LLMs, blackboxing corporate-trained models to detect misuse, or watermarking Al outputs to trace leaks. Enterprises could
subscribe to services that continuously scan for unwanted exposure of their brand or data on public Al forums.

o Hybrid Workflows: Another plausible direction is merging human and Al workflows more formally. Tools like ChatGPT may become part
of lab software (e.g. IDEs or lab notebooks) with built-in guards. For instance, an integrated development environment could warn a user
if they are about to send proprietary code to an external API, or automatically run a compliance check. Similarly, automated chatbots on
encrypted channels (like a corporate Slackbot using an LLM internally) could route queries back to the office, eliminating the need for free
ChatGPT entirely.

In conclusion, the implications of ChatGPT usage span technology, law, and human behavior. Preventing leaks is not a
one-time fix but an ongoing process. The stakes are high: trade secrets and private data underpin competitive advantage
for science-driven companies. Individuals, from researchers to executives, must internalize that entering proprietary
data into a public Al chat is effectively the same as posting it on the Internet. Companies that enforce this mindset,
while still enabling creativity, will preserve their innovation edge without compromising security.

Thorough Conclusion

The convergence of rapidly advancing Al and ever-mounting data security requirements has created a new frontier of
concern for research-driven organizations. This report has documented how innocuous actions—Iike a scientist pasting a
product roadmap into ChatGPT—can have serious, far-reaching consequences. We have analyzed the problem from
multiple angles: empirical studies show high rates of data sharing into generative Al (") www.tomsguide.com) (%!
www.axios.com); prominent incidents (from CISA to bug-glitches) illustrate real-world fallout (1°! wyw.itpro.com) ()
www.tomsguide.com); and expert commentary underlines that no current trust boundary can automatically secure such
chats (“ v techradar.com) (%! www.axios.com). On the positive side, we have outlined effective defenses: policy,
culture, and technology working hand-in-hand. Robust Al governance — including clear rules, staff training, and
monitoring — must be paired with tech solutions like enterprise Al subscriptions or local LLMs (") openai.com) (©°°!
www.techradar.com) to truly mitigate risk.

Our key findings include:

« Extent of the problem: A surprisingly large fraction of corporate data is being conveyed to ChatGPT by well-
meaning staff (! vww.tomsguide.com) (' www.cyberhaven.com). Traditional security tools often miss these leaks,
making ChatGPT usage a blind spot.

« Inevitability of use: Strict bans are not foolproof, as employees will use Al ever if it's unsanctioned (")
www.axios.com). Emphasizing education and sanctioned Al tools is more practical than hoping to ban all Al.

« Technical mitigations: Using vetted enterprise-grade Al (which promise no training on your data) drastically
reduces the risk (" openai.com) (®' openai.com). Both industry and open-source solutions are emerging to give
companies more control.

« Policy and cultural change: Without leadership buy-in and cultural change, technical fixes may fail. Organizations
must treat Al literacy and secrecy as core to R&D professionalism.
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Finally, as we look to the future, the tension between productivity and secrecy will remain. But the tools for managing it
are rapidly improving. Al providers are adding encryption and access controls (“*! www.axios.com) (!} vw.techradar.com),
and security vendors are building new defenses (° www.itpro.com) (** www.itpro.com). Legislatures and standards
bodies are crafting guidance. Meanwhile, enlightened organizations will proactively adopt the best practices we have
described — seeing Al not as an uncontrollable risk but as a resource to be managed.

In the modern era, data truly is an organization’s most valuable asset, and proprietary knowledge is its competitive edge.
Allowing that knowledge to slip into a public Al model is akin to a corporate data breach. With the evidence and strategies
presented here, companies can confidently set up the controls, training, and tools needed to stop scientists from
pasting proprietary data into ChatGPT. This does not mean treating Al as forbidden fruit; rather, it means using Al
thoughtfully, safely, and under conditions that preserve both innovation and security. As summarized by Al security
experts, knowing the threat exists is “the first step in boosting security” (1**! www.tomsguide.com). Organizations should
now take the many additional steps outlined in this report to protect their crown jewels in the Al age.
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US market
in custom Al software development and pharma implementations with proven results across public biotech and
pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and ERP
systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al infrastructure
for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion, automated
document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field force
applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and automated
customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom data
visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and implementation
guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no representations
or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or availability of the information
contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives be liable
for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or damage whatsoever arising
from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated content may
contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of their
respective owners. All company, product, and service names used in this document are for identification purposes only. Use of these
names, logos, trademarks, and brands does not imply endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and biotech
companies. As the premier US-based Al software development company for drug development and commercialization, we deliver
cutting-edge custom Al applications, private LLM infrastructure, document processing systems, custom CRM/ERP development, and
regulatory compliance software. Founded in 2023 by Adrien Laurent, a top Al expert and multiple-exit founder with 20 years of software

development experience and patent holder, based in the San Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your business needs, please consult
with appropriate qualified professionals.

© 2025 IntuitionLabs.ai. All rights reserved.
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