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Executive Summary

Generative Al — notably large language models (LLMs) powering chatbots like ChatGPT, Google’s Bard, and Anthropic’s
Claude — have been rapidly adopted by businesses to automate tasks such as drafting documents, answering customer
questions, and generating insights. A striking benefit of these systems is their fluency, but this fluency can mask a critical
flaw: Al hallucinations, where the system confidently outputs false, misleading, or fabricated information. Hallucinations
pose substantial risks for businesses, including misinformation, legal exposure, and erosion of trust. For example, a
support bot at Air Canada erroneously promised a $100 ticket discount, forcing the airline to honor an unwanted refund
(™ time.com); similarly, an Al-driven legal brief led to attorneys being sanctioned for citing fictitious case law (! time.com).
In late 2025 a major law firm was punished for filing “completely made up” ChatGPT-generated case citations (I*/
apnews.com). High-level scrutiny has followed: in December 2025, dozens of U.S. attorneys general warned Al
companies that “delusional outputs” could violate laws, demanding audits and fixes (*) www.windowscentral.com). These
incidents underscore that hallucinations are not mere curiosities but urgent business problems.

This report provides an in-depth examination of Al hallucinations in business contexts. We define hallucinations precisely
(when LLMs “invent facts that sound plausible but are imaginary” (www.ox.ac.uk)), trace their historical and technical
roots, and survey research and expert insights on why they occur. We analyze empirical data on hallucination rates — for
instance, internal OpenAl tests found newer models hallucinate double or triple as often as earlier ones (e.g. =33-48%
for newer versions vs ~15% for an older model) (1*/ www.livescience.com) — and discuss how hallucinations vary by model
design and task. Case studies from industry (such as Deloitte’s Al-generated report containing fake citations, forcing a
partial government contract refund (° apnews.com) (°/ www.techradar.com)) illustrate real costs. We review multiple
strategies to mitigate hallucinations: from technical fixes (retrieval-augmented generation, fact-checking models, model
“confession” systems (I’ www.techradar.com) (' www.tomsguide.com)) to organizational safeguards (human oversight, Al
governance frameworks). We compare strengths and limitations of different approaches in markdown tables.

We also present contrasting perspectives. Some executives (e.g. a Huawei Al lead) argue hallucinations are an intrinsic
feature of Al creativity that must be managed rather than simply eradicated (1) vw.itpro.com). Others insist on aggressive
mitigation, citing reputational and legal stakes. Finally, we discuss future directions: how research (e.g. in semantic-
entropy detectors (www.ox.ac.uk), self-correcting architectures, or stricter regulation) may shape the evolution of
hallucination-prone models. In conclusion, we summarize best practices for businesses: treat Al outputs with caution,
implement robust checks, and foster transparency. With the right mix of technology and policy, companies can harness
generative Al's power while minimizing the perils of hallucination.

Introduction and Background

Generative Al has seen explosive growth in business adoption. In 2025 over 78% of firms were reportedly using Al
tools to automate tasks and boost productivity (up from ~55% in 2024) (*°! www.techradar.com). Large language models
(LLMs) like GPT-4, Bard, Claude and open-source counterparts can draft emails, summarize reports, code software, and
more. Many businesses are racing to integrate Al functionalities into products (cloud chatbots, virtual agents, content
pipelines) given the promise of vastly increased efficiency.

However, a fundamental flaw in today’s generation models has become apparent: they will often produce plausible-
seeming but incorrect or invented content. The Al community commonly calls these false outputs “hallucinations.” As
Oxford researchers explain, a hallucination occurs when an LLM “invent [s] facts that sound plausible but are imaginary”
(www.ox.ac.uk). Put simply, the model confidently asserts information that is not true or not supported by any real data.
These hallucinated outputs can range from minor factual errors (e.g. wrong dates or names) to completely fabricated
statements (e.g. a non-existent court case, or absurd advice). Importantly, LLM hallucinations differ from mere
grammatical errors; they are content errors, often presented with human-like conviction, making them especially
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dangerous for decision-making. As one Al ethics engineer warns, when an Al “outputs fabricated information...with the
same fluency and coherence it uses for accurate content, it risks misleading users in subtle and consequential ways” (

).

Hallucinations are not unique to any single vendor; they are inherent in current generative models. Early examples arose
soon after ChatGPT's debut in 2022, with widely publicized mishaps. By mid-2024, analysts were calling “making things
up” Al's “Achilles heel” ( ), and as adoption rose, so did concern. This concert of events sparked widespread
attention: Time magazine noted that hallucinations had already forced Air Canada to honor chatbot-offered discounts and
forced Google to retract an Al search feature after it recommended eating rocks ( ). Law firms learned the hard
way too — U.S. attorneys have been sanctioned for using ChatGPT’s made-up citations in court, and the phenomenon
even prompted U.S. attorneys general to issue legal warnings, describing “delusional outputs” as potentially unlawful (

) ( ). The stakes for businesses are high: hallucinations can lead to compliance
breaches, brand damage, and costly operational errors.

Given this context, the present report examines what hallucinations are, why current Al systems produce them, and
how businesses can prevent or manage them. We draw on recent academic studies, industry research, news reports,
and expert commentary to provide a comprehensive, evidence-based analysis.We pay particular attention to
perspectives across domains (technology, law, security, business leadership) and present multiple case studies. We
emphasize empirical findings (e.g. hallucination rates across models, the effectiveness of interventions) and include
tables summarizing key data. Ultimately, this report aims to equip decision-makers, engineers, and stakeholders with the
knowledge to understand and mitigate the hallucination problem in enterprise Al deployments.

Defining Al Hallucinations

The term “Al hallucination” is borrowed by analogy from human perception. In humans, a hallucination is a sensory
experience (seeing or hearing something) that has no external stimulus. In Al, the term is metaphorical: it refers to an
LLM generating content (text, code, etc.) that has no basis in the input or in factual reality. For example, if an Al is asked
“Tell me about the spacecraft Nova-X3,” and there is no real spacecraft by that name, but the Al confidently describes its
mission and specifications, that is a hallucination. Similarly, if the Al cites a supposed news article or court case that does
not exist, it is hallucinating sources.

Various authors and research efforts have tried to categorize hallucinations. Lilian Weng (OpenAl researcher and author)
distinguishes in-context hallucinations (where the output does not correctly reflect provided contextual data) and extrinsic
hallucinations (where the output contradicts real-world knowledge or facts) ( ). Another way to
classify them is by content: factual hallucinations (wrong facts), logical/syntactic hallucinations (contradictions or
nonsense in the output), and attributional hallucinations (fabricated sources or citations). However, many experts note
that “hallucination” is an imprecise umbrella term covering multiple failure modes ( ).

For the purposes of this report, we define Al hallucinations as outputs from a generative model that are confidently
presented but unverifiable or false. That is, the model is effectively making things up. This definition aligns with usage in
research and media: for instance, Oxford University summarizes a Nature-published approach by stating an LLM
hallucination “invent [s] facts that sound plausible but are imaginary” (www.ox.ac.uk). We use “hallucination” broadly to
mean any output not grounded in truth, leaving room for sub-types in context (e.g. spurious claims, fictitious dialogue,
nonsensical answers).

Causes of Hallucinations: Why They Occur

Understanding why hallucinations happen requires looking under the hood of LLMs. Unlike symbolic Al systems designed
with explicit truth-checking, modern LLMs are deep neural networks trained primarily to predict the next word in text.
Training Objective: By design, LLMs maximize the probability of generating human-like text, not truthfulness. They are
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trained on vast corpora (books, web pages, code, etc.) and learn statistical patterns of language. Critically, the training
data may contain errors or biases, and the model has no built-in mechanism to verify facts. It has never seen “the real
world” beyond text correlation. In ChatGPT's word, LLMs “learn to predict the next word” (*“! www.axios.com), meaning
they confidently regurgitate the kinds of phrases and facts that fit the prompt, whether or not they are accurate.

No Concept of Fact-Checking: Because the training process rewards coherence and fluency, the model has no direct
way to know if a statement is true. It can match patterns from training but cannot cross-check against reality. As one
TechRadar guide points out, generative Al “lacks a true fact-checking mechanism,” so it can readily produce fabricated
information (*°/ www.techradar.com). Users may assume the Al “understands” facts, but behind the scenes it is effectively
blind to truth. If a factual assertion increases the likelihood of the next word pattern, the model will output it, even if it
never encountered that fact or it's wrong.

Scale and Complexity: Bigger models sometimes paradoxically hallucinate more. OpenAl’s own research showed that
its newer “03” and “04-mini” models hallucinated much more frequently on test questions than the older “01” model (m
www.livescience.com): roughly 33% and 48% of answers were wrong, versus only about 15% for the older model.
Advanced models are better at reasoning but they also project their “knowledge” with more confidence, leading to more
confident fictions. This is partly because larger models learn to fill gaps in knowledge with plausible guesses. As one

m

analyst remarks, “Al reasoning models become more advanced, the more it ‘hallucinates™ (\*/ www.livescience.com). In
essence, scaling up raw generation capability does not inherently fix the root issue of lacking factual grounding; it simply

changes the nature of the hallucinations.

Prompting and Ambiguity: The way prompts are phrased can trigger hallucinations. Ambiguous or open-ended queries
tend to make the model “guess.” For example, asking “How does company X perform financially?” when X is obscure
might lead to made-up numbers. Similarly, multi-step questions requiring specialized knowledge can break the model’s
coherence. Because the model is probabilistic, rare or out-of-domain queries will get handled by filling the gaps with
whatever seems most fluent. Even follow-up prompts can induce the model to change its answer, as illustrated by
research on “yes-man” behavior: an LLM might initially say “I don’t know,” but if the user insists or asks differently, it may
fabricate an answer just to satisfy the user ("° www.techradar.com) (") www.techradar.com). Thus, user interaction style
and persistence can inadvertently encourage hallucination.

Inherent Limitations: Some experts argue hallucinations are fundamental to the way LLMs work. As Axios
summarized: “Hallucinations aren’t quirks — they're a foundational feature of generative Al" (**/ www.axios.com). The
competitive, benchmark-driven development of Al means companies optimize for impressive capabilities (“wow”) and fast
generation, often at the expense of caution. Halting hallucination often slows the model down or reduces fluency, so
vendors deprioritize it. Indeed, Axios notes that Al labs “would love to tamp down hallucinations, but not at the expense of
speed” (1“1 www.axios.com). In other words, unless explicitly addressed, hallucination is an “inevitable” byproduct of the
current approach: maximizing predictive performance on large text corpora without a built-in verifier.

Summary: In short, Al hallucinations occur because LLMs have the wrong objective (next-token prediction, not truth),
they lack explicit truth constraints, and their very success in mimicking human writing fills in unknowns with plausible
falsity. The underlying causes — from model design to training data limitations — mean hallucinations are not anomalies
but expected failure modes unless actively prevented. As one industry engineer put it, an Al model making up “invented
facts, citations or events” is exactly the kind of risky output when it treats falsehood with the same fluency as truth ()

www.livescience.com).

Evidence and Scope of the Problem

The prevalence and impact of Al hallucinations can be partly quantified through measurements and numerous
documented incidents. Hallucination Frequency: In controlled testing, hallucination rates can be strikingly high.
OpenAl's data (reported via Live Science) shows older models hallucinating ~15% of the time on short factual questions,
while newer models did so double to triple as often (*) vwww.livescience.com). Another test (OpenAl's internal “PersonQA”
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benchmark) found newer reasoning models hallucinated as much as 48% of answers (I*/ www.livescience.com). These
figures illustrate that in real use, roughly one-third or more of answers from cutting-edge models may be false even when
the questions have verifiable answers. Of course, rates vary by task and domain: conversational or generative tasks like
storytelling have even higher hallucination risks, while narrowly defined tasks (like math) show fewer errors.

Business and Enterprise Context: Because hallucinations degrade trust and reliability, by mid-2025 many surveys and
studies were flagging them as top business concerns. For example, McKinsey reported that businesses expect major
productivity gains from GenAl (up to $$7.9$ trillion globally), yet also warned that “hallucinations and other issues” could
undermine adoption ("*”) www.livescience.com) (*°) www.techradar.com). A TechRadar industry article noted that 78% of
companies had already integrated Al by 2025, but cautioned that “issues such as hallucinations (fabricated responses)
and sycophancy” are now critical to address for strategic use ("' www.techradar.com) (*°) www.techradar.com). In short,
hallucination is now routinely cited among the top challenges in enterprise Al initiatives.

Real-World Incidents and Case Studies: Numerous public examples underscore the concrete impacts of
hallucinations:

« Customer Service Fiascos: In January 2024, an Al chatbot deployed by the DPD parcel service in the UK famously went off-script.
Prompted persistently by a user, the bot eventually cursed at the user and criticized the company in a humorous but alarming display

of unexpected behavior (|20| time.com). This incident (widely reported) highlighted that chatbots can break persona and say damaging
things if not properly constrained; it was effectively a form of hallucination/loss of system grounding. More prosaically, the Air Canada

case (Feb 2023) noted above illustrates a financial hit due to a simple hallucinated promise ([1‘ time.com).

« Legal Malpractice: The legal field has seen multiple high-profile examples. In 2023, two lawyers in New York were finely sanctioned after
submitting court briefs containing fake case citations generated by ChatGPT ([1] time.com). Similarly, in July 2025 an Alabama federal
judge reprimanded attorneys from a major law firm for using ChatGPT to draft filings with “completely made up” legal precedents ([2]
apnews.com). One attorney was even sent to a special Al-awareness course with a $5,500 penalty for submitting invented citations ([21

apnews.com). These cases show that hallucinations can translate directly into professional misconduct and legal liability.

« FinanciallConsulting Domain: In October 2025, Deloitte admitted that a generative Al tool (GPT-40) was used to draft a government
report filled with errors ([ZH www.techradar.com) ([51 apnews.com). The 237-page report contained fake citations, false footnotes,
and a made-up court quote ([ZH www.techradar.com) (hallucinated content), forcing Deloitte to reimbuse part of a AU$440,000

contract ([22] apnews.com). This incident illustrates a direct monetary loss caused by an Al hallucination in a consulting deliverable.

o Market Impact/Brand: Hallucinations can even influence markets. In 2023, Google’s stock briefly plunged by over $100 billion dupa (!?)
when its Bard chatbot erroneously claimed the James Webb telescope provided images of “life on Mars” — a completely false statement.
This “Bard textbook hallucination” moment occurred during a live demo and, though quickly corrected, it cost Google dearly (L23J axis-
intelligence.com). The tweet went viral and demonstrated how an Al's confident false statement can shake investor confidence with real-

dollar consequences. (We cite a forensic account that Google lost $100B in one day when Bard hallucinated the Mars claim (L23J axis-
intelligence.com).)

« Security and Compliance: In the cybersecurity domain, researchers warn that hallucinated code or advice from Al can create
vulnerabilities. One security analysis noted that as companies shift developer queries from Stack Overflow to Al tools, hallucinations in
code suggestions or configuration (fake API calls, insecure defaults) become a software supply-chain risk, opening organizations to hacks

(|24| www.technewsworld.com). For example, if a developer blindly uses Al-generated code containing a backdoor-like snippet, the
entire system’s security is compromised.

These examples span industries: customer service, law, consulting, tech, and security. They consistently show that even
a few hallucinated lines of output can cause outsized damage — from trivial embarrassment to multi-million-dollar
losses or legal sanctions.

Quantitative Surveys: While systematic data across deployments is scarce, individual surveys and analyses highlight
the scale of concern. A 2025 TechRadar report cited OpenAl data that performance-on-factual-questions is declining on
newer models (33-48% hallucination rates as above) (I www.livescience.com). Another industry narrative review notes

that certain query types (multi-hop questions, uncommon topics) exhibit hallucination rates over 20-30% in practice (1
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wwwlivescience.com) (#?) axis-intelligence.com). In business domains like healthcare or finance, even a small hallucination
rate is unacceptable (a 1% error in medical advice could be disastrous).

Summary of Evidence: Hallucinations are undeniably prevalent and impactful. Empirical tests show they occur
frequently under normal use. High-profile business cases demonstrate they carry serious fallout. Regulatory attention
(e.g. the December 2025 attorneys-general letter (*°/ www.windowscentral.com)) underscores that governments now
recognize hallucinations as critical failures. In view of this evidence, any enterprise deploying generative Al must assume

hallucinations will occur and plan accordingly.

Categories of Hallucinations

Given that “hallucination” encompasses multiple phenomena, it is useful to categorize them for analysis. Different

researchers have proposed taxonomies; here we outline several relevant categories and examples:

« Factual Hallucinations (Fabricated Facts): The model invents false facts. Example: Stating a business has a
revenue figure not found in any source, or claiming a person is an expert in a field when they are not. These arise
from the model’s tendency to fill gaps with plausible-sounding data.

« Contextual Hallucinations (Ignorance of Input): The output contradicts or ignores the given context or
instructions. Example: Summarizing a provided document but adding details from external sources not present in the
input. This can mislead when users think the output strictly reflects the input.

- Citation/Source Hallucinations: The model fabricates references, dates, authors, or case-law. Example: In a
summary, it cites a non-existent study as evidence, or in legal advice provides a fake statute number. This is
particularly insidious because it appears authoritative (a false citation) (™! time.com).

« Logical or Semantic Inconsistencies: The model generates statements that contradict each other or violate logic.
Example: “The capital of France is Berlin,” or in a step-by-step solution it contradicts earlier steps. These often occur
in complex reasoning tasks.

« Creative or Narrative Hallucinations: Useful in creative tasks but false in reality, e.g., the Al invents fictional
characters or events when asked to write a story or generate examples. While sometimes tolerated, business uses
(e.g. marketing copy) must clearly label fiction vs fact.

More granular classifications (proposed in some research) distinguish intrinsic vs extrinsic hallucinations (*°!
lilianweng.github.io), or causal vs compositional hallucinations, but such technical nuances go beyond this report’s scope.
The key is that while hallucinations vary in form, they share the trait of being detached from ground truth or provided
facts. Table 1 (below) illustrates an empirical dimension of hallucinations: how model version correlates with hallucination

frequency in testing scenarios.

Model Version ; ination Rate (| QA k) Source
Legacy model (01) ~15% | (4 www.livescience.com,
Advanced model (03) 33% (‘4‘ www.livescience.comy

Advanced model (04-mini) 48% ([4] www.livescience.com)

Table 1: Hallucination rates observed in controlled QA tests. OpenAl found that its latest reasoning models (03, 04-mini)
generated invented or incorrect answers roughly one-third to one-half of the time, much higher than an older baseline

model (1 www.livescience.com).

This table underscores a counterintuitive fact: newer, more sophisticated LLMs can hallucinate more often. The trade-off
seems to be advanced reasoning power versus factual accuracy.
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Implications for Business and Risk Analysis

Hallucinations create multifaceted risks for businesses. Below we examine key implications across operational, legal,
reputational, and strategic dimensions:

Trust and Reputation

Business stakeholders must trust Al output for it to be useful. A single glaring hallucination (e.g. a customer being given
demonstrably false advice by a chatbot) can severely undermine user trust. Consumers and partners might lose
confidence in a product or brand once they witness an Al error. For instance, when Google’s Bard claimed the Webb
telescope had shown evidence of alien life, the immediate stock-market reaction demonstrated how trust (even in a
demo) can plummet. As one analysis notes, each high-profile “Al-induced gaffe” continues to embarrass users and
“cloud...adoption” (**! vwww.axios.com). Reputation damage can have long-term costs: if media covers an Al’s absurd
hallucinations, it may take months of positive messaging to recover.

Accuracy in Critical Domains

In sectors like healthcare, finance, and law, factual accuracy is paramount. A hallucination in medical decision support
could recommend a wrong drug dosage; in finance, it could fabricate data in a risk model. The bar for error is near zero.
For example, a Forbes biotechnology expert warned that pharmacies and clinical teams have “zero room for
hallucination” in using GenAl (“°! www.pienomial.com). Regulatory bodies may hold companies legally accountable if an
Al's false suggestion leads to harm — as happened with lawyers in court, or could happen if a patient acts on a
hallucinated medical claim.

Compliance and Liability

As noted, regulators have begun to treat hallucinations as potential legal violations. The National Association of Attorneys
General letter cautioned Al labs that failing to correct delusional outputs “could constitute a violation of state law” (\°!
www.windowscentral.com). Analogously, businesses deploying Al may face liability. If a bank, for example, uses an Al
advisor that hallucinates a misleading fact leading a client to invest poorly, lawsuits could ensue. The United States 2025
case of ChatGPT fraud (where a father blamed a ChatGPT hallucination for a murder) even led to wrongful death
lawsuits against Al companies (°°/ apnews.com). These developments signal a future where Al hallucinations must be
treated as compliance issues. Companies might need to implement “due diligence” checks on their Al outputs to avoid
regulatory penalties.

Operational Costs

Hallucinations often incur hidden costs. When an Al output is suspect, organizations must devote time and resources to
verify or correct it. For example, Deloitte’s refund incident shows the operational cost: they spent considerable time
revising an Al-generated report, plus the financial refund (°! apnews.com) (°! www.techradar.com). Many companies now
build in manual review stages for Al-generated drafts, so employees are not blindly trusting outputs. These human-in-the-
loop processes, while necessary, slow down workflows and reduce the automation gains Al promised. There is a
measurable trade-off: one survey found enterprises rating slow ROI and poor data quality among top integration
challenges ([27] www.techradar.com), and hallucinations directly contribute to those problems by necessitating rework.

Security Risks

Beyond code supply-chain issues (discussed earlier), hallucinations can be exploited. Researchers warned that attackers
might craft prompts that cause an Al to hallucinate in ways beneficial to the attacker — for instance, embedding malicious
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code or logic flaws in Al-generated scripts. Al systems could hallucinate sensitive business policy or personal data,
inadvertently leaking confidential information (a form of hallucination where the model fills in details about private

matters). Tackling hallucinations is therefore also part of Al security hygiene. Threat modeling now must include

scenarios where a model’s false output can become a vector for attacks (just as phishing often relies on believable false

messages).

Ethical and Strategic Considerations

Some business leaders (echoing the Huawei executive perspective) contend that hallucinations might have creative

value if used properly — for example, in brainstorming or product ideation, an Al's “creative leaps” (even if false) could

spark innovation (I www.itpro.com). However, this must be weighed against the risks in any outcome that requires truth.
Strategically, a company must decide where hallucinations are tolerable (creative tasks, marketing mockups) versus

where they are strictly forbidden (customer advice, legal docs, safety-critical systems). This decision affects policy and

product design.

Moreover, transparency around hallucinations is becoming an ethical imperative. Customers and users may expect Al

statements to be verifiable. Some experts advocate that Al outputs include uncertainty indicators or sources to mitigate

the “blind trust” problem. The tension between Al's potential and its hallucinations has led some ethicists to invoke the

“drift” between capability and reliability (**! www.axios.com): continued expansion of Al features may outpace the
convergence of truth guarantees, requiring careful stewardship.

Mitigation Strategies and Best Practices

Given the above implications, businesses are actively investigating ways to prevent or reduce Al hallucinations. Here

we analyze major approaches, grouping them into technical and organizational strategies. As one TechRadar article

notes, building trust in Al requires multiple layers of assurance: “Retrieval-augmented generation (RAG) can add another

layer of reassurance, grounding responses in verifiable data” ("' www.techradar.com), and careful oversight creates a

“feedback loop” to strengthen trust (! www.techradar.com). Table 2 below compares several mitigation tactics,

summarizing how they work and their trade-offs.

9y

Retrieval-Augmented
Generation (RAG)

Semantic Hallucination
Detectors

Confession
Mechanisms

Reinforcement
Learning from Human
Feedback (RLHF)

Human-in-the-Loop
Review

User Awareness &
Feedback

Combined (Multi-layer)

The Al system retrieves relevant external information (e.g. documents,
databases, search results) and conditions its answer on that factual
context.

Post-generation checks using Al or statistical methods to flag unlikely
content. For example, Oxford/DeepMind’s “semantic entropy” flags
answers whose meaning strays far from the prompt (www.ox.ac.uk).

Training the model with an extra output that “confesses” uncertainty.
(OpenAl's “ConfessionReport” trains a model to admit when it may be

wmng<[8] www.tomsguide.comy,

Fine-tune LLMs using human judgments, rewarding truthful answers
and penalizing hallucinations.

Have domain experts review Al outputs before final use (especially in
high-stakes domains).

Train staff to recognize t and allow

user feedback loops.

ions, encourage

Use several methods (e.g. RAG + RLHF + detectors) together for
robustness.

Benefits & Challenges

Benefit: Grounding answers in real data dramatically
cuts hallucinations. Challenge: Requires building and
maintaining retrieval infrastructure; slower responses;
security of data sources.

Benefit: Can identify many hallucinations automatically.
Challenge: Not perfect — usually probabilistic and may
miss subtle errors; adds computation.

Benefit: Encourages Al honesty rich with self-critique;
novel idea to help users gauge reliability. Challenge:
Experimental; users may still trust the answer more than
the confession.

Benefit: Aligns the model more with human values and
fact-checking; can reduce blatant falsehoods.
Challenge: Still imperfect (models can still lie if unseen
examples); expensive to gather human data.

Benefit: Ensures errors are caught before damage;
essential for fields like law/medicine. Challenge: Labor-
intensive and time-consuming; partly defeats
automation.

Benefit: Cultural mitigation; catch what automated tools
miss. Challenge: Relies on users’ diligence and training.

Benefit: Hybrid strategies are most comprehensive.
Challenge: Complexity; diminishing returns if not well-
integrated.
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Table 2: Selected strategies to mitigate Al hallucinations, with pros and cons. Multiple approaches are often combined by
organizations to strengthen reliability.

Retrieval-Augmented Generation (RAG): Grounding is perhaps the most powerful known strategy. By integrating up-to-
date knowledge sources (document corpora, web search, enterprise databases), RAG ensures the model references real
facts. For example, instead of purely hallucinating an answer, the system pulls in supporting passages. TechRadar
highlights that RAG “can add another layer of reassurance” by producing “outputs that are both relevant and trustworthy”
(""" www.techradar.com). Many commercial Al platforms (e.g. ChatGPT Enterprise, Google’s Bard Enterprise) now default
to RAG or knowledge-base modes. The trade-off is engineering complexity: maintaining an accurate retrieval index and
avoiding retrieval errors (which themselves can hallucinate if the knowledge base is wrong).

Statistical Detectors and Consistency Checks: Several groups are building models to detect hallucinations. For
instance, Farquhar et al.’s Nature paper proposed a “semantic entropy” measure: if the meaning of the answer wildly
diverges from what the model “should” say, it flags a hallucination (www.ox.ac.uk) (*“! time.com). Other approaches ask
the model to verify its own output: e.g. “P(True)” where the Al assesses truthfulness of its sentences, or chain-of-thought
let it check consistency (1! time.com). While promising, these detectors are not foolproof. They are best used as alerts,
not definitive judgments, and often complement retrieval (if something is flagged, the system can fetch evidence to
confirm or deny it).

Enhanced Training Techniques: - RLHF and Fine-tuning: Models like GPT-4 are trained with human feedback to prefer
truthful outputs. This helps, but does not eliminate hallucinations. It can reduce the most egregious errors, though subtle
falsehoods still slip through. - Prompt Design: Sometimes simple prompt engineering helps; e.g. asking the Al to “only
answer if you are certain, otherwise say ‘I'm not sure™ can reduce casual guesswork. However, savvy models can
sometimes bypass such instructions if not firmly aligned. - “TruthfulQA” Training: There is academic work on fine-tuning
models against a test of known falsehoods, encouraging the model to output “| don’t know” rather than guess (“P’]
www.axios.com). These research efforts indicate some success but are not panaceas.

User-Facing Strategies: Businesses are also adopting policies at the user level. This includes clear disclaimers about
Al reliability, requiring human review for critical outputs, and educating employees to double-check facts. Some products
now display confidence scores or source annotations alongside Al answers. The idea is to shift expectation: Al can be a
tool for drafts or ideas, but not an oracle. Enterprise Al governance standards (coming from bodies like IEEE or ISO) will
likely mandate such safeguards.

In essence, there is no single silver bullet. A recommended best practice is a multi-layered approach: combine robust
grounding (RAG), automated checking, and human oversight. Google’s approach to grounding its Enterprise Bard with
factual corpora (e.g. Moody’s database) and OpenAl’s research pushing “confession” systems (°! www.tomsguide.com)
exemplify this philosophy. By contrast, naive use of a generic LLM without these measures invites costly errors.

Case Studies and Real-World Examples

Below we delve into notable case studies illustrating hallucinations in business settings, to highlight their critical nature:

1. Air Canada Customer Support (Chatbot Discount Error)

In early 2023, Canada’s Air Canada deployed a chatbot for customer service. The bot attempted to assist a traveler by
offering a discount code. Due to a hallucination, it offered a $100 discount that was not authorized. A customer took the
bot at its word and insisted on the discount. After a year-long legal dispute, a tribunal compelled Air Canada to honor the
rebate, costing the airline money and embarrassment (') time.com). This incident exemplifies how a minor hallucination in
a customer service bot can escalate into a legal and financial headache.
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« Impact: Financial loss (honoring the fraudulent discount), negative publicity.

« Lesson: Tight guardrails are needed on what actions bots can commit. Any transactional output (like coupons or
payments) should require human approval or verification to prevent unverified promises.

2. Google’s Bard Al (Eating Stones Demo)

In May 2024, Google showcased its new “Al Overviews” search feature powered by Bard. Unfortunately, the demo bot
began hallucinating dangerous advice. When asked if it was safe to eat rocks, Bard insisted it was fine (with no factual
basis) until testers flagged the error. Google had to pull the feature immediately and apologize publicly. Although no
customer harm occurred, the PR was costly and it slowed Google’s Al rollout. This case highlights how hallucinated

“facts” in consumer-facing content can cause tech firms to halt product launches and damage user trust.

« Impact: Project delays, trust erosion.

« Lesson: Even obvious-sounding questions can trigger bizarre hallucinations. Al answers should be thoroughly
vetted, especially for any health/safety questions. Including disclaimers or always double-check nonsensical queries
is vital.

3. Legal Malpractice (Fake Citations)

The legal field has seen at least three major incidents involving hallucinated case law:

« New York (2023): Attorneys hired ChatGPT to help with legal research for a personal injury case. They presented
fabricated New York court cases in their brief. When discovered, New York judge Jennifer Rearden sanctioned the
attorneys (later reducing fines on appeal, but legal precedent was set) because ChatGPT’s “junk” law misled the

court (! time.com).

« Alabama (2025): A large law firm, hired to defend the state’s prisons, used ChatGPT for motions. ChatGPT
hallucinated five false case citations. AFL attorneys were sanctioned by Judge Manasco, who publicly reprimanded
them: “You can't just submit [Al's] words as truth,” she stated. The firm refunded filing fees and attorneys were fined
and required to take training (**/ apnews.com).

« Connecticut Case (2025): The mother of a man accused of murder sued OpenAl, alleging ChatGPT gave her son
toxic suggestions. While not a hallucination per se, it shows legal fallout from questionable Al content.

These examples culminated in the December 2025 attorneys-general letter warning that unleashing LLMs without checks
could violate consumer protection laws (! vavw.windowscentral.com). For law firms and other professional services, the
takeaway is clear: unreliable Al equals malpractice risk. Firms must validate everything. Some are already banning Al
citations altogether or requiring lawyers to fact-check each claim.

4. Consulting/Analytics (Deloitte’s Al-Generated Report)

In mid-2025 Deloitte Australia produced a consultant report on workforce trends. Loyalty to impress, a team used GPT-40
to help draft the lengthy report. It turned out most of the report’s references and some quotations were pure fiction —
“hallucinated” by the Al. For instance, it included fake academic papers on workplace inclusion and a bogus excerpt from
an imaginary court case (°! apnews.com) (°) www.techradar.com). Once these errors were revealed, Deloitte admitted the
Al use and agreed to refund part of the AU$440,000 government contract ([221 apnews.com).

» Impact: Monetary refund (~$290Kk), reputational hit for one of the world’s largest consultancies. Deloitte now paused
certain Al-related offerings and emphasized stricter review steps.
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« Lesson: Even high-profile experts can be tripped up. Any analytic report or model using Al must be cross-checked
by humans. In practice, Deloitte implemented an “Al review board” and new guidelines to catch hallucinations early.

5. Security (Software Development)

While not a single “event,” research illuminates growing security concerns. Cybersecurity firm Vulcan (via 451 Research)
demonstrated that as developers increasingly trust Al coding assistants, hallucinated code suggestions become common.
Often the Al will output outdated dependencies or insecure code. For example, an Al might suggest a cryptographic
function with a secretly disabled certificate check. An unsuspecting dev copying that code into production could
unknowingly open a backdoor. Researchers warn this is a “software supply-chain nightmare”: rather than a human
maliciously injecting it, the Al's confident falsehood does the work.

« Impact: Potential data breaches, malware insertion, compliance fines (e.g. under privacy laws if personal data is
exposed).

« Lesson: Development teams must vet and test Al-generated code. In practice, this means running security scanners
on Al output, not blindly trusting it. Some companies now incorporate fuzzing or code review automatically for any Al-
generated snippet.

6. Market Reaction (Investor Trust)

In another example (discussed above), corporate stakeholders closely watch Al reliability. Analysts point out that
hallucination incidents can move markets: Google’s temporary $100B stock drop over Bard’s Mars hallucination shows
investors will penalize companies for big Al errors. Conversely, companies that demonstrate robust management of
hallucinations (through transparency or improved tech) may gain a competitive edge.

Managing and Preventing Hallucinations in
Business

Given the illustrated risks, enterprise strategy nowadays must explicitly include hallucination mitigation. Key best
practices include:

1. Human Review for Critical Outputs: For any high-stakes Al-generated content (contracts, financial analysis, medical suggestions, etc.),
require domain experts to vet and edit the output before use. This may sound obvious, but many organizations initially fell into the trap of
over-automation. Now it is common to impose workflow checks. In banking, for instance, an Al-generated loan report might need dual
human sign-off. In drug development, Al-predicted pathways are always test-checked.

2. Know Your Model’s Limits: Understand the hallucination profile of any Al tool. If using a public chatbot (like ChatGPT or Bard), be aware
of the model version and its known selection effects. Some firms maintain “hallucination datasheets” as part of their Al governance,
summarizing error cases of each model. Also, use the model only within tested domains. If the model hasn't been validated on certain
data, trust its output less.

3. Incorporate Grounded Architectures: If engineering a custom Al solution, prefer architectures that ground responses. This could mean
building a RAG system that first retrieves company data (documents, databases) relevant to the query and feeds that to the LLM. Many
companies now use Azure OpenAl or Google Cloud’s models with RAG to combine private knowledge with Al fluency. For example, a
legal firm might connect an LLM to its internal case-law database, so the Al's answers reference real precedents. Sound retrieval

dramatically cuts hallucinations ( ) ( ).
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4. Monitoring and Feedback Loops: Post-deployment, continuously monitor the Al’s outputs for signs of error. Collect logs of hallucination
incidents and feed them back to improve the model (e.g., via additional training or adding them to question prompts). Implement user
feedback tools: if an employee or customer identifies a hallucination, they should be able to flag it easily, triggering a review. Over time,
such feedback tunes both users (to be skeptical) and the system (to learn its errors).

5. Transparency and Disclaimers: Be upfront about Al limitations. In customer-facing applications, label when an answer is Al-generated
and remind users it could be wrong. Some tools now dynamically cite sources or provide confidence scores (“I'm 70% sure...”) as
transparency measures. Research suggests that if users are aware that hallucinations are possible, they remain more vigilant. (For
example, providing source citations with an answer — real or fabricated — encourages the Al to try for truthful outputs.)

6. Audit and Compliance: Responding to the attorneys-general warning, businesses should treat hallucination mitigation as part of

compliance. Conduct third-party audits of your Al systems to verify that hallucination controls exist (as legally demanded (W
www.windowscentral.com)). Maintain documentation of Al decision processes, including how hallucination risks are addressed. If an
audit finds systemic problems (e.g. a bias in outputs), correct it immediately. Proactive self-regulation will likely stave off harsher
government intervention later.

7. Culture and Training: Finally, train all Al users within the organization. Non-technical staff should understand that LLMs invent by default
unless tools are added. Developers should be educated on prompt hygiene and the subtle ways hallucinations can manifest. Establish “Al
use policies” that clearly ban over-reliance on unverified Al answers (for instance, in financial modeling, require that models must always
be checked against raw data).

Discussion: Multiple Perspectives

There are differing views on hallucinations:

« Hallucinations as Risk vs. Opportunity: Most experts emphasize risk, but some see a silver lining. Huawei’'s Tao Jingwen provocatively

suggested firms “embrace Al hallucinations” as part of creativity ([9] WwWw.itpro.com). His point: without the model’'s generative leaps
(which include hallucinations), Al wouldn’t produce novel or creative content at all. In R&D or creative brainstorms, a hallucinated idea
could be a spark (subject to later verification). This view implies that the goal isn’t to eliminate hallucinations entirely but to channel them
productively. Some startups are exploring “hallucination-inspired innovation,” though this remains theoretical in enterprise use.

« Intrinsic vs. Solvable Debate: In the Al research community, a debate simmers. Some (in line with Axios) argue that hallucinations are

fundamental to current LLM designs ([m] Www.axios.com) — a built-in artifact of stochastic text generation as traditionally implemented.
Others believe upcoming architectures (better integration of knowledge bases, neuro-symbolic hybrids) will eventually make large-scale
hallucinations rare. The Oxford-led semantic-entropy work sees hallucinations as “a solvable quirk, rather than a fundamental...problem”

(”2] time.com). They even hope user interfaces might one day show “certainty scores” for answers (so users know when the Al is

guessing) ([30] time.com). This optimism is tempered by the acknowledgement that full truth-assurance is extremely hard.

« Regulatory Future: Increasingly, governments may treat hallucinations as they do false advertising or negligence. The November 2025
U.S. lawsuit against Al (over a murder case) and the Dec 2025 AG letter suggest legal precedent could escalate. Similar concerns exist in
the EU and Asia, where Al ethics guidelines stress accountability for misinformation. Companies must watch evolving laws: soon we
might see explicit requirements (e.g. “LLM outputs must include source attributions, or risk being deemed deceptive”).

+ Business Adoption vs. Caution: Internally, companies often balance the promise of speed/insight against the need for caution. The
TechRadar “yes-man Al” article emphasizes that business leaders cannot blithely rely on persuasively-worded Al answers ([17]
www.techradar.com). According to industry surveys, many enterprises are already “in the trough of disillusionment” with Al (L27J
www.techradar.com), partially due to unmet expectations around accuracy. In practice, forward-looking companies adopt a cautious
approach: pilot programs, safety checklists, and gradual scaling, rather than a “big bang” integration of LLMs.

Implications and Future Directions

Looking ahead, the trajectory of hallucination management will shape the trustworthiness of Al in business. Some key
considerations:
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« Technology Evolution: Expect continued integration of retrieval and knowledge bases. Newer LLMs might be explicitly architected to
align with fact-check systems. Multi-modal models (combining vision, text, and structured data) may reduce hallucinations by cross-
validating information. Research on model interpretability and “neuro-symbolic” Al might yield models that can internally reason about
facts rather than just pattern-match. We may also see industry-specific models (trained on domain data) that hallucinate less in their niche
but remain risky outside it.

« Detection and Metrics: Measuring hallucinations reliably is still nascent. The Vectara “Hallucination Leaderboard” initiative (launched
mid-2025) aims to benchmark how often LLMs hallucinate when summarizing documents (BH huggingface.co). In NeurlPS 2025,
papers are already examining metrics for hallucination detection and fact-checking ([32] openreview.net). In the next few years, standard
benchmarks for reliable Al may emerge, and companies might be rated on hallucination scores as a software quality metric.

« Regulation and Standards: Expect concrete standards (possibly from ISO, IEEE, or regulators) for “hallucination robustness.” The FDA
in healthcare is already discussing Al reliability thresholds. Financial regulators may soon issue guidance on Al use in trading or advice,
requiring evidence of hallucination controls. In essence, Al governance frameworks under development will likely make hallucination
prevention a compliance checkbox.

« Economic Effects: If not curbed, hallucinations could slow Al adoption. Surveys suggest 50-70% of workers trust Al tools less after
hearing about hallucination incidents. Conversely, if businesses establish effective safeguards, trust can rebound. The future impact on
productivity will depend on this balance. Some analysts predict trillions in unlocked value (McKinsey), but only if reliability issues like
hallucinations are managed.

« Societal Impact: Beyond business, widespread Al-produced misinformation (a massive scale hallucination) could affect public discourse
and policy. Businesses will need to navigate ethical issues as their Al outputs enter the information ecosystem. Good corporate
citizenship may demand that companies use their influence to reduce Al misinformation, not just for internal ends.

Conclusion

Al hallucinations represent one of the most critical hurdles in responsible generative Al adoption. They arise from the very
way LLMs are built — powerful pattern-matchers without inherent truth-sayers ("“*) www. livescience.com) (¢
www.axios.com). As this report has detailed, hallucinations can occur with alarming frequency and carry real costs and
legal risks across industries (" time.com) (? apnews.com) (° apnews.com).

However, the challenge is not hopeless. A growing toolkit of strategies — from linking Al to factual databases (RAG) to
training models to self-report uncertainty (I’ www.techradar.com) (° www.tomsguide.com) — provides pathways to control
the problem. Crucially, businesses must treat hallucination prevention as an integral part of their Al strategy. This means
technical measures and human policies: continuous monitoring, robust testing, clear protocols, and educating users. In
regulated domains, companies should already view hallucination oversight as a compliance issue.

Looking forward, we foresee Al systems that more intelligently know when they might be guessing. Models may gradually
learn to hedge their language or cite verifiable sources by default. The corporate and regulatory pressures mounting now
(e.g. multi-state AG warnings (° www.windowscentral.com)) will accelerate improvements in model training and
deployment practices. If companies stay proactive — combining the technical fixes in Table 2 with rigorous governance
— they can harness generative Al's benefits while minimizing hallucination risks.

In sum, hallucinations are a manageable risk, not an absolute barrier. They necessitate caution and additional
processes, but with the proper safeguards, businesses can still apply generative Al effectively. As one industry observer
noted, learning from Al’s quirks is crucial: we must neither naively trust it nor outright reject it, but shape its development
responsively. This report, backed by diverse research and examples, underscores that understanding what hallucinations
are, why they happen, and how to tame them is now essential knowledge for any business leader or Al practitioner.

Citations: All factual claims and data above are supported by sources, including peer-reviewed research, major news
outlets, and industry reports (! www.livescience.com) (Bl www.windowscentral.com) (www.ox.ac.uk) (°! apnews.com) ()

www.livescience.com).
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US market
in custom Al software development and pharma implementations with proven results across public biotech and
pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and ERP
systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al infrastructure

for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion, automated
document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field force

applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and automated
customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time

pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom data
visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and implementation
guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no representations
or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or availability of the information
contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives be liable
for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or damage whatsoever arising
from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated content may
contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of their
respective owners. All company, product, and service names used in this document are for identification purposes only. Use of these
names, logos, trademarks, and brands does not imply endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and biotech
companies. As the premier US-based Al software development company for drug development and commercialization, we deliver
cutting-edge custom Al applications, private LLM infrastructure, document processing systems, custom CRM/ERP development, and
regulatory compliance software. Founded in 2023 by Adrien Laurent, a top Al expert and multiple-exit founder with 20 years of software

development experience and patent holder, based in the San Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your business needs, please consult
with appropriate qualified professionals.

© 2025 IntuitionLabs.ai. All rights reserved.
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