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Executive Summary

21 CFR Part 11 is the foundational FDA regulation ensuring that electronic records and signatures in the
pharmaceutical and biotech industries are as trustworthy and legally binding as their paper counterparts (1!
simplergms.com) ([21 fdainspections.com). As Al-powered applications (including machine learning and generative
Al) become integral to GxP environments, organizations must reconcile these emerging technologies with the
strict controls of Part 11. Al offers opportunities to improve efficiency and data integrity, but it also introduces
unique challenges — for example, non-deterministic “black-box" decision-making and continuously evolving
models that complicate validation and auditability ("°! approvalflow.net) (! approvalflow.net).

This report provides a comprehensive analysis of Part 11 requirements in the context of Al use. We first review
the history and scope of Part 11 (including predicate rules and enforcement guidance) and the data-integrity
principles (ALCOA+) that underlie it (! www.fda.gov) (%! redica.com). We then examine how Al intersects with
each key Part 11 requirement — system validation, audit trails, electronic records, electronic signatures, access
controls, change management, and documentation. We highlight specific challenges posed by Al (e.g. validation
of continually learning algorithms, logging of “invisible” Al decisions, ensuring traceability of data through an ML
pipeline) and propose strategies to address them () www.fda.gov) (*! approvalflow.net). For instance, generative
Al's variability makes rigorous upfront validation arduous ('*! approvalflow.net): organizations are advised to
adopt risk-based validation with continuous monitoring of Al outputs and version control of models (treating
each model release as a “changed state” requiring revalidation) (‘°! www.fda.gov) () approvalflow.net).

We also survey vendor and organizational approaches, including data governance and documentation practices
recommended for Al. Best practices include formal data-governance plans for Al projects, robust change control
for algorithm updates, and human-in-the-loop oversight (! www.fdaguidelines.com) ("' www.linkedin.com). We
examine illustrative examples (e.g. an Al diagnostic imaging system in clinical trials or Al-assisted document
workflows) to show how Part 11 controls apply in real-world settings. Throughout, we incorporate data and
expert analysis — for example, noting that only ~9% of life-sciences professionals thoroughly understand U.S.
and EU Al regulations, despite Al's potential to add ~$100B in industry value ("""} www.mastercontrol.com) —
underscoring the compliance gap and need for education.

Finally, we place the U.S. Part 11 perspective in a global context. We compare Part 11 to parallel frameworks
such as EU GMP Annex 11 (computerized systems) and the proposed Annex 22 (Al), which explicitly mandates
Al governance and lifecycle controls (/') www.rephine.com) (""*! www.rephine.com). We discuss emerging
regulatory trends (e.g. FDA's Al Action Plan, global data integrity focus, the European Al Act) and future
directions (including explainable Al, integrated Al risk management, and possible FDA guidance for Al in
software). Our conclusions emphasize that while Al can be a powerful compliance ally (automating QC checks,
flagging anomalies, streamlining audits (!'*! www.linkedin.com)), its use must be carefully designed. Al systems
should be validated, documented, and monitored with Part 11 rigor, ensuring they enhance - rather than
undermine — the integrity and trustworthiness of regulated electronic records.

Introduction and Background

In the 1990s, as pharmaceutical and medical-device industries shifted from paper to electronic systems, the
FDA issued 21 CFR Part 11 (effective 1997) to ensure that any electronic record or electronic signature is
“trustworthy, reliable, [and] essentially equivalent” to paper records ("°) www.fda.gov) (" simplergms.com).
Part 11 applies to any records in electronic form created, modified, or submitted under predicate regulations
(e.g. CGMPs, GCPs, GLPs) ("°! www.fda.gov). It requires controls such as system validation, audit trails, access
controls, and electronic signature features to assure data integrity and accountability. The core objectives of
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Part 11 - often summarized by the ALCOA+ data-integrity principles (Attributable, Legible, Contemporaneous,
Original, Accurate; extended with Complete, Consistent, Enduring, Available) (I°! redica.com) — remain central to
FDA's oversight of electronic records in 2025. Compliance ensures that regulators and patients can trust
electronic health, manufacturing, and research data as if it were a signed paper document (I°! www.fda.gov) (I

simplergms.com).

Historically, after Part 11's full implementation in 1997, industry challenges and stakeholder feedback prompted
FDA to issue guidance (2003 “Scope and Application”) clarifying Part 11's requirements. In that guidance, FDA
stated it would apply Part 11 based on predicate rules, interpret scope narrowly, and exercise "enforcement
discretion” on certain requirements (like system validation and audit trails) pending rulemaking ("'°! www.fda.gov)
("1 www.fda.gov).Key points from FDA guidance include: even if Part 11 enforcement of some sections is
deferred, companies remain responsible for meeting underlying predicate data requirements (Wﬂ www.fda.gov)
(l7J www.fda.gov). Systems must still be validated as needed to ensure quality under predicate regulations, and
firms are urged to use risk assessments to determine validation scope ("1 www.fda.gov). Audit trails or other
controls are recommended whenever record changes could affect data integrity (') www.fda.gov). In practice,
Part 11's foundation has been its principle that electronic records must be initialed/signed, held securely, and
archived just as rigorously as paper (\°/ www.fda.gov) (" simplergms.com).

Regulatory Context: Part 11 sits within a broader compliance framework. It defers to predicate rules (CGMP,
GCP, etc.) for quality requirements, while overlaying IT-specific controls. In parallel, FDA (and agencies like
EMA) emphasize data integrity and have modernized related guidelines (e.g. ICH Q7/Q9/Q10 on quality
management, WHO Annex 11 on computerization). Recent regulatory initiatives explicitly recognize Al/ML. For
instance, FDA's digital-health initiatives and recent guidance on Al-enabled medical software underscore the
need for validated, explainable algorithms. Globally, the EU is actively revising GMP guidelines: in 2025-2026
drafts, Annex 11 (computerized systems) has been updated, and a new Annex 22 is being introduced to govern

13] www.rephine.com). These trends signal an industry move toward

AI/ML use in GxP (") www.rephine.com) (!
"digital-first compliance” that still anchors on proven principles of record integrity and validation (/"%

www.rephine.com) ("3 www.rephine.com).

Al in Life Sciences: Artificial Intelligence (Al) and Machine Learning (ML) are now pervasive in life sciences,
from R&D to manufacturing to trial data management. Statisticians estimate the Al opportunity in pharma at tens
of billions of dollars, with applications ranging from drug discovery and predictive toxicology to intelligent
automation of quality systems. One industry survey notes only ~9% of life-sciences professionals feel well-
versed in Al regulations (US/EU), despite the sector potentially gaining $100 billion in value from Al (']
www.mastercontrol.com). This gap underscores the urgency: regulators and companies must ensure that rapid Al
adoption does not erode compliance. In FDA-regulated contexts, Al-infused tools (e.g. diagnostic imaging
algorithms, predictive QMS platforms, generative text assistants) must be aligned with FDA's existing framework
for electronic records. Part 11 was not written specifically for Al, but its core demands - validation, traceability,
security — still apply. The question becomes: How can Al-powered applications be designed, validated, and
managed so that the resulting electronic data meet Part 11 standards? This report explores that question in
depth.

21 CFR Part 11: Core Requirements and Data Integrity Principles

Scope and Predicate Rules

Part 11 (811.1 and 811.3) applies whenever records "in electronic form” are created, modified, maintained, or
submitted under FDA regulations (\°! www.fda.gov). This includes clinical-trial electronic Case Report Forms
(eCRFs), laboratory data, manufacturing batch records, and more. Critically, Part 11 defers to "predicate rules” —

the substantive CGMP/GCP/GLP regulations — for underlying data requirements (°/ www.fda.gov). Part 11 then
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adds requirements to ensure the electronic medium itself is controlled. For example, if 21 CFR 211.192 requires
records of lab tests, then if those records are electronic, Part 11 controls (validation, audit trails, etc.) kick in (/°!

www.fda.gov).

FDA's 2003 guidance ("Scope and Application”) emphasized that Part 11 does not impose new data-quality

/T www.fda.gov). Instead, it requires that the electronic

standards beyond predicate rules (' www.fda.gov) (!
process produce data meeting those standards. All electronic records must be attributable and accurate, but
FDA will look to predicate rules (e.g. 21 CFR 210/211) for specifics. That said, historically FDA has focused on
data integrity attributes (ATTAIN, or ALCOA+) as implicit expectations for any record (!°/ www.fda.gov) (1°!

redica.com).

Principal Controls
Key Part 11 controls (text in 21 CFR 11.10-11.50) include:

e System Validation (§11.10(a)): All systems “used for electronic records” must be validated to ensure accurate and reliable
operation. This means documented installation/operational/performance qualification (IQ/OQ/PQ) under good validation
protocols (\7\ www.fda.gov). FDA emphasizes a risk-based approach: validation scope should reflect the system’'s impact on
product quality, safety, and data integrity ([8] www.fda.gov). Notably, FDA's guidance stated it would exercise discretion on
certain validation requirements (pending rule updates), but predicate rules still require appropriate validation ([7]

www.fda.gov).

e Audit Trails (§11.10(e), (k)): Systems must automatically record changes to electronic records in secure, time-stamped audit
trails (“8] www.fda.gov). Trails should capture who made changes, when, and what changed. The purpose is to reconstruct
events and ensure previous entries can be reviewed if altered ([W] www.fda.gov). Audit trails are especially recommended

when records are routinely modified. During focusgrams, FDA has enforced ALCOA (Attributable, Legible, Contemporaneous,
Original, Accurate) via review of audit trails.

e Record Protection and Copies (§11.10(b)): Records must be protected to allow accurate retrieval, and organizations must

be able to make accurate copies (both electronic and human-readable) upon request (“9‘

www.fda.gov). Records retention
must comply with predicate requirements; even if Part 11 copy rules are not enforced, all records must be inspectable ([19]

www.fda.gov).

e Security (Closed System) (§11.10(d)): In closed systems (controlled, non-public networks), controls must limit system
access to authorized individuals. This typically means unique user IDs, passwords, or other security measures (‘20‘
blog.cloudbyz.com). Open systems (e.g. internet) require additional measures like data encryption and digital signatures,

though most Part 11 applications are closed (e.g. within corporate intranets).

e Electronic Signatures (§11.50 and Appendix C): When an electronic record requires a signature, Part 11 mandates that the
signature include at least the signer’s printed name, date/time of signing, and meaning of the signature (e.g. Approval).
Signatures must be unique to each individual and not reused by others. Organizations must verify identity before granting
signatory privileges; ideally this means biometric or two-factor authentication. Periodic re-validation of credentials is good

[21]

practice ( blog.cloudbyz.com) (e.g. password changes).

e System Checks and Documentation (§11.10(f),(g), §11.10(k), §§11.30-11.50): Procedures must check input of data, restrict
record readiness, and enforce sequence of tasks. Signed electronic records must not be changed without invalidating the
signature. Procedures for ensuring the genuineness of signatures and uses of signature equivalents (like digital certificates)

are also required ([5] www.fda.gov) ([2” blog.cloudbyz.com). In general, Part 11 requires comprehensive SOPs,
documentation, and training for any electronic system.

These requirements are a succinct summary; in practice, Part 11 compliance also means addressing related
concepts like user training (to ensure only qualified personnel use systems) and physical security, though the
regulation itself doesn’t explicitly list “training” as a section. However, FDA expects firms to have procedures
and qualified staff for any GxP process, and training is part of baseline GMP.
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FDA’s Enforcement Mandate and Guidance

While the 2003 guidance indicated FDA would be “narrow in scope” and sometimes discretionary (/'°

www.fda.gov) (1]

www.fda.gov), Part 11 remains enforceable — the predicate record requirements are always
enforceable, and so if records aren’t properly maintained (regardless of Part 11), FDA can cite violations. In
practice, FDA's recent 483s and Warning Letters often cite “data integrity” lapses, which inherently involve Part
11 concepts (e.g. missing audit trails, an inability to reconstruct data entries, or lack of validation
documentation). For Al applications, one can expect similarly that any “electronic data” produced by Al must be

defensible: if a system auto-generates results, the company must show it controlled the process.

Finally, it's worth noting that Part 11 also has an international cousin in the EU: GMP Annex 11, which governs
computerized systems in EU-regulated manufacturing. Annex 11 is closely aligned with Part 11 but tends to
emphasize a risk-based approach and recently (2023-2024) has been updated to cover modern IT (cloud,
Saa$). Annex 11 will soon be supplemented by a new Annex 22 specifically for Al/ML in GMP (%!
www.rephine.com) (") www.rephine.com). We discuss these in the “Global Perspectives” section below, but it's
important to keep in mind that Part 11 exists in a broader, evolving worldwide context of computerized-system
regulation.

Data Integrity and ALCOA+ Principles

At the heart of Part 11 (and much of GMP) is data integrity. The FDA expects that all records — whether written
or electronic — are ALCOA: Attributable, Legible, Contemporaneous, Original, and Accurate (°' redica.com).
Modern discussions add attributes to make ALCOA+ (Complete, Consistent, Enduring, Available). Essentially,
any regulated record must be clearly linked to its creator, timestamped, unalterable except via controlled
processes, and preserved for its retention life. Part 11's controls are tools to ensure these attributes for e-
records.

For example, "Attributable” in an electronic lab system means every result must have metadata showing which
user or system generated it. “Legible” means electronic displays or reports are clear. "Original” implies one must
maintain or reconstruct the first generated digital entry. When Al enters the picture, each of these takes on
nuance: who or what is the “author” of an Al-generated output? How do we timestamp an automated batch of Al
predictions? We address such questions in later sections (e.g. treating Al outputs as records and attributing
them to a validated process with human oversight).

Overall, any solution for Al compliance must reinforce data integrity: robust training data governance, secure
storage of models and results, and clear audit logs. FDAGuidelines (a compliance education site) notes that
effective Al data governance “necessitates adherence to principles [like] data lifecycle management, risk
assessment, and quality assurance measures to maintain integrity and reliability of data” (1*?]
www.fdaguidelines.com). The same site recommends creating a Data Governance Plan and Validation
Documentation for Al projects (\°! www.fdaguidelines.com). In other words, the expectations are not unlike any
GxP computerized system: define responsibilities, document how Al is built and tested, and validate that it does
what it claims.

Al and Part 11: Technical Challenges and Compliance
Requirements

Integrating Al-powered applications into Part 11-regulated settings creates specific challenges. Below we break

down the principal technical areas where Al interacts with Part 11 controls, citing guidance and expert analysis.
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In each case, we summarize the Part 11 requirement, describe the Al-specific complication, and suggest
approaches to maintain compliance.

System Validation and Algorithm Performance

Part 11 Requirement: Part 11 §11.10(a) requires validation of any system used to manage electronic records —
that is, demonstrating by test/documentation that the system does what it should. Traditionally, this translates
to IQ/OQ/PQ protocols ensuring software and instruments work accurately and reliably (/) www.fda.gov). Under
predicate rules (e.g. 21 CFR 820.70(i) for device quality systems), firms already validate computerized systems.

Al Challenge: Machine-learning models, especially generative or deep-learning Al, are probabilistic and
adaptive rather than static. ApprovalFlow's analysis notes that “Generative Al models... are complex and
continuously evolving, making validation difficult” (I°! approvalflow.net). Even with the same input data, an Al
model can produce different outputs over time (e.qg. if it “learns” or updates). This variance conflicts with Part
11's classic expectation of consistent, predictable performance (\°! approvalflow.net). For example, consider an Al
that auto-sorts lab data: slight model changes may alter its categorization logic, whereas a traditional algorithm
would give the same output for given input every time.

Another dimension: standard software validation assumes source code stability. But many Al tools use third-
party models (e.g. cloud-based ML APIs) or open-source frameworks that might be updated by vendors. This
“"black-box" evolution can break the traditional validation paradigm.

Compliance Strategy: The key is to adopt a risk-based validation approach tailored to Al. First, any Al
impacting critical data should have its intended use and performance documented (e.g. create PKQ/PQ tests
with real or simulated data). Companies should freeze and document the specific model version being used
(including hyperparameters and training data provenance) at the time of validation. Future re-training or version
upgrades must go through change control (see "Al Lifecycle” below). In practice, treat each Al model version
like a new software release: perform a risk assessment, then IQ/OQ/PQ as needed, and document results. This
aligns with FDA's guidance to “base [validation] on a justified, documented risk assessment” ("*! www.fda.gov).

Al makes full upfront “white-box" validation hard, so firms should augment validation with continuous
monitoring: e.g. periodically test Al outputs for consistency, accuracy, and unintended drift. Some experts
recommend implementing controls on the Al process itself: for instance, logging inputs and outputs so
deviations can be spotted after deployment. The LinkedIn analysis by Nilay Soni suggests that Al models must
be interpret-able (“white-box”) and have outputs that are attributable/auditable (\'°) www.linkedin.com). In other
words, aim for as much explainability as possible. If using deep learning, consider also documenting surrogate
logic (explanation artifacts) supporting each decision.

Finally, build Al validation on existing frameworks like GAMP 5 or the FDA General Principles of Software
Validation. As FDA noted, validation should focus on the model’s impact on product quality and data integrity (*°/
www.fda.gov). If an Al is used only for non-GxP tasks (e.g. marketing analytics), Part 11 typically doesn't apply.
But when Al directly affects regulated data or actions, its validation must be as rigorous as any computerized
system. Some companies treat advanced analytics algorithms like any instrument — calibrate, test, and retrain
under documented protocols — an approach consistent with Part 11/QSR420's spirit.

Audit Trails and Data Traceability

Part 11 Requirement: Audit trails (§11.10(e),(k)(2)) require systems to automatically record all operations that
create, modify, or delete electronic records - including who did it, when, and what changed. The goal is
reconstructability: an inspector must be able to trace any data point back to its source and see how it was
altered. FDA's guidance explicitly states: "Audit trails can be particularly appropriate when users are expected to

create, modify, or delete regulated records” ("1 www.fda.gov).
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Al Challenge: Al systems, particularly complex ML models, may not naturally produce human-readable logs of
their internal workings. ApprovalFlow warns that Al models "often function as 'black boxes' where the decision-

making process is not transparent,” complicating audit-trail creation (!

approvalflow.net). For instance, a neural
network classifying pathology images might generate a result without a record of how each neuron contributed.

If a regulator asks how a certain Al output was derived, it might be infeasible to “open” the model's reasoning.

Moreover, Al introduces extra layers of data flow. Consider a machine-learning pipeline: raw inputs (e.g. sensor
data), intermediate features, and final outputs. Part 11 originally envisioned single records changing over time,
but an Al pipeline may have multiple data transformations. Ensuring traceability means logging not only end
results, but also the inputs given to the Al and the model version used.

Compliance Strategy: To satisfy Part 11 audit requirements, firms must design the Al system to generate
appropriate logs. This can include: forcing Al platforms to record each run (e.g. time-stamped sessions),
capturing input data identifiers, model identifiers (version number, hash), and output metadata. The audit trail
should not be an afterthought; compliance-by-design means building logging features into the Al application.
For example, if an Al tool auto-clusters test results, it should tag each record with a unique run-id and log that
run's parameters.

Additionally, where the Al decision is critical, companies should supplement automated logs with human review
logs. If a human expert reviews or edits an Al's output, those actions should also be logged (as part of normal e-
signature flows). The Cloudbyz guidance for ChatGPT suggests ensuring “secure, computer-generated time-
stamped audit trails to track changes to electronic records” ([231 blog.cloudbyz.com) — a principle that applies
equally if an Al model generates or edits a GxP record.

In sum, users must extend the concept of “activity logging” to the Al domain. All Al-relevant actions (data
ingestion, model training/runs, results generation, and any human interventions) should be auditable. Even if the
Al's internal reasoning isn’t fully recordable, maintaining an unbroken chain of input<output metadata can still
provide regulatory confidence. In high-risk cases, a human-in-the-loop review (where a qualified individual
signs off on Al outputs) ensures that a human’s accountability is part of the audit trail.

Electronic Records Management (Integrity and Retrieval)

Part 11 Requirement: Part 11 §11.10(b)-® requires that electronic records be available for inspection, be
retrievable in human-readable form, and generate accurate copies on demand. Records must be stored in
protected format (e.g. with backups, checksums, or write-once media) so that data is not lost or altered. FDA
expects that, during an inspection, companies can present records just as one would with paper files ("%

www.fda.gov).

Al Challenge: If an Al system generates or manipulates regulated records, we must ensure the Al outputs are
stored securely. For example, an Al analysis tool might write its conclusions into a database. That database is a
Part 11 system, and the entries must follow all Part 11 rules (audit trail, signature, etc.). A subtle challenge: does
the Al's internal "learning” (e.g. weight matrices) ever count as a “record”? Likely not mutable like a study
record. The Al's training set or model file might need to be archived as supporting documentation (especially for
future forensic checks).

Another aspect is “predetermined records.” Part 11 historically presumes a fixed set of forms/templates. But Al
can generate novel outputs (e.g. free-text reports). Companies should treat these generative outputs as fully
fledged records: they must be captured, indexed, and retrievable. For instance, if a generative Al drafts an LDAR
(Labeling) or reports results, that text must go into the document management system or LIMS, with user
signatures/document histories just like human-authored documents.

Compliance Strategy: Practically, any electronic output of an Al that supports a regulated decision should be
handled by a Part 11-compliant system. Do not bypass your QMS: for example, if using Al to draft SOP text,
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import the output into the QMS for formal review/signature. Ensure all copies of data (including any logs of Al
runs) are included in routine backups and retention plans. Data integrity tools (checksums, RAID storage,
blockchain, etc.) can also be used to protect data at rest.

Additionally, it's important that Al use not obscure existing Part 11 controls. For example, if a pipeline
automatically formats Al results and emails them, regulatory-compliant policies should dictate that records not
solely exist in email. Instead they should feed into validated repositories. In short, treat any Al-generated
content as if it were entered by a user in the system: require an electronic signature if it requires sign-off, and
ensure it is backed by an audit trail.

Electronic Signatures and Attributable Actions

Part 11 Requirement: Part 11 §11.50 defines what makes an electronic signature legally binding: it must consist
of at least two identifiers (often a printed name and unique password) linked to a specific date/time. Each time a
person signs electronically, there must be a record. Once applied, an e-signature must be indelibly linked to its
electronic record.

Al Challenge: An Al system itself cannot “sign” records in the human sense. However, when Al is involved in
record creation or transformation, the question arises: Whose signature applies? For instance, if Al auto-
generates a chart of QC metrics, must someone sign that chart? If a human performs no action, one cannot skip
the signature - likely a supervisor or the QA reviewer must electronically sign off on Al outputs.

Furthermore, if Al automates part of a process traditionally requiring a signature, the workflow must be
rethought. For example, an Al that classifies data could be seen as “steering the process,” but per Part 11 each
step must ultimately be under a human's control and signature. The Cloudbyz blog advises that “the identity of
the individual [must be verified] before granting access” for any Al tool, implying that any critical Al action
should still be tied to a unique user ID (\?" blog.cloudbyz.com).

Compliance Strategy: Ensure human accountability for Al-generated records. Common practice is to have Al
act as a decision-support tool with a human reviewer providing the final signature. For instance, an Al might
pre-populate a report, but a qualified person must review and sign it. This way, Part 11 e-signature rules (unique
IDs, initials, strike-through of edits) still govern the final record.

If an organization attempts to use Al outputs without review, it risks being out of compliance. Therefore, policies
should state that no Al-only results are official without human sign-off. Any Al system screens that contain data
requiring signature should themselves be part of the validated system, or at least restricted so that only
authorized users can initiate or confirm Al processes.

The Liu language in Part 11 Appendix A about linking signatures to records still applies: signatures should be
tamper-proof and clearly linked. For Al, this means that when a user confirms or authorizes an Al-run, the e-
signature event must be captured (with time and meaning). The "“meaning” field (e.g. "evaluated by") can be
used to denote human verification of Al data.

Access Controls and Data Security

Part 11 Requirement: Under §11.10(d), a closed system must limit access to authorized individuals. Every
authorized user must have a unique ID and password or similar credential. Systems should enforce role-based
permissions, ensuring users can only view/alter data appropriate to their duties. In the case of open systems,
data encryption and additional firewalls become important.

Al Challenge: Al applications often rely on integrated data sources and may operate across networks
(especially cloud-based Al services). Ensuring that only authorized queries are made, and that Al processing
cannot be hijacked or leaked, is crucial. For example, suppose a manufacturer uses a cloud-based Al for
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fermentation control; the interface to that Al must require secure login and MFA to prevent unauthorized model
calls. Even if an Al happens to be vendor-hosted, the company is responsible for ensuring user access to that Al
fits Part 11 rules.

Additionally, surrogate accounts for Al (like APl keys or service accounts) complicate attribution. If the Al runs
on a schedule without a user present, that action still must be attributed somehow. One approach is to have a
designated user "owner" of the Al process, so logs show that person or a service account initiated each run. In
any case, strong encryption of sensitive data (in transit and at rest) is essential, especially with Al systems that
might involve patient or proprietary data.

Compliance Strategy: Implement robust IT controls for Al systems just as for any computerized system. Use
multi-factor authentication for critical Al portals. Restrict admin rights on Al servers. Monitor access logs for
unusual use of the Al. The Cloudbyz guidelines literally insist on unique logins and RBAC for any ChatGPT
integration in clinical ops ("**! blog.cloudbyz.com) — a good reminder that any Al interface should integrate with
the company’s identity management (ideally enterprise SSO or better).

When using third-party Al (e.g. cloud models), conduct thorough vendor assessments and include access
control requirements in contracts. Ensure all data passed to the Al is de-identified if necessary, and that logs of
requests/responses are retained. The FDA's Part 11 focus is on the data and signatures, not on the network per
se, but network security is an underlying expectation of any validated system (FDA's guidance references
ISO/IEC 17799 on IT security (I°°! www.fda.gov)).

Model Change Control and Al Lifecycle Management

Part 11 Requirement: Part 11 itself does not explicitly detail software change control, but predicate rules (e.g.
21 CFR 820.72 for design changes) require that any change to computerized system that could affect quality or
data is controlled and documented. A new release requires re-validation and approval by qualified personnel.

Al Challenge: Al systems blur the lines of change control. Model retraining, parameter tuning, or feature
updates are inherently changes. For generative Al or continuous-learning systems, it's possible the model
"updates” itself without a formal release note — a red flag for regulators. If an Al provider occasionally retrains a
public model, companies using it must treat those updates as significant changes. Without strict controls, one
could imagine an Al providing slightly different output one month, potentially invalidating earlier validation.

Compliance Strategy: Establish Al Governance and Change Control processes. This means any intent to
update or retrain an Al model must go through the quality system: assess risk of the change, test the new model
version, document results, and obtain approval before deployment. Maintain versioning of models and datasets
(e.g. store model files and training set snapshots in the V-model archive). Many experts advise applying
traditional GAMP 5 change management: categorize changes (minor vs major), require regression testing for
major changes, and record in change logs.

As one LinkedIn expert put it: “Algorithm updates must be documented and revalidated” (I'°) www.linkedin.com).
Enforce that any automated learning loop in Al is disabled unless under a controlled program. Many firms solve
this by having a “frozen” model in production and doing offline re-training cycles that only go live after QA
review. If the Al is purchased as a service, contractually ensure the vendor notifies you of any model changes. In
all cases, change control for Al models must demonstrate continued assurance of Part 11 requirements (through
updated validation evidence, etc.).

Data Governance and Documentation

While not a single CFR clause, proper documentation underpins Part 11 compliance. A full audit trail and
validation report are useless without context. For Al, experts recommend a dedicated Al Governance Plan as
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part of the quality system (see e.g. FDA Guidelines ("°! www.fdaguidelines.com)). This plan should define
roles/responsibilities for Al projects (data stewards, model owners), data management procedures (including
data selection, cleaning, and labeling), and risk assessments. All Al-related SOPs (how the model is developed,
tested, and used) should be part of the controlled documentation set.

For example, any dataset used to train or test the Al could be considered part of the records supporting the
system. These datasets should be documented (source, curation steps, version) ideally with audit trails of data
handling. The FDA Guidelines site suggests validation protocols, reports, and associated evidence be
maintained as part of compliance documentation (") www.fdaguidelines.com). In practice, this means adding lines
to a validation plan and report specific to Al data and algorithms (e.g. test cases demonstrating model
accuracy).

Additionally, training of personnel is crucial. Anyone using or supervising the Al must be trained on Part 11
procedures and on special Al considerations (e.g. understand how to interpret model outputs, how to spot
anomalies). The Cloudbyz article explicitly lists providing training on Part 11 requirements and system
functionality (1?°! blog.cloudbyz.com) — an admonition equally true for Al systems. In summary: treat Al projects
as major computerized system projects, with full GxP documentation from concept through retirement.

Electronic Signatures and Al (Additional Consideration)

While Part 11's e-signature rules don't directly address Al, there are implications when Al participates in tasks
that would normally require signature. One important distinction: an Al system cannot legally sign on behalf of a
human. Therefore, any critical Al output that requires a signature (e.g. finalizing a report, accepting a batch) will
still need a human signatory. This might require workflow design: for instance, after an Al report is generated,
the system could automatically send it to an authorized scientist to review and sign. Part 11 demands that
signature events are strongly linked to a user ID, so the Al must be configured to route any signable record to

the appropriate signer.

In practice, this usually means that Al is a tool, not a decision-maker. For example, if an Al flags out-of-spec
results, a quality engineer must make the final decision and sign any CAPA or release paperwork. The
expectation is that Al aids the human, but the human's e-signature is what formalizes the record. As Nilay Soni's
analysis concludes, "Al will be a support tool, not a decision-maker, in the pharmaceutical industry's future
compliance landscape” (1?7 www.linkedin.com). Ensuring final decisions rest with trained personnel — and that
those decisions carry legally binding signatures — aligns with Part 11's intent that accountable individuals sign
off on records.

Case Studies and Real-World Examples

While public case studies of Al in GxP are still emerging, we illustrate a few plausible scenarios to show how 21
CFR Part 11 applies:

e Alin Lab Data Analysis: A biotech deploys an Al system to process chromatography or spectral data (e.g. peak
identification). The Al's output is entered directly into the Laboratory Information Management System (LIMS). To comply,
the company must validate the Al algorithm (using known samples), ensure every Al output is reviewed by a qualified
analyst, and log the data processing steps. Audit trails in the LIMS record that the data was analyzed by “LabAl v1.2" at a
given time, then approved by Analyst A with electronic signature.
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e Generative Al for Documentation: A contract research organization (CRO) experiments with a large language model to
draft sections of clinical study reports or protocols. Under Part 11, any Al draft inserted into a regulated report becomes a
record. The company sets up a process: the Al output is imported into the Document Management System, where it is
version-controlled. Each change by the Al is automatically captured (version history), and human subject-matter experts
must approve and sign-off each section. The final version bears an electronic sign-off from the medical writer and the QA
reviewer, thereby ensuring the Al contribution is fully auditable.

e Al Co-Pilot in Quality Systems: A pharmaceutical QA department uses an Al chatbot to help with CAPA root-cause
analysis. When a deviation is logged in the system, a user can query the chatbot to suggest potential causes based on
historical data. Any suggestions from the Al are treated like hypotheses. The final CAPA document can include Al-suggested
options but must have the QA manager’s signature on the chosen action plan. The audit trail of the quality system logs that
the deviation record was accessed and modified, and the Chat transcripts (which may be records themselves) are archived
as part of the investigation files.

These examples illustrate general principles: Al outputs are managed as regulated records, and humans retain
ultimate operational control. In each case, Part 11's pillars (validation, audit, signature) were applied to the Al
component so that the output remained trustworthy.

International and Regulatory Perspectives

Comparison with EU Annex 11 and Annex 22

US Part 11 is analogous to the EU's regulatory framework, but with some differences. The recently updated EU
GMP Annex 11 (“Computerized Systems") likewise demands validation, audit trails, and data integrity for all GxP
computer systems. A large focus of Annex 11 is on data integrity (again invoking ALCOA+) and
cloud/commercial SaaS (as many life-sciences systems are now cloud-based). The EU is now taking a step
further: regulators have drafted Annex 22 to specifically address Al and machine learning in GMP settings (/'*

www.rephine.com) (“3] www.rephine.com).

We summarize key features in Table 1 below:

EU GMP Annex 22 (Draft Al

Aspect 21 CFR Part 11 (US) EU GMP Annex 11 (Current)
Rulebook)

Electronic Records & e-Signatures

. . . 1 All computerized systems used

in FDA-regulated industries (-’ . P y ; Dedicated to Al/ML technologies in

. X in Manufacture and Quality i

simplergms.com). Applies GxP. Applies to Al models used for
Scope k . Control of GMP products. Focus o . o

wherever predicate rules require . prediction, automation, decision-

- on ALCOA+ and computerized .

records in digital form (\o\ systems risks. support in GMP.

www.fda.gov).

System validation (per Part 11) to  pisk_pased validation of Strong validation over Al lifecycle:

ensure accuracy, reliability ([7] computer systems (incl. cloud). data selection, model development,
Validati www.fda.gov). Enforcement Emphasizes proportional testing  training, testing, deployment. Draft

alidation .

discretion on redundant validation, and data integrity/availability. calls for demonstration of Al

but predicate rules still require it Draft revision emphasizes new performance and safety at each

(1 www.fda.gov). technologies (cloud, IloT). stage (I"*) www.rephine.com).

Must produce trustworthy records. ) N Builds on Anne?(‘11 plus Al nuances

Implicit 1SO-standards (ALCOA+) Emphasizes ALCOA+ explicitly, (e.g. explainability, robustness,
Data v ([6] ) ok including data lifecycle, security, bias). Likely to mandate
Integrity apply (" redica.com). Risk to and GDPR compliance. Risk documentation of training data and

integrity if Al training data is faulty
("garbage in, garbage out”).

assessment for data flow.

measures against unintended
biases.
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Aspect

Audit Trails

Electronic
Signatures

Governance
& Change
Control

Regulatory
Status

21 CFR Part 11 (US)

Secure, time-stamped logs for all
record changes (“8]
www.fda.gov). Must allow

reconstruction of the event.

Requirements for linking ID &
password to records ([2”

blog.cloudbyz.com). Signatures
linked to specific records/events.

Change control per predicate rule;
Part 11 expects changes
documented.

Final rule (1997); supplemented by
FDA guidances (2003, etc.).

21 CFR Part 11 for AI Systems: An FDA Compliance Guide

EU GMP Annex 11 (Current)

Requires audit trails for critical
processes (e.g. change history
of master data). Encourages
electronic logs.

Similar: e-signatures accepted if
equivalent to handwritten, per
Annex 11.

(Annex 11 SOP table, requires
validated change control as per
GAMP). Cloud/SaaS adds vendor
management.

Revised Annex 11 effective Oct
2024; EU now consolidating Al
into Annex 22 (draft circulated
mid-2025).

EU GMP Annex 22 (Draft Al
Rulebook)

Audit to include logging of model
version, data inputs, and decision
outputs. Possibly require
explainability records for critical Al
decisions.

Same e-signature rules; plus
possibly need to reflect where Al
contributed. Regulatory text may
reiterate that signatures are required
for sign-off, even if Al provided

inputs.

Explicit Al governance: draft Annex
22 reportedly requires oversight

committees, risk management for Al
changes, human in the loop.
Contains requirements for Al
Qualification and Validation. (H?"

www.rephine.com)

Draft (Jul 2025) under EMA
consultation. Expected to be
finalized by 2026. Will be the first
GxP annex focused solely on Al/ML

([WS] www.rephine.com).

(Table 1: Comparison of US and EU computerized-system regulations. Sources: FDA guidance (% www.fda.gov)

12] 13]

(1 www.fda.gov); Rephine analysis (121 www.rephine.com) (I3 www.rephine.com); industry summaries.)

The proposed Annex 22 indicates a strong global trend: regulators expect firms to treat Al with the same gravity
as other GMP computer systems, but with additional Al-specific controls. This puts pressure on FDA-regulated
firms to anticipate similar expectations for Al. While the US has not yet published an Al-specific rule, FDA has
signaled it is actively evaluating Al in medical products (e.g. CDRH's AI/ML software guidance, FDA's Al action
plan). Companies should watch these developments and align their Part 11 interpretations with emerging global
standards.

FDA and Al: Initiatives and Guidance

As of 2025, FDA has not issued a Part 11-specific guidance for Al. However, FDA's broader initiatives provide
useful context:

e FDA's AI/ML Action Plan: Published in 2021, this plan outlined a framework for iterative Al/ML software as a medical device
(SaMD), emphasizing good machine learning practices. While mainly for devices, it underscores FDA's view that validation
and transparency are crucial.

e Data Integrity Focus: The FDA's internal emphasis on data integrity (e.g. through CGMP “Data Integrity and Compliance
with Drug CGMP Q&A Guidance” and CDRH data policies) applies equally to Al-generated data. Firms should consider Al
outputs as any CGMP data requiring truthful recording.

e Emerging Guidance on Al in Quality: Non-FDA sources, such as industry groups, have recommended that regulated
entities treat Al quality like any other technology. For example, GAMP®5 guides advise that each system (including Al) be
characterized and validated. The Council for Pharmacy Practice has modules that stress “Al cannot be the final decision-

maker; maintain a human-in-the-loop” (L28J pharmacystandards.org).
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Overall, companies should proactively apply existing FDA expectations (validation, audit trail, record retention,
etc.) to Al, and prepare for formal guidance. The concept of “Part 11 applies to Al"” can be substantiated by
FDA's own broad definition of electronic records: if a regulated activity depends on a computer, Part 11 controls
are invoked (I°! www.fda.gov). In lieu of FDA direction, firms must use judgment (echoing the guidance’s “narrow
interpretation of scope” proviso (\'®) www.fda.gov)) to ensure data from Al systems remain compliant.

Data Analysis and Statistics

e Risk and Knowledge Gap: As noted, surveys indicate a serious gap in regulatory readiness for Al. A MasterControl report
cites only 9% of life-science professionals feeling well-versed in Al regulation ([m www.mastercontrol.com). Yet those

who do estimate up to $100 billion of potential industry value lost by under-preparedness (Hﬂ www.mastercontrol.com).
This quantifies the stakes: lack of compliance knowledge is not only a audit risk but a missed innovation opportunity.

e Validation Efficiency Gains: Some providers claim Al can speed up validation. For example, Al-based validation tools (GPT-
assisted protocol generation, automated test-case generation) can reduce man-hours. These claims remain mostly
anecdotal, but they underline a trend: ironically, Al may provide tools to help with Part 11 tasks (e.g. writing SOPs, parsing
regulations). However, such uses must themselves be validated and controlled.

e Audit Findings: While public data on Part 11 violations is hard to parse by cause, data-integrity citations continue in Warning
Letters. In the 2024-2025 period, FDA frequently cited missing audit trails, corrupted electronic records, and lack of system
validation. It is reasonable to predict that once Al use is widespread, regulators will scrutinize how companies control Al data
flows. (For context, one analysis of FDA 483s/Warnings against pharma found 285 instances of data-integrity issues in

([291

2023; while not all Part 11, many are related www.bioprocessonline.com).)

e Industry Adoption Trends: Statista reports that Al usage in pharma doubled around 2022-2023, especially in fields like
bioinformatics and imaging ([30] www.statista.com). By 2025, surveys suggested >60% of pharma companies have pilot Al

projects in clinical or manufacturing contexts (W] www.linkedin.com). These widespread experiments amplify the
likelihood of Part 11 relevance - essentially, any electronic GxP data processing point is an audit risk if not validated.

Challenges, Solutions, and Best Practices

Explainability and Transparency

A recurring theme is the Al "black box.” While Part 11 does not mandate understanding how a system arrives at a
result, FDA and industry guidance stress the importance of trust and accountability (°? approvalflow.net) ()
approvalflow.net). ApprovalFlow points out that lack of transparency can erode trust and make debugging errors
difficult (°?) approvalflow.net). Best practice is to favor explainable Al for GxP use: use models or techniques
that provide insight into decisions (rule-based ML, model-agnostic explanation tools, etc.). Where complex
models are used, maintain documentation of training data and objective justifications for model choice.

Human Oversight

Experts unanimously advise keeping humans "in the loop.” The concept of “human-in-command” means that
while Al can assist with tasks, ultimate responsibility lies with regulatory-trained individuals (!'”’
www.linkedin.com) (") www.linkedin.com). For example, an Al might highlight anomalies in audit data, but an
auditor reviews and signs off on actual findings. Maintaining this oversight not only meets regulatory
expectations, it also mitigates the risk of Al hallucination or error.

Continual Monitoring and Auditing
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After deployment, Al systems should be subject to periodic quality checks — effectively an Al-focused portion of
the Quality System. If Al is used for quality control, incorporate performance metrics into dashboards or KPIs.
Document any deviations from expected performance and investigate them as you would any system glitch. As
ApprovalFlow recommends, “continuously monitor Al system performance and conduct regular audits to ensure
compliance” . This ongoing vigilance is how one demonstrates the "Accurate” and “Consistent” aspects of data
integrity over time.

Vendor and Change Management

If relying on external Al tools or services, due diligence is paramount. Evaluate the vendor's quality systems,
their Part 11 compliance (if any), and how they handle change notifications. Contracts should specify validation
responsibilities. For in-house development, tie Al changes into your formal change-control processes (SOPs,
CAB approvals, change logs). Document all test results when models are retrained — this documentation is part
of the audit trail.

Training and Culture

Finally, organizations must foster a culture of compliance even as they innovate with Al. Training programs
should cover both Part 11 fundamentals and specific Al topics (e.g. model validation basics, recognizing Al
errors). Internal audits should include Al projects, verifying that data flows and documents comply with Part 11.

Companies leading in Al governance often establish cross-functional teams (QA, IT, data science, clinical) to
review Al use cases. The FDA Guidelines site’s emphasis on an Al “Data Governance Plan” (I

www.fdaguidelines.com) reflects the need for clear policies and roles around Al.

Discussion and Future Directions

The intersection of Al and regulatory compliance is evolving rapidly. Key future considerations include:

e Dynamic Regulation: Expect that Part 11 (or FDA enforcement policy) will increasingly encompass Al specifics. The
European signals (Annex 22) suggest possibilities like requiring XAl (explainable Al) or mandating post-market monitoring of
deployed Al. The U.S. may not rewrite Part 11 soon, but agency guidance or Q&A could clarify expectations (e.g. what
constitutes an "audit trail” for Al).

e Al as Compliance Tool: Conversely, agencies may permit or even encourage Al tools for compliance tasks. For example, Al-
driven audits of data integrity records, or natural-language-checking of SOP compliance. Nilay Soni's roadmap envisions Al
aiding audit trail reviews and CAPA analytics (“4] www.linkedin.com). If properly validated, such tools could become part of
economies of scale in compliance.

e Cross-Framework Alignment: The advent of the EU Al Act (for general safety) and ICH working groups on digital health
may influence 21 CFR Part 11 interpretation. Companies should align their Al governance not only to Part 11, but also to
harmonized global frameworks. Integration of Quality by Design (QbD) for software might be extended to Al: building data
quality and traceability into Al development from the start.

e Technological Solutions: New technologies can help. For instance, blockchain is being explored to secure audit trails or
training data lineage, making tampering evident. Explainable Al continues to advance (LIME, SHAP, etc.), which can partly
solve the black-box issue. Software vendors are also responding: we see Al validation frameworks, automated code-review
tools, and integrated governance platforms that can provide run-time compliance monitoring.

e Ethics and Bias: Beyond Part 11's scope but relevant to “trustworthy records” is ensuring Al fairness and bias control.
Regulators are increasingly aware that if an Al decision indirectly affects patient safety, bias against sub-populations could
be considered a quality issue. Programs for bias testing and fairness documentation may become part of the quality plan.

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights reserved.

21 CFR Part 11 for AI Systems: An FDA Compliance Guide

Page 14 of 18


https://www.fdaguidelines.com/data-governance-foundations-for-ai-in-regulated-quality-systems/#:~:text=,that%20the%20AI%20system%20operates
https://www.fdaguidelines.com/data-governance-foundations-for-ai-in-regulated-quality-systems/#:~:text=,that%20the%20AI%20system%20operates
https://www.linkedin.com/posts/nilay-soni-7059461b7_pharma-aiingxp-21cfrpart11-activity-7358808165985013760-w2A0#:~:text=Applications%20under%2021%20CFR%20Part,faster%20CAPA%20closure%20Predictive%20Compliance
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=21-cfr-part-11-for-ai-systems-an-fda-compliance-guide.pdf
https://intuitionlabs.ai/articles/21-cfr-part-11-ai-compliance?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=21-cfr-part-11-for-ai-systems-an-fda-compliance-guide.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=21-cfr-part-11-for-ai-systems-an-fda-compliance-guide.pdf

E IntuitionLabs  [ntuitionLabs - Al Software for Pharma & Biotech 21 CFR Part 11 for Al Systems; An FDA Comp]jance Guide

Overall, the future likely involves a cyclical interplay: regulators update expectations, companies innovate with
compliance tools, and standards evolve. What remains constant is the goal: protect patient safety and product
quality by ensuring data integrity, now across both human and Al processes.

Conclusion

21 CFR Part 11 compliance is not optional, regardless of the tools used. For Al-powered applications, adherence
means ensuring that every piece of regulated data — however generated - is controlled under the same
principles as any electronic record. This demands careful extension of validation, audit, and security processes
to Al components. As summarized by industry experts, Al can enhance compliance (e.g. by flagging data issues
or automating record management) (“4] www.linkedin.com), but it must be controlled to do so. Al systems must
be validated (sometimes more extensively than conventional software), fully audited, and subject to rigorous
governance (%! approvalflow.net) (! approvalflow.net). They should never replace human accountability in the

[10]

quality management system ("' www.linkedin.com).

Looking forward, regulatory scrutiny of Al in GxP will only grow. FDA’'s stance (informal so far) is clear: the
principles of Part 11 still apply, and they emphasize underlying data quality and security above all (*°/
www.fda.gov) (") redica.com). Organizations that proactively integrate Al into their Part 11 quality architecture —
by validating models, building transparent workflows, and training personnel — will turn Al into a compliance ally.
Those that ignore these safeguards risk not only inspection findings but also compromised product quality.

In short, the compliance imperative is unchanged: electronic records and signatures must be trustworthy. Al

adds complexity, but not exception, to that rule. By applying Part 11 controls thoughtfully to Al systems — and

13]

watching global trends in Al regulation (/') www.rephine.com) ("1 www.rephine.com) - life-science industries can

harness innovation without sacrificing compliance.
Tables and Figures:

Table 1 (above) compares key regulatory frameworks (21 CFR Part 11 vs EU Annex 11 and draft Annex 22).
Hurricane Table: “Al-powered systems vs Part 11 controls” (not shown) could further summarize challenges and
mitigation strategies in tabular form.
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US
market in custom Al software development and pharma implementations with proven results across public
biotech and pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and
ERP systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al
infrastructure for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion,
automated document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field
force applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and
automated customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom
data visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and
implementation guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no
representations or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or
availability of the information contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives
be liable for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or
damage whatsoever arising from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated
content may contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information
before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of
their respective owners. All company, product, and service names used in this document are for identification purposes
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IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and
biotech companies. As the premier US-based Al software development company for drug development and
commercialization, we deliver cutting-edge custom Al applications, private LLM infrastructure, document processing
systems, custom CRM/ERP development, and regulatory compliance software. Founded in 2023 by Adrien Laurent, a top Al
expert and multiple-exit founder with 20 years of software development experience and patent holder, based in the San
Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your business needs,
please consult with appropriate qualified professionals.
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