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Executive Summary

This report examines the implications of FDA Title 21 CFR Part 11 (“Part 11") compliance for modern Al-powered
systems in regulated industries (pharmaceuticals, biologics, medical devices, etc.). Part 11 (enacted in 1997) was the
world’s first “paperless” regulation, establishing that electronic records and signatures in FDA-regulated processes
must be as trustworthy, reliable, and auditable as traditional paper records (! gmsdoc.com) (“) www.fda.gov). Its core
requirements — system validation, secure audit trails, access control, electronic signatures, and data integrity —
are designed to ensure data integrity (often summarized by the ALCOA+ principles: Attributable, Legible,
Contemporaneous, Original, Accurate [+ Complete, Consistent, Enduring, Available]) (www.beckman.co.il) (°! redica.com).

Today's regulated environments are experiencing a digital revolution: cloud computing, big data, and especially artificial
intelligence (Al) and machine learning (ML) are being adopted across R&D, manufacturing, laboratory, and quality
systems. Al promises efficiency gains (e.g. automating analysis, predicting deviations, enhancing training), but also poses
unique compliance hurdles. Many Al models (e.g. deep neural networks) operate as “black boxes” whose internal logic is
opaque (“ fdainspections.com). Moreover, Al systems often learn and adapt over time (“model drift"), challenging the
traditional notion of a fixed, validated system (°/ fdainspections.com). These dynamic characteristics can conflict with Part
11’s expectation of a “ validated state” and a fully traceable record of data and actions.

This report provides an in-depth analysis of these issues. We first summarize Part 11's requirements and underpinning
data integrity principles, with historical and regulatory context. We then survey how Al is being used in GxP environments
and why Al's nature complicates compliance (e.g. validation and audit-trail challenges). Drawing on FDA guidance,
industry white papers, and technical literature, we outline strategies and best practices (risk-based validation, enhanced
provenance and logging, human oversight, etc.) to bring Al systems into Part 11 compliance. Case examples (drawn from
industry discussions) illustrate how organizations are tackling these problems. Finally, we discuss future directions,
including emerging FDA guidance on software assurance and global trends (such as an EU Annex specifically for Al in
GMP) that shape the compliance landscape. All statements here are backed by authoritative sources (FDA guidance,
regulatory analyses, industry experts, and academic studies) as cited throughout the text.

Introduction and Background

The digital transformation of life-sciences began in the late 20th century. In the early 1990s, pharmaceutical companies
still relied almost entirely on paper bound records for manufacturing, testing, and regulatory submissions ((°/ qmsdoc.com).
With advances in IT and instrumentation, companies sought to manage data electronically for efficiency and accuracy. In
response, FDA introduced 21 CFR Part 11 in 1997 as the first comprehensive regulatory rule recognizing electronic
records and signatures as legally equivalent to paper forms and handwritten signatures (! gmsdoc.com). Part 11 was
enacted after years of industry input and dialogue (e.g. 1992 Advance Notice of Proposed Rulemaking) ("' gmsdoc.com),
and it reflected a technology-neutral approach: rather than mandating specific systems, Part 11 prescribed outcomes
for security and reliability.

Part 11's original intent was narrow: protect the authenticity, integrity, and confidentiality of electronic records in FDA-
regulated processes. The rule applies only when records are governed by a “predicate rule.” In other words, Part 11
kicks in if a regulation (e.g. GMP, GLP, GCP) or statute requires certain records, and the company elects to keep those
records electronically (‘°/ vww.ida.gov) (! gmsdoc.com). Under FDA guidance, a key principle is that Part 11 should be
interpreted narrowly and applied only where needed (*°' www.fda.gov). Nevertheless, in practice almost any electronic
record created, modified, or transmitted under FDA regulations falls under Part 11 if it meets predicate rule criteria (/°

www.fda.gov) (¥ gmsdoc.com).
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Historically, Part 11 drew criticism for being overly burdensome, leading to a 2003 FDA guidance to clarify scope and
encourage a risk-based approach ( ). Part of the guidance’s message was that not every electronic system
needed identical controls; systems with more critical data warranted more stringent controls. Today, despite technology
leaps (cloud, mobile, Al), Part 11’s core aims remain unchanged: ensuring that regulated data are accurate,
attributable, and auditable. As one industry analyst notes, “it makes electronic records and signatures as trustworthy and
legally binding as paper” ( ).

At its heart, Part 11 is about data integrity. The FDA and other regulators use the ALCOA+ framework to express this:
data must be Attributable to a person/time, Legible/readable, Contemporaneous (recorded when event occurs), Original,
and Accurate, plus Complete, Consistent, Enduring, and Available (www.beckman.co.il) ( ). Compliance
means that any allowed changes are logged (audit trails), only authorized users can make changes, and records remain
intact and retrievable throughout retention periods. Part 11 also covers electronic signatures, ensuring they are
uniquely linked to a person and cannot be repudiated ( ) ( ). These
requirements laid the foundation for trusted electronic recordkeeping in life sciences, and form the baseline against which
new technologies are judged ( ) ( ).

In recent years, Al and ML technologies have begun to transform life-science workflows (drug discovery, process
control, risk monitoring, training, and more). For example, Al can classify lab data, forecast equipment issues, personalize
training modules, or even generate reports and review CAPAs.While powerful, these Al systems pose novel compliance
questions. For instance, if an Al algorithm “approves” a quality result or automatically adjusts a process, how do we
ensure its decision is documented, reviewed, and authorized under Part 11? If a self-learning model updates itself from
new data, does it preserve its validated state? These issues have prompted regulators and the industry to analyze Part
11 in the context of Al. The FDA and international bodies have been publishing guidance (see below) on Al/ML in medical

products, signaling that Al must be integrated into the existing quality framework ( ) ( ).

This report proceeds as follows: we first detail the fundamental requirements of 21 CFR Part 11, including scope,
validation, audit trails, signature controls, and data integrity principles. Next, we describe Al-powered systems and their
roles in GxP environments. We highlight Al's unique characteristics (opacity, adaptability, data-intensity) and the
challenges they introduce for each Part 11 control. Then, drawing on guidance and literature, we outline strategies for
compliance, such as risk-based validation, enhanced documentation, and focused audit/logging. We include illustrative
examples (from expert commentary) of how Al might be managed under Part 11. Finally, we discuss regulatory trends
and future directions — for instance, FDA's shift toward risk-based software assurance and global developments in Al
regulation — and conclude with best-practice recommendations. Every assertion is backed by authoritative sources as
cited throughout.

21 CFR Part 11 Requirements and Data Integrity
Principles

Scope and Applicability

Title 21 CFR Part 11 applies whenever a firm uses electronic records or signatures in place of paper records under
any FDA-regulated requirement ( ) ( ). That includes any data “created, modified, maintained,
archived, retrieved, or transmitted” under predicate rules (e.g. GMP, GLP, GCP, IND/IDE, etc.) ( ) (

). Crucially, Part 11 covers both records maintained internally by the regulated entity and those submitted
to FDA electronically, even if not specifically named in other regulations ( ) ( ). For example,
FDA guidance notes that Part 11 encompasses two categories in clinical trials: (1) all documents needed to reconstruct a
trial (case report forms, source documents, consent forms, protocols, etc.) and (2) submissions like IND, IDE, and
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marketing applications filed electronically (*/) gmsdoc.com). In short, if a system handles any required GxP data
electronically, its controls must satisfy Part 11.

Part 11 distinguishes between closed systems and open systems. A closed system is one where system access is
controlled by the organization responsible for the content (e.g. an internal network or validated cloud environment),
whereas an open system involves data transfer over unsecured networks (e.g. the Internet) ("“* www.law.cornell.edu) (7
gmsdoc.com). For closed systems, Part 11 §11.10 requires controls to ensure authenticity and integrity of electronic
records (*°) www.law.cornell.edu). These controls include: (a) system validation to ensure accuracy and intended
performance, (b) ability to generate complete copies of records (both human- and machine-readable), © data protection
to enable accurate retrieval throughout retention, (d) limiting access to authorized individuals, (e) secure, computer-
generated, time-stamped audit trails that log operator entries/actions, and (f) operational system checks (e.g. enforced
sequencing) (7' www.law.cornell.edu). All these features must work together so no fraudulent or erroneous manipulation
can occur undetected. For open systems, §11.30 requires the same foundational controls as in §11.10 plus additional
measures like document encryption and digital signature standards to protect records “from point of creation to point of
receipt” (%) www.law.cornell.edu) (recognizing the extra risks of transmitting data over public networks). In practice, most
Al tools in a lab or factory would be closed systems; however, any cloud-based or Internet-connected components must
satisfy the stricter open-system requirements.

Beyond infrastructure controls, Part 11 also enforces strong access security. For example, §11.10(d) and 8§11.50(b)
mandates that electronic signatures and associated record information (signer’s name, sign time, and meaning) be
“subject to the same controls” as electronic records (*°! wwv.law.cormell.edu) () www.law.cormell.edu). Each user typically
has a unique user ID (biometrics or password) and must verify identity before signing (“*/ www.law.cornell.edu) (**
www.law.cornell.edu). Part 11 8§11.100(a) explicitly stipulates each electronic signature must be unique to one individual
and not reused (“*) www.law.cornell.edu), and organizations must verify identity before assigning an e-signature (1!
www.law.cornell.edu). Moreover, if non-biometric (password-based) signatures are used, §11.200 requires “at least two
distinct identification components” (e.g. user ID and password, or password plus token), with stricter rules if multiple
signings occur in one session (“*) www.law.cornell.edu). These controls prevent impersonation and ensure accountability.
Finally, 811.70 requires that electronic signatures be permanently linked to their records so they cannot be excised or
copied elsewhere (*°l vwww.law.cornell.edu). Taken together, these provisions make electronic signatures as legally binding
and secure as handwritten ones, linking every electronic approval to a person, timestamp, and indicated purpose (**

www.law.cornell.edu) (B2 www.law.comell.edu).

Part 11's requirements were designed with emerging technologies in mind, even if they predate Al. For instance, FDA's
early guidance anticipated the fundamental data-integrity principles later called ALCOA. In 2003 FDA framed “good data
integrity practice” by the acronym ALCOA: data are Attributable, Legible, Contemporaneous, Original, and Accurate
(www.beckman.co.il). These attributes are embedded in Part 11 controls: e.g. audit trails make data attributable and
contemporaneous, validation and controls ensure accuracy, and tamper-resistant storage preserves originality and
completeness. Industry and regulators have since expanded ALCOA to ALCOA+ by adding Completeness, Consistency,
Endurance, and Availability (*° redica.com). (As one industry expert recounts, ALCOA was coined by an FDA official in the
1990s and later expanded with EMA input (! redica.com).) Part 11 does not explicitly list the ALCOA+ terms, but its
controls are intended to guarantee these qualities. For example, requiring secure audit logs and system validation
inherently protects completeness and consistency of the data; retention requirements and open-format file formats
protect endurance and accessibility.

In summary, 21 CFR Part 11 mandates that any electronic GxP system be fully validated, access-controlled, and
equipped with audit trails and secure e-signatures (' www.law.cornell.edu) (* www.law.cornell.edu). It is backed by
FDA guidance that emphasizes risk-based application: systems critical to patient safety or product quality demand the
most rigorous controls (°! www.fda.gov) (**! gmsdoc.com). The penalty for failure is severe: FDA inspectors can issue 483
observations or warning letters for deficiencies in audit trails, signatures, or validation ([25‘ fdainspections.com)
(www.beckman.co.il). Historical data underscore this risk: one study of FDA data found that ~79% of Warning Letters in
2016 cited data integrity problems (www.beckman.co.il). Thus, Part 11 has long been the “bedrock of digital compliance”
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in life sciences (*°! www.dotcompliance.com) (**! fdainspections.com), and it remains non-negotiable as companies adopt
new technologies. Any Al or automated system used for regulated records must satisfy the same statutes of
trustworthiness that Part 11 imposes.

Key Controls Under Part 11

Table 1 and the following paragraphs summarize the core technical controls of Part 11 and their data-integrity goals. All
controls serve to ensure that regulated electronic records are attributable, accurate, and unalterable through their

lifecycle.
quil Key isi (Part 11) Purpose (Integrity/Security)
Systems used for regulated records must be validated to ensure accuracy, reliability, and consistent intended
performance, including detection of altered or invalid records (|19| www.law.cornell.edu, ([24] Ensures the system works as intended for its regulatory purpose.
Prevents silent failures or undetected errors and provides confidence in
System q mMsdoc.comy. This includes documenting user requirements, testing all functions (real-world [19] B [24]
Validation electronic records ( www.law.cornell.eduy (
scenarios), and maintaining validation during changes ([19] www.law.cornell.edu) ([2/” q msdoc.comy.
gmsdoc.com.
Must have secure, i audit trails that record who did what and when for
any action creating/modifying/deleting a record (LZOJ www.law.cornell.ed 5)) (L27J Creates an indisputable history of all changes, so events are traceable
and any unauthorized edits are evident. Fundamental to ALCOA principles
fdai Nspections.comy. Trails cannot be overwritten (no memory lapses), and must be retained along . L .
(ensuring records remain original and accurate with full historical context)
Audit Trails 20 27
with records for inspection ([ ] www.law.cornell.eduy (l 1 fdainspections.com. ([201 www.law.cornell.edu, ([28]
They should link tightly to the records and be tamper-evident ([131 www.law.cornell.edu) ([28] fdai nspectio ns.comy.
fdainspections.com.
2 . Protects records against tampering and misuse. By making actions
Access to the system is limited to authorized individuals only ([ 0] www.law.cor nell.edu>, i g X pering X 4 9
attributable to specific persons and segregating duties, it upholds
Access Implement unique user IDs, strong passwords/policies (often multi-factor), and role-based permissions so Attributability and Originality. It also enforces accountability (no shared
[23]
Controls users can only perform permitted actions ( www.law.cornell.eduy. Al user administration logins) ([20] www.law.cornell.eduy ([21]
actions (add/remove/change access) must be documented. (§11.10(d) explicitly mandates limiting system
access.) Unauthorized access must be prevented. www.law.cornell.ed u).
Regulates attributes of e-signatures: Each e-signature must be uniquely tied to one individual and cannot be
reused or reassigned (LZlJ WWW. Iaw_comell_edu). E-signatures must include the signer’s printed Ensures trust in electronic approvals. The linkage of signature to record
and contents like name and purpose) prevents repudiation. It upholds
[12]
name, date/time of signing, and the meaning (e.g. “review" or “approval’) ( Attributability (knowing who signed what when) and makes electronic
E::f‘:z:::; www.law.cornell.ed L. Signatures and their metadata are controlled as rigorously as records approvals legally equivalent to handwritten signatures ([121
12 . 13 3
(cannot b fasified or detached) (2] Www.law. cornell.eduy ¢*°] www.law.cornell.eduy (%!
www.law.cornell.eduy. Non-biometric signatures require two components (e.g. ID + password) www.law.cornell.edu.
{231 www.law.cornell.edu.
Part 11 implicitly enforces ALCOA+: For example, audit trails make data Attributable and prevent overwriting Ensures the electronic record is trustworthy: every data point can be
(protecting Originality), validation ensures Accuracy, and system controls protect Legibility and Availability. traced to its source and time, records are protected from alteration, and
Data Integrity  Fpp guidance explicitly defines ALCOA (Attributable, Legible, Contemporaneous, Original, Accurate) as are consistently and durably stored. Upholds the core Part 11 goal that
(ALCOA+) baseline data integrity (www.beckman.co.il), later expanding to ALCOA+: Complete, Consistent, Enduring, “electronic records are trustworthy, reliable, and generally equivalent to
3 . 8
Available ([‘J] redica. com,. paper” ([ ] www.fda. JOV) (www.beckman.co.il).

Table 1. Comparison of Part 11 compliance requirements and their purpose in ensuring data integrity (citing relevant
regulations and guidance).

These core controls interact to enforce ALCOA/ALCOA+ data integrity. For instance, a secure audit trail (required by
§11.10(e)) automatically records any change in the record. This makes any modification attributable to a user and
timestamped, so that “who changed what and when” is documented (“°! www.law.cornell.edu). Audit logs are retained as
long as the records themselves, preventing loss of history. System validation (§11.10(a)) underpins all other aspects: a
validated system ensures, for example, that audit logs are correctly generated under all scenarios, and that signatures
are properly recorded. Access controls and user authentication ensure that only authorized individuals can alter data,
meaning that data are legibly and consistently associated with a known author. Electronic signatures link signers to
data in a tamper-proof way, embedding name and time (satisfying §11.50) to show responsibility and intent. Together,
these requirements ensure that electronic records are complete, secure, authentic, and audit-ready.
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In practice, organizations achieve Part 11 compliance by carefully documenting their systems and processes: writing user
requirement specifications, performing validation tests, configuring audit logging and security settings, and preparing
standard operating procedures (SOPs) for computer systems. During FDA inspections, companies must present
evidence (validation reports, SOPs, audit trail reports, etc.) demonstrating each Part 11 control ( )

( ). Failure to do so can lead to serious citations. In fact, data integrity issues remain a top enforcement
concern — one review found that 79% of FDA Warning Letters in 2016 cited data integrity deficiencies in 483 inspection
observations (www.beckman.co.il). This underscores why Part 11 (and its ALCOA+ philosophy) remains “the unwavering
foundation for digital compliance” in life sciences ( ) (www.beckman.co.il).

Risk-Based Approach in Part 11 Implementation

Modern Part 11 guidance emphasizes that compliance should be risk-based. Rather than treating every system
identically, the rigor of controls should reflect the importance of the records to patient safety and product quality. FDA's
current thinking (e.g. 2024 clinical guidance) explicitly endorses a risk-based validation paradigm ( ). The
guidance states: “regarded entities should assess validation needs based on factors such as the importance of the data,
impact on trial results, and system complexity” ( ). This means systems controlling critical data (like
manufacturing batch records or clinical trial outcomes) warrant tighter validation and review than, e.g., simple
administrative logs. The same concept applies to Part 11 implementation overall: high-risk systems (e.g. instruments that
automate product release) get more robust controls.

The risk-based approach aligns with Part 11's 2003 Scope & Application guidance, which clarified that compliance should
be commensurate with record risk. Practically, firms should classify systems and records by risk level and then tailor Part
11 activities (such as frequency of audit trail review, depth of validation testing, etc.) accordingly. For example, FDA's new
Computer Software Assurance (CSA) guidance (finalized 2025) shifts away from exhaustive scripts for all software,
suggesting lighter validation for lower-risk functions ( ). For Al systems, this means static decision-support
tools might require simpler validation, while Al that autonomously influences patient care demands intensive scrutiny. We
explore these distinctions further below.

Al-Powered Systems and Regulatory Context

Al in Regulated Environments

Artificial Intelligence (Al) and Machine Learning (ML) refer to systems that use algorithms to perform tasks often
involving pattern recognition, prediction, or decision-making based on data. A broad definition is the simulation of human
intelligence processes by machines (excluding purely rule-based automation) ( ). In life sciences,
Al applications range from image analysis (e.g. reading scans), text mining (e.g. interpreting literature), anomaly
detection in equipment, optimizing bioprocess parameters, to generative tools (e.g. drafting protocols). Survey data
indicate rapidly growing interest: for example, in 2023 the majority of biotech and pharma companies reported piloting Al

projects ( ) ( )-

Regulators encourage innovation while safeguarding quality. The FDA and global agencies recognize Al's potential but
stress robust evidence. Notably, in January 2025 FDA released draft guidance providing a risk-based framework for Al
model credibility in drug and biologics submissions ( ). This guidance does not alter Part 11, but it
underscores model trustworthiness: Al outputs should be trustworthy for their intended use, with context-specific
validation and transparency ( ). Similarly, FDA has produced guidance for AI/ML in medical devices and
signaled continued oversight. In the European Union, regulators are advancing Al-specific rules: for example, EMA
announced a revision of Annex 11 to address cloud, cybersecurity and Al/ML by 2026 ( ). Moreover, the
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EU’s new Annex 22 (drafted by PIC/S) will explicitly govern AI/ML in GMP (expected finalization ~2026), requiring
oversight committees, risk management for Al changes, and explainability (°*! intuitionlabs.ai) (°° gmsdoc.com). These
trends indicate a global movement to integrate Al within existing quality frameworks. The U.S. currently has no separate
“Part 11 for Al,” but the writing is on the wall: Part 11's principles will be applied to Al just as rigorously as to any
computerized system.

Unique Characteristics of Al Systems

Al-powered systems differ from traditional software in key ways that affect compliance:

« Opacity (“Black Box”): Many advanced Al models (especially deep learning networks) do not permit simple explanations of how inputs
produce outputs (141 fdainspections.com). Unlike fixed code, their internal logic is learned from data, making direct interpretation hard.
This conflicts with CSV (Computer System Validation) ideals where functions are deterministic and verifiable step-by-step. As one expert
notes, when a system’s decision-making is opaque, it becomes “difficult to prove the system operates correctly under all conditions” (l4J
fdainspections.com). For Part 11, this means validation of an Al's output must be done through indirect means (testing outcomes
extensively, challenge tests, etc.) rather than reading code logic.

« Adaptability (Continuous Learning): Many Al/ML models are designed to update themselves (“drift”) as new data arrive ([51
fdainspections.com). This is a feature for improving performance but a challenge for compliance. Traditional Part 11 assumes a system
is validated and then remains in a fixed state, with any changes strictly controlled. An Al that continuously learns is, by definition,
changing. Questions arise: When must the model be re-validated? How is each learned update documented? Does continuous
adaptation violate the “validated state” requirement?) FDA's framework for Al credibility explicitly tackles this with a risk-based context-of-
use approach (LlGJ www.fda.gov), but compliance practitioners must still figure out re-validation triggers (e.g. monitoring drift and re-
certifying only if performance thresholds change considerably).

« Data Dependence: Al models are only as good as the data they ingest. In Part 11 terms, garbage in produces garbage out — an Al

trained or run on corrupt or unverified data will yield untrustworthy outputs (IZBI fdainspections.com). Thus data integrity becomes even

more important. Not only must final results be saved, but all training, validation, and input datasets must be documented and protected.
Part 11 covers “electronic records... transmitted under any record requirement” (! www.fda.gov), which arguably includes data used to
produce regulated results. In practice, maintaining ALCOA+ for large Al datasets is challenging: one must ensure datasets are complete
(no truncation), consistent (proper format), enduring (archived in non-proprietary format), etc. The scale and complexity of Al data
(potentially millions of records) makes this a significant audit and technical task.

« Automation of Actions: An advanced Al system might automatically take actions that humans once did — for example, adjusting a
process variable, or “approving” a QC result. Part 11 envisions an audit trail of operator entries, but if a machine makes a change, the trail
must still log it. This raises technical questions: can the system attribute actions to the Al (some “system user” identity)? Does a machine
have a signature? The FDA has not explicitly defined everything here, but the principle remains: no action should occur without a logged
user and timestamp. Implementers may have to treat Al as an “instrument” — configure it so all changes it effects are logged as if an

operator made them (with the Al's “role” identified) (www.beckman.co.il) ([28] fdainspections.com).

« Al Bias and Reliability: While more of a scientific than a compliance issue, any Al model can exhibit unintended bias or change behavior
under new conditions. If an Al is used in patient-impacting processes, firms must monitor its performance and ensure it remains accurate
and unbiased, in line with “trustworthy machine learning” expectations. Part 11 compliance means that personnel must ensure Al outputs
remain accurate and any deviations are caught.

In short, the “black box” nature and dynamic learning of Al raise red flags for Part 11: how to fully validate, how to
document changes, and how to maintain continuous auditability. Industry observers emphasize that these challenges
must be addressed head-on: “validating a system’s output requires a traceable process...Lack of interpretability [of Al]
creates a significant challenge for regulators” (*! fdainspections.com). Any compliance strategy for Al must explicitly solve
these issues.

Regulatory and Industry Guidance on Al
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Regulators have begun to issue guidance to help industry manage Al in regulated contexts. While no part of CFR itself
has changed for Al, several recent documents provide a framework:

« FDA’s Artificial Intelligence/Machine Learning (Al/ML) Action Plan (2019) envisioned a “Total Product Life Cycle” approach to Al
medical devices, and the agency continues to refine this (e.g. final 2021 framework for Al in SaMD). In January 2025, FDA released draft

[16

guidance on Al in drug/biologic submissions, proposing a risk-based framework for model credibility (/*°/ www.fda.gov). This

guidance emphasizes defining the Al's context of use: sponsors must demonstrate that in that context, the model’s output is reliable. It
aligns with Part 11's spirit (validating outputs, managing changes), although it focusses on product safety/effectiveness rather than
internal record-keeping. Key points include rigorous documentation of model development and explicit processes for monitoring

performance in production (HGJ www.fda.gov).

+ FDA Good Machine Learning Practice (GMLP) Principles: In early 2025, FDA (with international partners) published guiding principles
for GMLP (via IMDRF) to ensure Al devices are high-quality and cover the total product lifecycle ([15] www.fda.gov). These principles
highlight transparency, robustness, and control of training data. They reinforce that data integrity and documentation (as in Part 11)
remain paramount in Al development.

« International Convergence: Regulators outside the U.S. have charted paths for computerized systems and data integrity for years. For
example, Europe’s EU GMP Annex 11 (Computerized Systems) and PIC/S equivalents cover many Part 11-like requirements. Notably,
OECD countries are actively integrating Al into these frameworks: a new Annex 22 is being drafted to specifically govern AI/ML in GMP

environments ([341 intuitionlabs.ai) ([331 gmsdoc.com). Likewise, Japan’s Japan PV (Good data integrity guideline) aligns with ALCOA
principles. The takeaway: anyone dealing with life-science data should treat Al under the same rigorous lens as any critical computer

system, and planners should watch for forthcoming Al-specific rules. ([331 gmsdoc.com) ([34] intuitionlabs.ai)

+ FDA Computer Software Assurance (CSA): Though not Al-specific, FDA's CSA guidance (finalized 2025) encourages a modern, risk-
based approach to software validation and maintenance ([30] gmsdoc.com). It recognizes that exhaustive testing may be impractical and
endorses real-time monitoring, automated testing, and selective focus on high-risk functions. Al systems can benefit from the CSA
mindset: by focusing validation efforts on highest risks (e.g. Al components affecting safety) and adopting agile monitoring (model
performance checks), companies can maintain assurance without endless test cases.

Industry groups and consultants have also begun articulating frameworks. For instance, ISPE’s good practice guides and
GAMP 5 App D11 workstreams (in draft) offer risk-based lifecycles for Al/ML systems. An academic pharmacovigilance
article proposes classifying Al systems into “static” vs. “dynamic” categories, with static (frozen ML models) being
manageable by extending traditional validation, while dynamic (continuously learning) systems require novel approaches
(Y pme.nebinim.nih.gov). The bottom line from regulators and experts: treat Al systems with risk-aware validation and
control mechanisms as part of your quality system, just as you would any other GxP computer system (%! www.fda.gov)

(Y pme.ncbi.nim.nih.gov).

Integrating Al Systems into Part 11 Compliance

Given the above, how can Al-powered systems be made to comply with Part 11? Below we analyze each core
requirement in turn, identifying Al-specific challenges and potential strategies.

System Validation (21 CFR 11.10(a))

Requirement: Any system that creates, modifies, or maintains electronic records must be validated for accuracy,
reliability, consistent performance, and ability to detect altered records (*°) vwww.law.cornell.edu). Under CSA and the FDA
risk-based approach, validation efforts should scale with the system’s impact on data integrity and product quality (**!

gmsdoc.com).

Al Challenge: Many Al/ML systems lack deterministic algorithms to validate in the traditional way. For a neural network,
one cannot easily trace every weight and calculation. Instead, validation must focus on proving the output is consistently
correct given a representative range of inputs. Moreover, Al's potential to change means validation is not a one-time
event, but a continuous process. If the model re-trains or if input data distributions shift, the assumption that “what was
validated is what runs in production” may break (° fdainspections.com).
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Strategies:

« Risk-based validation plan: Classify Al functions by risk. A critical Al (e.g. flagging a safety issue) requires
extensive test coverage of edge cases, robust documentation of training data, and re-validation triggers for model
updates. Less critical Al (e.g. automating administrative reports) can be validated with lighter testing. This mirrors
CSA guidance on focusing validation on high-impact elements (“*! gmsdoc.com) (°% gmsdoc.com).

- Document the Al process: Thoroughly document data sources, feature engineering, model training, and
performance metrics. Maintain records of training data and model versions as evidence. This is analogous to a
Requirements Specification in CSV — except here the spec is the ML model’s design.

« Use “locked” models when possible: For compliance ease, some Al systems are deployed as static (frozen)
models after training. The ISPE framework describes “Al-based static systems” where the model does not learn in
production (! pmc.nchi.nim.nih.gov). These can be validated much like conventional software (albeit with new
validation steps) and only re-trained under change control. Continuous-learning (dynamic) Al systems are currently
considered higher risk and are treated as needing special oversight (“*! pmc.ncbi.nlim.nih.gov).

« Testing for accuracy: Develop validation test cases that check the Al outputs on known inputs (including
“challenge” inputs representing boundary conditions). Ensure that for all anticipated inputs, the Al produces
acceptable results. This can be labor-intensive but is essential. Automated test suites and acceptance criteria should
be documented.

« Ongoing monitoring: Part 11 does not forbid periodic validation. For dynamic Al, implement periodic checks; e.g.,
retrain triggers, continuous performance monitoring, and drift detection. Use statistical process control methods on Al
outputs. If the model’s performance metrics degrade beyond a threshold, that should trigger a re-validation cycle
under change control.

Audit Trails and Recordkeeping (21 CFR 11.10(e), 11.50, 11.70)

Requirement: Part 11 mandates that all operator actions on electronic records generate secure, timestamped audit trail
entries that cannot be altered ([201 www.law.cornell.edu). Each signed record must display the signer’'s name, date/time,
and signature meaning (% www.law.corell.edu), and signatures cannot be detached from records (*°!

www.law.cornell.edu).

Al Challenge: In Al workflows, some “actions” are automated by the machine. Ideally, the system logs should capture Al
decision points: e.g., “Al model version X ran prediction Y on input Z at 10:05am”. Without careful design, an Al could
overwrite data without an audit log or re-train itself without record. Also, if an Al generates or modifies a record (say,
transcribing an image), the audit trail must reflect that a machine (or designated system user) made that change. Finally,
the Al model itself (the “code”) may be updated — tracking these changes (model version history) is also a form of audit

trail.
Strategies:

- Comprehensive logging: Architect the Al system so that every automated decision or change is logged with details:
which model/version performed the action, what input data triggered it, what output was generated, who (if anyone)
requested it, and the timestamp. For instance, if an Al auto-approves a lab result, the log might record “Result
ABC123 approved by Al model v1.4 (developed by user J. Smith on 2025-01-15) on 2026-02-11 10:05:00” (\**!

fdainspections.com) () arxiv.org).

« Link logs to records: These Al logs themselves should be treated as Part 11 records: immutable and tamper-

evident. They should be kept alongside the primary record, forming a complete chain.

« Human-in-the-loop flags: When an Al suggests an action, require human confirmation for high-risk tasks, and then
capture the human’s electronic signature. This ensures that even if Al aids decisions, a responsible person is
ultimately signing off, preserving the spirit of Part 11.
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- Model-entered data labels: If an Al creates new electronic records (e.g. summarizing data), include metadata
indicating it is machine-generated. For example, tag an Al-generated entry with an identifier and require a person to
review and electronically sign it before it's final.

« Immutable ledger technologies (optional): Some organizations explore using blockchain or write-once databases
for sensitive logs. While not mandated, a secure ledger can ensure no audit record is ever lost or altered.

By ensuring visibility for every Al-driven change, these measures maintain auditability and traceability. An insider
suggestion is to “treat the Al like any other instrument” — meaning all of its outputs and actions must be validated and
audited just as from a lab analyzer (www.beckman.co.il). With proper logging, even automated anomalies are flagged: for
instance, an Al anomaly-detection tool could generate audit alerts when it catches unexpected inputs. Robust audit trails
also mean that, in an inspection, the regulator can reconstruct how a particular result was produced, whether by a human
operator or an Al.

Access Controls and Data Security

Requirement: Part 11 (§11.10(d)) requires that system access be limited to authorized individuals (*°!
www.law.cornell.edu). Only those with unique, authenticated logins may use the system, and permissions are role-based.
Administrative activities (user setup, changes) are themselves recorded.

Al Challenge: Al systems often involve multiple data pipelines and users. A risk arises if unauthorized changes are
introduced via Al data feeds. Also, when an Al model “makes” a change, it must be clear under which security context this
occurs. Under Part 11, there should never be anonymous or shared system use.

Strategies:

- Dedicated service accounts with oversight: If the Al system operates autonomously (e.g. scheduled runs), it
should use a specific system account. However, this account is still tied back to responsible individuals through
documentation. For instance, Patient| Jeff assigned an “Al Operator” ID with two-factor credentials. Anyone
accessing or operating the Al system uses their own login. Even if the Al spawns processes, it should always do so

under a known user or service account that is protected.

» Role-based restrictions: Limit who can modify the Al model or training data. For example, require that only trained
ML engineers (with logged activities) can update model parameters or training sets. This keeps data integrity by
preventing unauthorized data input.

« Physical and network security: Ensure the servers or cloud environments running Al are protected like any GxP
system. Use secure protocols (VPNs, SSL) for data transmission (important for open systems). Encrypt sensitive
data at rest. These are standard IT controls (part of Part 11 expectations) but are vital given Al's data hunger.

« Linking user actions appropriately: If a human provides input to the Al (e.g. approves a proposed update), their
electronic signature must be applied so the link to a person is explicit. The Al might then act as a “delegate” after that

sign-off.

Effective access control ensures attribution even when machines are making decisions. It also helps guard against
insider misuse of Al models (e.g. unauthorized retraining on biased data). In short, treat the Al platform’s security on par
with any other critical computer system, enforcing “least privilege” and logging all user and administrator actions ("

2
www.law.cornell.edu) (22! www.law.cornell.edu).

Electronic Signatures and Human Oversight

Requirement: Electronic signatures carry the same weight as wet signatures if Part 11 controls are met. Each signature
must identify the signer, date/time, and meaning (" www.law.cornell.edu), and be permanently linked to the record (!
www.law.cornell.edu). Signatures must be unique to an individual (not reused) (“*! www.law.corell.edu). Before an
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organization uses e-signatures, it must certify to FDA that they are the legal equivalent of handwritten signatures (°’!

www.law.cornell.edu).

Al Challenge: An Al system cannot truly “sign” on behalf of a person. It has implications for any automated approvals or
authorship. If an Al-generated document or analysis needs approval, a human must sign it. But what about Al-
checkpoints within an electronic workflow? For instance, if an Al automatically flags an out-of-spec result as needing
review, who signs off on the Al's recommendation? Under Part 11, any final decision recorded in a regulated record must
ultimately be backed by a real person’s signature. The Al can assist or recommend, but cannot replace the required
attribution to a person.

Strategies:

« Preserve human-in-loop: For all regulated decisions, maintain a step where a qualified person (with an e-signature)
approves the Al's output. For example, an Al may generate a draft change in a batch record, but a manufacturing
supervisor must review the change and sign it.

« Context fields: Some compliant systems use special flags or variables for Al. For example, an e-record might have
a “Processed By” field. If an Al wrote the entry, this field indicates the model name, while a human signature
afterward shows oversight.

« Signature workflows: Ensure that any GUI or electronic workflow clearly shows when a person is signing vs. when
an Al has inserted content. Under 21 CFR §11.50, the meaning of each signature (review, approval, etc.) must be
explicit. Use separate signature steps for Al-assisted actions.

« Policy and training: Update SOPs to clarify that Al recommendations must be reviewed/signature-backed. Train
users that an Al “report” is only valid if a certified employee has signed their approval. This ensures compliance with
signature requirements and maintains the accountability that Part 11 demands.

Ultimately, while Al can automate many tasks, Part 11 effectively requires that an actual person stands behind each
regulated outcome. No matter how advanced the Al, compliance means showing “who” (which human) accepted the
data. As Soni’s industry roadmap emphasizes, final decisions must remain with qualified personnel (*°
www.linkedin.com). This human oversight is both a regulatory requirement and a practical check on Al performance.

Record Retention and Retrieval (21 CFR 11.10(b, c))

Requirement: Part 11 requires that systems be able to generate complete copies of records (both electronic and human-
readable) (*°! www.law.cornell.edu) and that records be protected for ready retrieval throughout the retention period.
Essentially, sponsors must preserve records so an FDA inspector can review or audit them later (°“) www.law.cornell.edu).

Al Challenge: Regulated records include not just the final outputs of an Al (e.g. a QC result) but also any data the Al
used in producing it (inputs, intermediate calculations). Part 11's literal text does not list “intermediate data,” but from a
compliance standpoint, if an Al contributes to a decision, the provenance chain must be reconstructible. Furthermore, as
Al systems evolve, organizations must decide which historical models and data to archive. Reproducing an Al-driven
result may require access to old versions of training data or model parameters.

Strategies:

« Archive Al datasets and models: Retain copies of all input datasets, scripts, and model files relevant to regulated
outputs. For example, if an Al model v1.0 was used in 2025 to approve a protocol, keep that exact model and

training data in an archive alongside the protocol record. This way, the outcome is reproducible if needed.

« Human-readable formats: For any Al-generated records, ensure there is a human-readable rendition. Part 11
requires that records be available in both electronic and printable form (°°) www.law.cornell.edu). If an Al produces a
PDF report, for instance, the PDF itself and any underlying data should be saved.
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« Retention schedules: Follow the same retention periods as other GXP records. This may mean periodically moving
Al logs and data to long-term storage (tape, secure cloud archive). Ensure these archives are protected and remain

readable (use common formats).

« Metadata capture: Always capture metadata (system name, version, algorithm identifier) with archived records. This
links the preserved data to the correct execution context.

These steps align with Part 11's requirement that records remain “accurate and ready throughout the records retention
period” (°°1 www.law.cornell.edu). By treating Al input/output data as part of the controlled records, organizations maintain
compliance with record retention rules.

Practical Frameworks and Best Practices

Putting theory into practice requires a framework. Based on the above analysis and expert guidance, a proactive, risk-
based strategy is key (! fdainspections.com). Below are recommended practices, drawn from regulatory guidance and
thought leadership:

« Quality Management Integration: Treat Al projects as part of your QMS. Use design control-like processes: document user
requirements for the Al system, define critical quality attributes (CQAs), and plan verification activities. Incorporate Al risk assessment
early, evaluating potential failure modes (biased output, data corruption, model drift).

+ Vendor Management: If using third-party Al tools or cloud services, conduct thorough vendor qualification. Obtain evidence that the
vendor’s systems are validated and secure. SLA contracts should specify compliance responsibilities (e.g. access to audit logs).

« Validation Documentation: Follow existing CSV/GAMP documentation style, but tailor it for Al. For instance, GAMP 5 Appendix D11
(forthcoming) suggests a lifecycle where the “validation plan” covers data provenance and algorithm design, and “operational
qualifications” include challenge-of-algorithm tests. (The pharmacovigilance framework (131] pmc.ncbi.nim.nih.gov) (HlJ
pme.ncbi.nlm.nih.gov) illustrates this by differentiating static vs dynamic Al and aligning validation efforts accordingly.)

« Data Governance: Implement robust data integrity programs. Ensure all Al training data are collected and processed under GMP/GLP
controls — e.g. SOPs for data collection, checks on completeness, secure storage. Use data lineage tools if possible. Establish version
control for datasets and code.

« Audit Trail Handling: Leverage technology to consolidate logs. Modern systems (or custom middleware) can aggregate events into a
central, auditable repository. Consider anomaly detection on logs themselves: Al can flag if someone tries to delete or encrypt log files.

« Explainability (XAl): Wherever feasible, use or develop Al models with some level of explainability or record of decision logic. This may
not satisfy Part 11 directly, but it helps satisfy the FDA's broader concern for credible outputs. The proposed EU Annex 22, for example,

suggests requiring “human oversight and explainability” for the first time ([421 intuitionlabs.ai).

* Human Training: Train personnel on Al risks. Even routine operators need to understand how to recognize Al errors and how to award
electronic signatures correctly. For example, QC analysts should know that an Al flag still requires their review and e-signature.

+ Change Control: Institute strict change control for Al updates. Any model retraining or data pipeline change should be evaluated: Does it
affect validated performance? If so, treat it as a change requiring re-validation or at least re-checking critical functions. Maintain a log of
each model version deployed.

« Continuous Monitoring: Leverage CSA principles, using automated tests and monitoring where possible. For example, automate
regression tests of the Al model as new data come in. Implement periodic review of audit trails (possibly using Al to identify unusual

patterns — “audit trail review” is itself an area where Al can help, as Nilay Soni suggested ([43] www.linkedin.com)).

« Case Studies and Examples: While confidential case studies are scarce, some illustrative scenarios are emerging. For example, an Al
quality-monitoring tool could automatically detect control chart anomalies; however, one best practice is to have it alert a technician who
then logs in and books an e-signature on the alert record, rather than the Al itself issuing a final “non-conforming” signature. Similarly, if
an Al-driven document authoring tool generates a protocol draft, the human author still proofs and signs the final document electronically.
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Data and Statistics

Quantitative data on Al compliance are limited, but a few indicators highlight the stakes: FDA's warning-letter analysis
(2016) showed data integrity breaches in virtually 80% of cases (www.beckman.co.il), underscoring that even mature
industries struggle with basic control over electronic data. Surveys indicate that over a quarter of biotech/pharma firms
have Al initiatives in development or production (2024—-2025) ( ) ( ). These
dual facts suggest that more regulated organizations will soon face Part 11 questions for Al. On the flip side, industry
experts (e.g. Steve Niedelman of FDA) emphasize that strong data integrity “provides a foundation for quality and safety”
and is essential before Al can yield benefits ( ). In other words, regulators expect the same scrupulous data
controls for Al data that they have always required.

Case Studies and lllustrative Examples

While proprietary constraints limit published case studies, conceptual examples illustrate key points:

« Anomaly Detection in QC: A pharmaceutical manufacturer deploys an Al system to monitor quality control data for unusual patterns
(e.g., a spectrometer’s baseline shift). This Al constantly reviews live data and flags potential excursions in real time. To comply, the alerts
themselves must become Part 11 records. The alert is automatically logged (with timestamp, sensor data, Al model version) into the
database. A quality engineer then investigates and enters an annotation in the batch record. The final “accept” or “reject” decision on the
batch is signed off electronically by the engineer, linking back to the Al's logged alert data. This ensures the entire narrative (input data, Al
flag, human review, final decision) is auditable.

« Automated eLearning and Compliance: Al-powered eLearning platforms (for GxP training) can generate personal training plans and
assessments. To maintain Part 11, the system logs when each learner completes modules and automates audits of completion. If the
platform uses NFT or blockchain to record training completion, it must still secure logs of who completed what and when. The final
certification is electronically signed by a supervisor. (Indeed, one instructional article highlights how Al can streamline eLearning while

embedding tracking of progress and compliance ( ).) In such a scenario, the part-11 focus is on the training
records: the system must produce audit trails of all quiz results, Al-graded assessments, and preserve records in accessible formats (

).

« Predictive CAPA: Another example (hypothetical) is an Al NLP tool that reads deviation reports and suggests root causes. When a QA
team opens a new CAPA case, the Al proposes likely causes and even pre-drafts corrective actions. The QA manager reviews these
suggestions, modifies them, and then electronically signs the CAPA plan. Here, the CAPA record contains a note that portions were

“assisted by Al model v2.3,” and the final plan is signed by the manager ( ). The audit trail would show the Al's
suggestions as system-generated entries. This example follows the LinkedIn roadmap idea that Al can enhance processes (faster review,

risk detection) but humans retain ultimate authority ( ).

As Nilay Soni summarizes in his roadmap: Al can improve Part 11 compliance by automating anomaly detection,
ensuring ALCOA+ alignment, analyzing signature data for misuse, and enabling predictive oversight. Specifically, he
notes Al could auto-detect auditing anomalies, classify records to ensure legibility and consistency, analyze signature
timing for fraud patterns, and use NLP to speed up deviation review, all leading to earlier detection of compliance issues

( ). These forward-looking examples illustrate that when properly implemented, Al can be an asset, not
a liability, to Part 11 compliance — provided its outputs are fully documented and overseen.

Global Perspectives and Future Directions

21 CFR Part 11 does not stand alone in the world. Its core principles are echoed internationally, and as new technologies
emerge, global harmonization efforts are underway. In Europe and Japan, Part 11's spirit is embedded in guidelines for
computerized systems (EU GMP Annex 11, Japan’s ER/ES guideline) ( ). Today, both regions are updating
these rules for Al: EMA has revised Annex 11 and is leading the PIC/S Annex 22 for Al/ML in GMP ( ) (

). Notably, Annex 22 (draft for 2025) explicitly mandates Al governance and lifecycle controls, risk
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management, and human oversight — essentially treating Al “with the same gravity as other GMP computer systems” but
adding Al-specific checks (" intuitionlabs.ai) (*?! intuitionlabs.ai). Although the U.S. has not codified an Al-specific rule, it is
likely that FDA will clarify expectations through guidance or industry communications (e.g. recent draft Q&A guidance on

software assurance mentions evolving risk from Al).

On the U.S. side, industry should expect continued FDA focus on quality systems for software. For instance, the
September 2025 final guidance on Computer Software Assurance emphasises a paradigm shift from exhaustive testing
to risk-based software assurance in real-time. This philosophy dovetails with Al: companies are encouraged to implement
automated verification and continuous monitoring rather than manually testing every neural network node. Moreover, the
regulatory trend of accepting real-world data (RWD) and remote monitoring (accelerated by COVID) means inspectors
are already comfortable with data flowing continuously if integrity is managed.

Looking ahead, we foresee: (1) Increased FDA Engagement: the agency is taking input on Al (e.g. workshop by Duke
Margolis, public comment on Al frameworks (! www.fda.gov)). Expect draft guidances addressing Al in drug review and
digital health to become final in the next few years. (2) Enhanced Quality Culture: regulators emphasize quality culture;
Part 11 compliance for Al will likely involve not only technical controls but also personnel training, management support
for data governance, and documented procedures for Al oversight. (3) Technology Solutions: Vendors are responding:
some validation platforms are adding Al modules, and new tools are being developed to “bake in” ALCOA data integrity
from the start (for example, FDA-backed prototypes like RegGuard are exploring provenance tracking in compliance
domains ([351 arxiv.org)). We may also see industry best-practice frameworks (like updated GAMP guidance or ISO
standards) that specifically address Al’s lifecycle in GxP.

Finally, the fundamental goal remains constant: ensure patient safety and data trust. Every technology including Al
must be aligned with that goal. As a QMS analysis concludes, Part 11 “became not merely a technical regulation, but a
catalyst that transformed the culture of the pharmaceutical industry... The foundational principles... continue to form the
foundation of pharmaceutical regulation in the digital age” (*?! gmsdoc.com). Al and digital health technologies are simply
the next phase in that digital age — and Part 11 (together with its data-integrity ethos) will continue anchoring compliance
amidst innovation.

Tables

Year Milestone/Guidance
1901 ; i [49]

Industry begins advocating for acceptance of electronic records and signatures (voice calls to FDA) ( q msdoc.com)

7

1992 FDA publishes ANPRM on electronic records; receives public input ([ 1 q msdoc.comy
1994 FDA publishes Proposed Rule for Part 11; further comments received ([50] qmsdoc.com)
1997 [1] [51]

FDA publishes final 21 CFR Part 11 (effective Aug 20, 1997). First global “paperless” compliance requirement (-~ (] msdoc. comy( q msdoc. comy

) - ] - ) ! [52]
2003 FDA issues Part 11 Scope & Application Guidance, narrowing interpretation and endorsing risk-based controls ( qlﬂSdOC.COIﬂ)
53

2011 EU revises GMP Annex 11 (Computerized Systems) to align with data integrity evolution ([Jd] q msdoc.com)
2024 [54] [55] i

FDA finalizes guidance on electronic systems in clinical trials (“Questions & Answers”), explicitly addressing DHTs and AI/ML ( q msdoc. comy ( gmsaoc.comy

30

2025 FDA finalizes Computer Software Assurance (CSA) guidance (Sep 2025) promoting risk-based software validation (‘ 30] q msdoc.comy

Revision of EU GMP Annex 11 (including Al aspects); PIC/S finalization of Annex 22 on Al/ML in GMP; ongoing updates to FDA/ICH guidance incorporating Al considerations along with Part 11
[33] [42]

2026

(est) and data integrity principles ( gmsdoc.comy( intuitionlabs.ai)

Table 2. Key milestones and recent updates relevant to electronic records compliance and Al (sources: FDA and global
regulatory announcements (" gmsdoc.com) (°* gmsdoc.com) (°° gmsdoc.com)).
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Part 11 N - N N -
'y Req Al-Specific C (Cl &
Control
4
19 Challenge: Al's non-deterministic models resist traditional code walkthroughs (L 1
811.10(a): Validate system for accuracy & intended performance ([ ‘
Validation s fdainspections.com,.
www.law.cornell.edu ([ ] qIﬂSdOC-CO|ﬂ). Mitigation: Use risk-based validation (test outputs on representative data, document training process). Freeze

model for deployment or revalidate on drift. Leverage CSA approach to focus on critical functions.

[20] Challenge: Al actions might not trigger logs without design.
§11.10(e): Secure, timestamped logs of all record changes ( Mitigation: Architect system so every Al decision/write is logged (with model ID, input, output). Treat these logs
s . 28
Audit Trails www.law.cor nell.edu) ([ ‘ as Part 11 records (tamper-evident). Use provenance tracking for Al outputs ([Zéﬂ
. . . . 25
fdainspections.com. fdainspections.com, (b\)] arxiv.org.
20 . e .

Access §11.10(c): Restrict system access to authorized users <[ ] Challenge: Automated Al processes may need credentials; must avoid shared Al accounts.
Control Mitigation: Assign Al actions to specific controlled service accounts. Use strict authentication for any model

www.law.cornell.edu). updates. Monitor administrative roles closely.

§§11.50-11.100: Signatures must show name/time/meaning and be Challenge: Al cannot “sign” records.

Electronic linked to record ([121 www.law.cornell.edu) ([21] Mitigation: Always require human e-signatures for final decisions. If Al suggests an outcome, have a qualified

Signatures [12]
www.law.cornell.edu person review and sign. Record intent/purpose fields for clarity ( www.law.cornell.edu).

Challenge: Massive training/inference data must remain complete/accurate.
Data Integrity ALCOA+ principles (not text of CFR) per FDA guidance Mitigation: Enforce data governance on Al datasets (SOPs, source controls). Maintain editable originals (e.g. raw

(ALCOA+) Ik beck ) ([?)J redica comy data), and ensure all data are legible and preserved in open formats. Use explainable models where possible to
www.beckman.co.i . §
[4]

aid understanding of “accuracy” ( ~ Tdainspections.comy ([3] redica.com,.

Table 3. lllustration of how each Part 11 control applies to Al-powered systems, noting Al-related challenges and
suggested approaches (citing regulations and expert analyses).

Conclusion

Ensuring 21 CFR Part 11 compliance in the age of Al is a complex but surmountable challenge. At its core, Part 11
demands trust in electronic data and signatures — a requirement that is technology-agnostic. As long as an organization
uses Al-generated data to satisfy a regulatory requirement, that data must meet Part 11's standards of integrity, security,
and traceability. This report has shown that the fundamental principles of Part 11 do not change for Al; rather,
implementation details must evolve.

Key takeaways: (1) Rigorous validation must be adapted. Al systems can be compliant if firms validate the overall
performance of the system (using risk-based, output-focused strategies) even if the internal algorithm is complex (¥
fdainspections.com) (°*) pme.ncbi.nim.nih.gov). (2) Auditability and documentation must be extended. All Al actions and
data transformations need to be logged and preserved so that any regulated outcome can be reconstructed (12
fdainspections.com) (** arxiv.org). (3) Human oversight is non-negotiable. Humans must remain the final authority on
GxP outcomes, with electronic signatures clearly identifying them (*?/ vww.law.cornell.edu) (°°) www.linkedin.com). (4) Data
integrity is paramount. Large Al datasets must themselves be managed under ALCOA+ controls (with attributable,
accurate, and complete records of training and inputs) (www.beckman.co.il) (! redica.com). (5) Adopt a risk-based,
proactive QA approach. This includes engaging with new FDA guidance (e.g. CSA, Al frameworks), performing data
quality audits, and continuously monitoring Al models in production.

In practical terms, cross-functional teams (quality, IT, data science) must work together more than ever. Systems should
be designed from the start to comply: using secure platforms, capturing metadata, and anticipating audit needs. The
regulatory landscape is also shifting: international guidance is emerging (GMLP, Annex 22, Al credibility) and the FDA is
encouraging innovation under careful oversight. Organizations should stay abreast of these changes, but one principle
will remain constant: data integrity underlies everything. With robust validation, clear documentation, and a strong
quality culture, the flexibility and power of Al can be harnessed without sacrificing the trust and patient safety that Part 11

was designed to protect (*“/ gmsdoc.com) (") fdainspections.com).

In conclusion, 21 CFR Part 11 continues to be “the unwavering foundation for digital compliance” in life sciences ("
fdainspections.com). Al-powered systems, while novel, operate within this framework: the requirements for audit trails, user

© 2026 IntuitionLabs.ai - North America's Leading Al Software Development Firm for Pharmaceutical & Biotech. All rights Page 15 of
reserved. 19


https://www.law.cornell.edu/cfr/text/21/11.10#:~:text=,discern%20invalid%20or%20altered%20records
https://www.law.cornell.edu/cfr/text/21/11.10#:~:text=,discern%20invalid%20or%20altered%20records
https://qmsdoc.com/2026/01/15/fda-finalizes-comprehensive-guidance-on-electronic-systems-electronic-records-and-electronic-signatures-in-clinical-investigations/#:~:text=The%20guidance%20strongly%20advocates%20for,needs%20based%20on%20several%20factors
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=One%20of%20the%20most%20significant,operates%20correctly%20under%20all%20conditions
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=One%20of%20the%20most%20significant,operates%20correctly%20under%20all%20conditions
https://www.law.cornell.edu/cfr/text/21/11.10#:~:text=,authorized%20individuals
https://www.law.cornell.edu/cfr/text/21/11.10#:~:text=,authorized%20individuals
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=Data%20Integrity%20and%20Audit%20Trail,Complexity
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=Data%20Integrity%20and%20Audit%20Trail,Complexity
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=Data%20Integrity%20and%20Audit%20Trail,Complexity
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=Data%20Integrity%20and%20Audit%20Trail,Complexity
https://arxiv.org/abs/2601.17826#:~:text=answer%20quality%20specifically%20in%20terms,domain%20with%20stringent%20compliance%20demands
https://www.law.cornell.edu/cfr/text/21/11.10#:~:text=,authorized%20individuals
https://www.law.cornell.edu/cfr/text/21/11.10#:~:text=,authorized%20individuals
https://www.law.cornell.edu/cfr/text/21/11.50#:~:text=,indicates%20all%20of%20the%20following
https://www.law.cornell.edu/cfr/text/21/11.100#:~:text=,or%20reassigned%20to%2C%20anyone%20else
https://www.law.cornell.edu/cfr/text/21/11.100#:~:text=,or%20reassigned%20to%2C%20anyone%20else
https://www.law.cornell.edu/cfr/text/21/11.50#:~:text=,indicates%20all%20of%20the%20following
https://www.beckman.co.il/toc-analyzers/anatel-pat700/21-cfr-part-11#:~:text=In%20their%202003%20guidance%20on,created%20contemporaneously%2C%20original%20and%20accurate
https://redica.com/resource/data-integrity-101-why-is-it-important/#:~:text=The%20mnemonic%20was%20first%20used,%E2%80%9D
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=One%20of%20the%20most%20significant,operates%20correctly%20under%20all%20conditions
https://redica.com/resource/data-integrity-101-why-is-it-important/#:~:text=The%20mnemonic%20was%20first%20used,%E2%80%9D
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=One%20of%20the%20most%20significant,operates%20correctly%20under%20all%20conditions
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=One%20of%20the%20most%20significant,operates%20correctly%20under%20all%20conditions
https://pmc.ncbi.nlm.nih.gov/articles/PMC7892696/#:~:text=robotic%20process%20automation%20for%20case,Validation%20framework
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=Data%20Integrity%20and%20Audit%20Trail,Complexity
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=Data%20Integrity%20and%20Audit%20Trail,Complexity
https://arxiv.org/abs/2601.17826#:~:text=answer%20quality%20specifically%20in%20terms,domain%20with%20stringent%20compliance%20demands
https://www.law.cornell.edu/cfr/text/21/11.50#:~:text=,indicates%20all%20of%20the%20following
https://www.linkedin.com/posts/nilay-soni-7059461b7_pharma-aiingxp-21cfrpart11-activity-7358808165985013760-w2A0#:~:text=improve%20data%20integrity%20oversight%2C%20and,faster%20CAPA%20closure%20Predictive%20Compliance
https://www.beckman.co.il/toc-analyzers/anatel-pat700/21-cfr-part-11#:~:text=In%20their%202003%20guidance%20on,created%20contemporaneously%2C%20original%20and%20accurate
https://redica.com/resource/data-integrity-101-why-is-it-important/#:~:text=The%20mnemonic%20was%20first%20used,%E2%80%9D
https://qmsdoc.com/2026/01/29/the-birth-of-21-cfr-part-11-a-historical-perspective/#:~:text=Conclusion
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=Before%20diving%20into%20the%20complexities,compliance%20in%20the%20life%20sciences
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=Before%20diving%20into%20the%20complexities,compliance%20in%20the%20life%20sciences
https://fdainspections.com/ai-fda-part-11-compliance-guide/#:~:text=Before%20diving%20into%20the%20complexities,compliance%20in%20the%20life%20sciences
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=21-cfr-part-11-compliance-for-ai-systems-a-guide.pdf
https://intuitionlabs.ai/articles/21-cfr-part-11-compliance-ai-systems?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=21-cfr-part-11-compliance-for-ai-systems-a-guide.pdf
https://intuitionlabs.ai/?utm_source=pdf&utm_medium=document&utm_campaign=article&utm_content=21-cfr-part-11-compliance-for-ai-systems-a-guide.pdf

Elntuitionl-ﬂbs IntuitionLabs - Al Software for Pharma & Biotech 21 CFR Part 11 Compliance for Al SyStemS: A Guide

accountability, and data integrity must simply be applied in new ways. By viewing Al as an advanced tool to be managed
(not an exception to the rules), companies can ensure that innovation and regulatory compliance advance hand in hand

(8 gmsdoc.com) (! redica.com).
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IntuitionLabs - Industry Leadership & Services

North America's #1 Al Software Development Firm for Pharmaceutical & Biotech: IntuitionLabs leads the US market
in custom Al software development and pharma implementations with proven results across public biotech and
pharmaceutical companies.

Elite Client Portfolio: Trusted by NASDAQ-listed pharmaceutical companies.

Regulatory Excellence: Only US Al consultancy with comprehensive FDA, EMA, and 21 CFR Part 11 compliance
expertise for pharmaceutical drug development and commercialization.

Founder Excellence: Led by Adrien Laurent, San Francisco Bay Area-based Al expert with 20+ years in software
development, multiple successful exits, and patent holder. Recognized as one of the top Al experts in the USA.

Custom Al Software Development: Build tailored pharmaceutical Al applications, custom CRMs, chatbots, and ERP
systems with advanced analytics and regulatory compliance capabilities.

Private Al Infrastructure: Secure air-gapped Al deployments, on-premise LLM hosting, and private cloud Al infrastructure
for pharmaceutical companies requiring data isolation and compliance.

Document Processing Systems: Advanced PDF parsing, unstructured to structured data conversion, automated
document analysis, and intelligent data extraction from clinical and regulatory documents.

Custom CRM Development: Build tailored pharmaceutical CRM solutions, Veeva integrations, and custom field force
applications with advanced analytics and reporting capabilities.

Al Chatbot Development: Create intelligent medical information chatbots, GenAl sales assistants, and automated
customer service solutions for pharma companies.

Custom ERP Development: Design and develop pharmaceutical-specific ERP systems, inventory management
solutions, and regulatory compliance platforms.

Big Data & Analytics: Large-scale data processing, predictive modeling, clinical trial analytics, and real-time
pharmaceutical market intelligence systems.

Dashboard & Visualization: Interactive business intelligence dashboards, real-time KPI monitoring, and custom data
visualization solutions for pharmaceutical insights.

Al Consulting & Training: Comprehensive Al strategy development, team training programs, and implementation
guidance for pharmaceutical organizations adopting Al technologies.

Contact founder Adrien Laurent and team at https://intuitionlabs.ai/contact for a consultation.
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DISCLAIMER

The information contained in this document is provided for educational and informational purposes only. We make no representations
or warranties of any kind, express or implied, about the completeness, accuracy, reliability, suitability, or availability of the information
contained herein.

Any reliance you place on such information is strictly at your own risk. In no event will IntuitionLabs.ai or its representatives be liable
for any loss or damage including without limitation, indirect or consequential loss or damage, or any loss or damage whatsoever arising
from the use of information presented in this document.

This document may contain content generated with the assistance of artificial intelligence technologies. Al-generated content may
contain errors, omissions, or inaccuracies. Readers are advised to independently verify any critical information before acting upon it.

All product names, logos, brands, trademarks, and registered trademarks mentioned in this document are the property of their
respective owners. All company, product, and service names used in this document are for identification purposes only. Use of these
names, logos, trademarks, and brands does not imply endorsement by the respective trademark holders.

IntuitionLabs.ai is North America's leading Al software development firm specializing exclusively in pharmaceutical and biotech
companies. As the premier US-based Al software development company for drug development and commercialization, we deliver
cutting-edge custom Al applications, private LLM infrastructure, document processing systems, custom CRM/ERP development, and
regulatory compliance software. Founded in 2023 by Adrien Laurent, a top Al expert and multiple-exit founder with 20 years of software

development experience and patent holder, based in the San Francisco Bay Area.

This document does not constitute professional or legal advice. For specific guidance related to your business needs, please consult
with appropriate qualified professionals.

© 2025 IntuitionLabs.ai. All rights reserved.
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